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Scanned paths: _src
Platforms: Terraform, Dockerfile.
Start time: 15:21.01. Aug 30 2021 End time: 15:21:21; Aug 30 2021
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Vulnerabilities:

e QqQqgae

HIGH MEDIUM INFO TOTAL

Do)

@ AD Admin Not Configured For SQL Server
Platform: Terraform
Category: insacure Configurations

Tne Acnrve Directory Administrator is not configured for a SQL server
ACR00_SIRCIon_AOMINasaies

vy Results 1
File: _srciterraformfazure/sql.tf Line 9

Expected: A‘azurerm_sql_active_directory_administrator” is defined for ‘azurerm_sql_server{example]'

Found: A ‘azurerm_sqf_active_direciory_administratoc’ s not defined for “azurerm_sql_server{example]

€

. resource “azucerm_sql_server” "exasple* {

" rame = g q ${var. 18{ _integer.rnd_{nt.result}”

&
2
N

@ BigQuery Dataset Is Public
Platform: Terraform
Category: Access Control

Ehgouery datasel is of publicly aocessibl
» Results (1)
KICS fRiiReS
laC Technology Query Query Scanned Number of Average Average
Accuracy1 Coverage2 laC files Results Scan Time Project
(s) Size (MB)

Terraform 99.7% 46% 1176 709 6.6 334
Docker 98.8% 68% 1017 5109 1 0.7
Kubernetes 99.3% 88.7% 6089 21753 7 90
CloudFormation 95% 73% 1769 5343 10.2 4.8
Ansible 100% 54% 3367 1320 233 41

KICS Benchmark
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Initialize job
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Post-job: Check

Finalize Job

@
Ed
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Report build st.
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View raw log

kics_azure_pipelines_success

Overview 0 Commits 7 Pipelines 9 Changes 2138
() Pipeline #389315166 passed for 76ca51d6 on sast-report 1 minute ago (v) &~

8“’ Approval is optional

> View eligible approvers

@ Security scanning detected 119 potential vulnerabilities 0 Critical 17 High and 102 Others = (£ View full report Collapse

(@ SAST detected 119 potential vulnerabilities 0 Critical 17 High and 102 Others @

New

L 2 R R R 2

@ Merge Delete source branch

Squash commits @

High AWS CloudWatch Log groups should be encrypted using KMS
High Check if any objects are using a deprecated version of API

HighAWS CloudWatch Log groups should be encrypted using KMS
High AWS CloudWatch Log groups should be encrypted using KMS

High AWS CloudWatch Log groups should be encrypted using KMS

> 7 commits and 1 merge commit will be added to master. Modify merge commit

0 0o ©®

Oldest first v Show all activity v

kics_gitlab_pipeline_sast_report
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GitLab CI

Jenkins
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Terraform Cloud
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6 Settings Found =

Turn on Settings Sync

Terraformer
AWS CodeBuild

KICS Auto Scanning
Extension for Visual
Studio Code

More soon...
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Android Kotlin Java Microsoft .NET Ansible
Apex Microsoft NET JavaScript Node.js Terraform
ASP Perl React PHP AWS CloudFormation O
C++ PHP Angular Python AWS Cloud /C
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2/08 Python Fit TypeScript AWS SAM X
Go Ruby Groovy WCF Docker Q
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Java Composer Pip Helm 2
JavaScript Gradle SBT Kubernetes N
Maven Yarn Microsoft ARM
NPM OpenAPI 3.0
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Table 1: Data Security

Minimal data ratention e
CQntrols AES286 encryption at rest  —> { a |

Dataintransit ~ TLS 1.2 with ECDHE cipher g - e
Tenant Data
preferred
Data at rest AES-256 encrypted I
Data Dedicated tenant buch AppSec Platform Regional Instance
segmentation :
Authentication and RBAC
Data retention Full project source retained for b e N A U
six months; metadata until end of T T 1
contract . 512 ‘
Platform User/Password with two-factor ) i )
e AT and  identity —~ —~ —.
federation (o | ( @ ) (8] )
X / \ < oAy
Role-based A granular set of permissions -
access control  as well as robust group and API Source User
role management for flexible Access Project Access

user access management
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