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Security Lifecycle Review

Do you really know what'’s on your network? Most companies lack full visibility into activity and devices on
their networks, leaving them in the dark about security risks. A Security Lifecycle Review (SLR) provides
a customized security assessment of the applications, internet of things (IoT) devices, vulnerabilities,
threats, and risks in your environment. Once you know where the biggest risks are, you can determine
where to focus, develop an action plan, and improve your security posture.

Why Run an SLR?

To effectively manage network security and have a robust in-
trusion prevention system (IPS), you need deep visibility into
your organization’s environment. All threats should be regu-
larly assessed to have their relative risk assigned. Then, you can
effectively manage priorities and resources to address these

Benefits of an SLR

e Complete visibility: See how adversaries are
trying to breach your defenses, all applications
in use, and all devices on your network.

* Quantified risk: Confidently make data-driven
decisions, prioritize, and take the right policy or
technology actions based on what you learn.

o Time saved: A single report summarizes key
risks and recommendations so your security
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What Is an SLR?

Afocused, free security risk assessment, the SLR produces a re-
port that summarizes the volume and types of threat exposures
and vulnerabilities identified on your network over a specified
time period. It also includes recommendations on how to reduce

your overall risk exposure and improve your security posture.

risks, develop the strongest security posture, and prevent busi-
ness interruptions and attacks.

An SLR is a quick and easy way to view applications, threats,
and vulnerabilities on your network. The report provides details
on software-as-a-service (SaaS) and other applications, URL
traffic, content types, IoT devices (see figure 3), and known and
unknown threats traversing your network (see figure 4), along
with recommendations on the highest risks and priority areas
to focus on (see figure 5).
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Figure 1: Found in your SLR report’

An SLR can be done during an initial evaluation or as part of

a regular security checkup. Findings are based on data col-

lected during the review period (typically seven days) and is

non-intrusive.

1. Note prerequisite subscriptions.
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Figure 2: SLR Executive Summary page

The Executive Summary page provides a high-level digest of
the applications and threats observed on your network.
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Figure 3: 10T Security section

The IoT Security section provides industry-leading visibility
and risk prioritization of IoT devices so you can better manage
10T security throughout the device lifecycle.

Threats at a Glance

Understanding your risk exposure, and how to adjust your security posture to prevent attacks, requires inteligence on the type and volume of threats used
‘against your organization. This section details the application vuinerabilies, known and unknown malware, and command and control activity observed on
‘your network
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Figure 4: Threats at a Glance section

The Threats at a Glance section shows the type and volume of
threats used against your organization, including known and
unknown malware, command-and-control activity, and ap-
plication vulnerabilities.

RECOMMENDATIONS

« Implement safe application enablement polices, by only allowing the applications needed for business, and applying granular control to al others.
+ Address high-risk applications with the potential for abuse, such as remote access, file sharing, or encrypted tunne's.
« Address command and control communication by examining the network o host source. Detection and response or logging solutions may provide an
indication of what occurred
* Deploy a security solution that can detect and prevent threats, both known and unknown, to mitigate risk from attackers.
= Use a solution that can automatically re-program itself and other security products, creating and coordinating new protections for emerging threats,
sourced from a global community of other enterprise users.
» Implement managed host policies to restrict file less attack vectors and decrease d-and-control risk by sharing Hime threat
information across security products.
= When risky loT devices are detected, consider taking the following actions:
> Review the risks associated with these devices.
> Address or mitigate known issues by modifying device configurations or by upgrading or patching their software.
> Reduce the attack surface by appiying policy recommendations.
> Segment devices to block, limit, or siow attacks.

Figure 5: Recommendations section

The final section of the SLR report summarizes key findings
and provides recommendations on how your organization
can address the highest risks identified.

Frequently Asked Questions

Howdo I run an SLR?

You can access a self-service SLR from the Customer Support
Portal. Ifyouneedhelp, please contact your sales representative.

3000 Tannery Way
Santa Clara, CA 95054
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The SLR is also available as a cloud-delivered application.
I’'m not a Palo Alto Networks customer. Can I run an SLR?

Yes! Please contact your local sales representative or request
an SLR online.

To conduct an SLR for your organization, we can run an SLR
in your environment. This process is non-intrusive. An SLR
can be run for a virtual or physical firewall.

How often should I run a SLR?

Palo Alto Networks customers can run SLRs on demand,
as often as needed. We recommend regularly evaluating
your security risks by running an SLR at least every 90 days
or whenever there has been a significant change on your
network.

Can I get a single SLR report on multiple devices?

Yes, the multi-statsdump merge feature allows you to up-
load statsdump files from multiple devices to generate a cu-
mulative SLR report.

Additional Resources

- Other questions? Visit our Customer Support Portal.

- Ready to get started? Visit us online and request an SLR
https://start.paloaltonetworks.com/security-lifecycle-
review-risk-assessment.html

+ Running a Customer-Driven SLR? Read our SLR
QuickStart Guide.

- Need help with the SLR app? Read our technical
documentation.

SLR Prerequisite Subscriptions

For the most complete view of your environment, you’ll need:

+ General: WildFire, URL Filtering, Threat Prevention
subscriptions

+ 10T section: Cortex™ Data Lake subscription and an
active IoT Security instance

+ DNS section: DNS Security subscription

About Palo Alto Networks

Palo Alto Networks, the global cybersecurity leader, is
shaping the cloud-centric future with technology that is
transforming the way people and organizations operate.
Our mission is to be the cybersecurity partner of choice,
protecting our digital way of life. We help address the
world’s greatest security challenges with continuous in-
novation that seizes the latest breakthroughs in artificial
intelligence, analytics, automation, and orchestration. By
delivering an integrated platform and empowering a grow-
ing ecosystem of partners, we are at the forefront of pro-
tecting tens of thousands of organizations across clouds,
networks, and mobile devices. Our vision is a world where
each day is safer and more secure than the one before. For
more information, visit www.paloaltonetworks.com.
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