Hackers are ready, Areyou?
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1. Reconnaissance ({8%2) :
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2. Resource Development (EjRRI%%)
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3. Initial Access (#DYREHRT)
A. Phishing ($98)
B. External Remote Services (S\EN=IZARFS)
4. Execution (#{T) :
A. Command and Scripting Interpreter (FSHIRRIAERT
#3)
B. Execution through APl (G&if API #i47)
5. Persistence ($fAllf) :
A. Scheduled Task/Job (RERHEFS/IE)
B. Registry Run Keys / Start Folder (FifiERiE{TH/ENEIX
f3%)
6. Privilege Escalation ($1EF#R) :
A. Exploitation of Privilege Escalation Vulnerability (FIF
FHEFARIRE)
B. Windows Admin Shares (Windows BIEHZ)
7. Defense Evasion (B5&idkEs) :
A. Masquerading (#35%)
B. File Deletion (3Z{-MIER)
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8. Credential Access ((HEEEHRT) :
A. Credential Dumping (EB:&iER4)
B. Input Capture (EAFE)

9. Discovery (317) :
A. Account Discovery (IlRFE3518)

B. System Network Configuration Discovery (FRiftiBiEEESS

1)
10. Lateral Movement ({EEIigE)) :
A. Remote File Copy GRIEX{HER)

B. Remote Desktop Protocol (RDP) Hijacking GRIZSEHE

(RDP) #3%)
11. Collection (UWE) :
A. Automated Collection (EENMLUIEE)
B. Datafrom Local System (AHIZAIEES)
12. Command and Control (FA<5ERIRHI) :
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13. Exfiltration (S4ft)

A. Exfiltration Over Command and Control Channel (@3

HlEE N )

B. Exfiltration Over Alternative Protocol (Z{{iZeaoNitt)
14. Impact (¥£) :

A.  DataEncrypted for Impact (FEREZ&HISHSINE)

B.  Data Destruction (BHSHHEE)
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