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Presenting the ATHS
Al Empowered Threat Hunting Solution
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The ATHS redefines threat detection and response
capabilities by seamlessly integrating across network
and endpoint environments, bolstered by its state-of-
the-art Extended Detection and Response (XDR)
technology.
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ATHS Benefits

AI-Driven Detection

Multilayer Threat Graph

Advanced Investigation

Network Visibility

Crystal-clear Insights

Unprecedented Productivity
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Analysis of ATHS for Detection and Response

ATHS
Threat
Hunting
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AI-Driven Analysis
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Seamless Streamline CPE and Device Management Cloud

-

Cybersecurity Al Saa$S J

NDR Device

* Network Threat Detection
* Real-time blocking

* Event Attestation
AICAST Agent J * Al-assisted traffic analysis

~

Device Management Service
(DMS)
* Device Visibility and Monitoring

* Firmware Update (FOTA)
* Cloud Management and Control

Threat Intelligence Center

Al Analytics with LLM
Deploying Threat Detection
Mechanisms

AloT-focused Cyber Threat
Intelligence

CPE-free, Al-powered AICAST Agent

Al-driven cybersecurity SaaS solution

Supported by a dedicated War Room App and Saa$S
Facilitating third-party operational support

Threat Hunting Engine

Behavioral Analysis

Potential Threat Discovery
Attack Chain and Tactics Analysis
Intelligence Integration

Threat Operation Center

* Real-time Intelligence

* Detection Status

* Threat Analysis

* Evidence Records

\0 Domain Asset Identification
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War Room J
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Cloud service
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Advanced Endpoint Detection and Response (EDR)
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ATHS agent 3%
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EZBIEEZRMITRIE (Windows - Linux + MacOS)

0O  wazuh.

STATUS

A4 Agents

@ Active (6)

@ Disconnected (11)

Pending (0)

@ Never connected (0)

Agents (17)

@

o

001

002
003
004
005
006
007
008
009

010

id!=008 and Search

Name

TL_Laptop

Falcon_LG_NB

chpiyr2-host

SWIFT_P

Eric-Ubuntu

EricMao-Winsows

wazuhAgentVM1

wazuhAgentvi2

202.5.253.78

202.5.255.142

Rows per page: 10 ~

IP address

172.20.10.2

10.252.0.12

192.168.1.216

172.20.10.5

10.211.55.4

10.211.556

172.16.80.134

172.16.90.135

192.168.211.5

192.168.211.23

Active

Disconnected

1

Last registered agent

rain_macos
Group(s)
default ~ Threat_Hunting

default

default

default

Threat_Hunting

Threat_Hunting

Threat_Hunting

Threat_Hunting

default

Threat_Hunting

Threat_Hunting

Threat_Hunting

Threat_Hunting

DETAILS

Pending Never connected
0

Most active agent

202.5.255.142

Operating system
Microsoft Windows 11 Home 10.0.22631.3593
Microsoft Windows 11 Home 10.0.22631.3672
Microsoft Windows 11 Home 10.0.22631.3593
Microsoft Windows 11 Home 10.0.22631.3593
& Ubuntu 22.04.4 LTS
Microsoft Windows 11 Pro 10.0.22631.3447
Microsoft Windows 11 Pro 10.0.22000.2538
& macos 10.15.7
A Ubuntu 22.04.4LTS

8 Ubuntu 22.04.4 LTS

Agents coverage

35.29%

Count

@ Deploy new agent

Cluster node
node01
node01
node01
node01
node01
node01
node01
node01
node01

node01

EVOLUTION

00 18:00

timestamp per 10 minutes

Version

vd.74

va.7.4

v4.7.4

vd.74

v4.7.4

va.7.4

v4.7.4

v4.7.4

vd.74

v4.7.4

C Refresh

Status

active @

active (@

active (@

disconnected

disconnected

disconnected

disconnected

disconnected

active @

active (@

Last 24 hours v

@ disconnected

@ active

pending
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A LNux

RPM amd64

DEB amd64

RPM aarch64

DEB aarch64

um WINDOWS

MSI 32/64 bits

" macOS$S

Intel

Apple silicon
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RDS (Ransomware Detection Service)
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Deploy
mE

Seamless deployment
in the client's network

environment
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Detect
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Continuously monitor
network environment
and promptly capture
suspicious activities
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Triage
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Categorize suspicious
behaviors by risk
levels and notify the
client
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Track
54816 M

Continuously track and
manage high-risk
events to ensure proper
risk management
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Report
REATRE

Provide in-depth
analysis of network
events in a monthly
report format
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Threat Hunting Platform
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Multilayer Threat Graph

Risk Score 95%
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Threat Hunting Report
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The Value of Threat Hunting
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Enhanced Overall Security
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Improved Threat Intelligence
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