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BUSINESS-DRIVEN SECURITY MANAGEMENT

Business-Driven Network Security Policy Management
@ Business-Driven Security @ Business-Driven Agility

Unified Visibility Across Cloud, SDN & On-Premise Enterprise Networks

USE CASES

Change Risk Auditing & Incident Response Micro- DevOps Business Cloud Digital
Management Management Compliance Segmentation Continuity Migration Transformation

THE ALGOSEC
ECOSYSTEM

Manage

Business Process

Integrate

C/Y4 rops

For a complete list of supported devices visit www.algosec.com -
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MANAGING SECURITY IN THE CLOUD IS COMPLEX

Multiple Layers of : Multiple . Multiple
Security Controls i Clouds i Stakeholders

Cloud Infra Security ] Public Clouds I CISO
@ 1 1
Controls C;\'@;) ' ’ '

IT / Network Security

Security Products by S~/ : ]
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Cloud Providers IC/:)\ % . . + Cloud Teams
' Private Clouds '

Security Operations

3rd party Security

Vendors Products Application Developers /

DevOps

ALGOSEC BENEFITS

Across EEVES Across Hybrid and Multiple
of S ORIt visibility Multiple Cloud ' Risk analystsakeholders
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Compliance @ Central policy
management




SECURE CONNECTIVITY PROVISIONING
FOR YOUR CLOUD MIGRATIONS

Automatically What-if risk Assess the changes  Automatically Securely Ongoing monitoring
discoverand map  assessment and in application migrate the decommission  and visibility of the
application compliance connectivity connectivity flows  old connectivity hybrid cloud
reporting requirements to the new AWS

environment

MANAGE HYBRID CLOUD WITH E2E VISIBILITY

[ Native Cloud Security Models ]

Virtual appliance
in the cloud

I Private cloud SDN — distributed FW ]
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] [ Virtual appliance in the SDN arena ]
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VISIBILITY INTO YOUR CLOUD ESTATE

Know what you
need to protect

Security controls in
each VPC

® 6

Change monitoring * Know what you need to protect
e Security controls in each VPC

Change monitoring

Easy navigation

e

Easy navigation
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MANAGE SECURITY RISKS OF CLOUD ASSETS

Risk notifications

At-a-glance security
posture view

@

Actionable risk
management
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MANAGE SECURITY RISKS OF CLOUD ASSETS

Risk notifications

@

At-a-glance security
posture view

@

Actionable risk
management
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CENTRAL MANAGEMENT OF NETWORK POLICIES

Across accounts,
regions, VPCs, VNETS

Easy management of
rules in similar SGs

Easy provisioning of on-
prem network rules
and virtual firewalls
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CENTRAL MANAGEMENT OF NETWORK POLICIES

Across accounts,
regions, VPCs, VNETS

@

Easy management of
rules in similar SGs

Easy provisioning of on-
prem network rules
and virtual firewalls
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CENTRAL MANAGEMENT OF NETWORK POLICIES

Across accounts,
regions, VPCs, VNETS

Easy management of
rules in similar SGs

Easy provisioning of on-
prem network rules
and virtual firewalls
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SUMMARY: ALGOSEC CLOUD OFFERING

ASMS CloudFlow
Network security across the su2) Protect cloud assets (not just
hybrid cloud Q networking)
Cloud native network security and ISV * Risk analysis including beyond
firewalls in the cloud ‘ network rules
* Visibility .
. Central, cloud-oriented network
¢ Change management automation @ policy management
* One view Across accounts, regions,
. . . VPCs (vnets)
Cloud migration — networking . Azure FW

provisioning e
- Application flows discovery Full YISIbI|I'Fy into cloud estate
* Project based network policy risk * Easily nawga.te your multi-cloud
analysis and provisioning estate; Monitor changes
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SUMMARY

* Cloud security is complex:
* Multi-security controls
* Problematic visibility
* Multiple stake-holders

* Easy to achieve agility, harder to keep it secure

* AlgoSec is your partner for:
* Connectivity provisioning for application migration
* Risk and compliance
* Central Security Policy Management
* Support for hybrid cloud and multi-clouds
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