N-Prove 7

DATASHEET

Next Generation IT Operation Platform

Integrate Network Management, Flow Analysis and Log Reporting

2023/10/23



BSEZNTREFowD AT - BAENTS A ZRBEHRFAERIRHM HNetFlow ZZ sFlow » 24
MG 3F PR AR #28 B O] LISZ 1B NetFlow/sFlow I IT LB INEE - B FE S —ERIEZHER FlowE RIK
EERERERAREIBREADICCPUVER - SR EIEE B RFERNetFlow/sFlowIIBEF A
5E/R  sFlow BT IR T B VR SamplingTNEE - DI LIBRECPURIIESE - BHIRABERANGHER K
ZHRRETRAARBEERMER DI NERKE -

FRRR PR EE - FIN-Partner \TF)TE}—EI’]N Probe @ —1E3F % FRIAERFTZE ° N-Probe TJ i
?Ul INRERE  BANEZESSEEF LETARERIBREVEZER  RREAZEWRISE
B < 25 & Im O (Mirror Port)IjJ - EARERZEEEHNMIrror 28 AZIN-ProbeB] 0] - N-Probe
H—JerrormLEEEi@ﬁillNetFIow SRR ERED T RRETEEN DT LIF - HHREIE
FHIRS  RESMBHELFTEBEEN—IR - AREBHFHIFlowZ T TE(FEUIN-Partner A S
4 EHRIN-Reporter/N-CloudZE ) @ BESIBRMBRIZETFIANRKBERTS « H8R0E - AE#KE
ZE52HME  SHBEERER - oDUIREREMRIE - HEIAREREIEEEITHIEE © N-ProbeiBRED
EM—HIFEHERLIF -

12 PROBE R & # i
BEREFEEMirrorIE

O Internett B A0

O BEBREAGRARE
@O VPN#ZEAR

@ Server Farm/VMRi&

N-Reporter/N-Cloud

EHEEENREEZAGRETR2T VAZEEZNHBEHNMETRERE - &N
Internet it ARIE ~ BUBTP/ORIIZORZEES ~ DX ENZBVPNERI ZBERIEAR - MRERE
AZOZES - B0 BIREG I R ER MEMirror 2K - # AN-Probe & #23% 5 1: 1A NetFlow
BREHRRENTRE - LT RS EMNVERTS -

E
ey

N-Partner



RV EHi1:1 NetFlow2{1E - N-Probe N2 it &t I DNSFH IR LB A B BATINEE - EHRFHA
Mirror Traffic¥ A5 T\ - N-ProbeBtid it £ EAIDNSE 537 B 8 BV 2K 52 A DNS Query Logi€ -
Syslogi s it B SMNEMETHE E H S LURSIEMIF A ETIERERMBEN R HE R T IR EIE
5§, /2 #4915 (Domain) 21 B D T 5 EEPE A 4 % T 1F - N-ProbeBIF5 Z= ' DNS LogHI M BEBIB B &
EPS(Event Per Second) - FILE AN TEBAL MM IKIRIRE P ECONSERE N AEB C o ik 38X
LogFT BB MBESE - WRICELIHENERIIRER - LLEIDNS Log 2RI B 1B E (Threat Intelligent)
ERARARAEBERASZTIEREMINBUS N - IAEAREREERRAANERREN - BE
N-ProbeFfT 2= L HIDNS LogiE TN B = 7 B A FEE AL (NX Domain) U E R - N-Cloud/N-Reporterig iR
1B 2R EN-ProbeFINX DomainzC #5522 17 AFFEATLLHIZR(NX Domain List) - BXENEERH I B &1 AR
B (L) - (REDNSEMRZR B X ESNX DomainE BRI E -

(5F1) ST ARBEBATNBE RV AR B MR hR B B S P 4B HE NP - 3£ 1538)EN-PartnerA S &5 -
DNSZE ) 73 #TDashboard £ 5l (B8] = 38 = 15 B 55 5 BE %)

WS HEBEEE BEBIE B ESE BEBIEBEEE
b 42 pepmtatane: e L R

NO «
1

|

3

[ |

]

L

[ ]
. »
100

HEBRIIERA IEEDNSE IE % DNSE 6 DNSE R
HigRipHE S HIREI X B BZ BT

N-ProbeiZ tERAS R EAIE RS IR - RIBEARIE S ZFHEK - BERIRZIEREREFE - WvMware ;
EREERAIRBAEMABIRIEZ TEEK - BEZENTE - WA E 165010677 E Z Mirror
TrafficA B 1% A 38 (Interface) - P T H BRI ESREVZE O] RS - N-Probesx = 0] Z #//40Gbps

AIMirror TrafficEBE#2A%1:1 NetFlow#a 1 7 T ERUEE - W [EIAFSZi8vs RvotE = -

N-Partner



IE#EAE

BR 7 Lif1:1 NetFlowZHR Z L ZADNSIN B BEATIEE - N-Probe ML NINMEINBE - AP OIRE

=RAFPNABRE S BEARMIEAUENEENZE D X HE - ZiMiEBInternet/VPNIR IILERE -
B IR IFZZ ZAIN-Probe i & 2 1t 1 BB External Receiver B AHTINAE - TEARMEREE
SNMP/Flow/Syslog(2 TCP 2 UDP 13 7E Syslog) 25 1& % B2 4 42 25 = N-Reporter/N-Cloud % 4 - B4R
Z518 - KiEfEEinternet/VPNRE R B BB 58(E VEWEAB ERISTREEAZ 24 - External Receiver
St 12T 45 48 & (Store and Forward)BIINEE - & EEMInternet/VPNAR B 38 4 ch R P& 15 A5 15 Flow/Syslog 1
BEF  FEGKERTEEHE S EN-Reporter/N-Cloud % 4% ° External Receiver O] i & A
HA(Master/Slave)Z248 - 12 OJFE - 5% - External ReceiveriB#H Bl ZSNMPESIEINEE - B E AHIIHEE

HEISNMP Polling TYEIISIP/MACK: MAC/Port 41 8% - LURBYAIFAEE -

N-Probe 7R E fft 2485 B2 155 (Performance Monitor, PM)iEZE - IhEE—ZLUICMP PingE BB AIZ £ 1)
BLAVAI FE L 22 (Round Trip Time, RTT) ; THEE 2= A M2 BB ARTE (Web Service) FUHBTE - N-Probe
B9 BlIEC #7172 o 4413 P X A 0] FE RS R (Response Time) : DNSEF K [EIFE - EAwebfE AR 1L IELR -
ssLiBH - MEMEEANS N - Wi CMEREHMIRERE - 5 7 I ERAERESERZ
MEARS - EMEEASULUSEPMEARIN-ProbemEETARBEME - AINHAZEOAE « HA
)18 - SNEBEEEMEAIDCHEREIESESE - EN-Probeflt RNEIHELE R - N-Probe E iU EE BV IEE S IR %
ZlN-Reporter/N-Cloud B2 BV S @HE - HAFEESEAREEMNABRE - EMZH 28

BRI EMERE ST - IEIh - FEECN-Reporter/N-Cloud VB ATERITNAE - BEETRRIAZKEV IS EIEUE

BHRRES  AELEEESREZAIWRRE  F—DEHE -
1. DNS Query and Response Service Monitoring (Time Metrics) : bahamut with N-Cloud P
2. TCP Connection 2021/06/08 00:00 ~ 2021/06/09 7355 (time unit: Smins)
3. SSL o

£ 0.98K
4. Respond W
5- First Page DOWnload ’ 06:00 09:00 12:00 15:00 18:00 21:00

DNS Lookup Max:912.18 Avg: 81.75 Current: 32.09
@ Connection Max:1.7K Avg: 227.16 Current: 340.61
@ S5L Max:1.6K Avg: 214.56 Current: 325.31
Respond Max:239.69 Avg: 23 Current: 36.13
© Download Max:34 38 Avg: 0.9271 Current: 0.4

N-Partner



N-Partner 2SN

B AR R BEBRE/AS](N-Partner Technology Ltd. Co.)A%1I/R2011%F - 2—AFE KRR SUEE
REIE L (Big Data) + A LEE DM FLIMT(Al and Abnormal Analysis) i 8B BX - BEUNEES
th - O EIEABE0FNEEERMABEELRTERAELR  E5RKE  B% - F3E
Z i iKernel ~ BIGIEAZEERIW - CEES ~ PHP/Java ~ ERlE « KEBEIEEELE - =B
ATEZEWERWAT - EHN-Partner’2 Sl 28 AIN-Reporter LUK N-Cloud € 2= mn 4R 75 = B 2 3K
ES05EEEE S SNMP ~ FlowHiSyslog— @ F RAEMNE LS UM EMAITAEZEZRF - FELNE
T EI4E © Any-to-Any 24T - BERT IR B HGSHEMBIPETEETAENEEEMEUEBEER
2 ARREERTEIRNEE ; BB SNMP - FlowHiSyslog =T8I - 1IRHETEIEE S EROMEER
FEHIIES - B9 - N-Cloud# BF S B ER F ERBRERS BBV - LERTIERMLUIK
BARRBRIFEERNES - BEMANOC/SOCE —Saashk?s - ERXEBZIHRAEABHE - TRA
5] - BETRHEBEATSIRAMGRBEEZNMEYS - 2015F ZA1 - N-Partner ASIRIEZE

hRE & =B g -

anp

N-Partner



m FEECIRTE

R~f

1/0 ports
CPU

Ethernet
Controller

Memory

IPMI

Power
Supply
SATA
DOM

Interface

HDD

NP-RPT-TW-
Probe-5Port

NP-RPT-TW-
Probe-2Port-

SR/NP-RPT-TW-
Probe-2Port-LR

All-in-One Appliance -

NP-RPT-TW-
Probe-40G

NP-RPT-TW-
Probe-2Port-C

NP-CLD-E-REC-
T™W

NEZEE 0s » BIBEHABRREL

1U Rackmount, 19 Inch Standard Wide Rack Mount Industry Server

1VGA, 1 COM 1VGA, 1 COM 1VGA, 1 COM 1VGA, 1 COM 1VGA, 1 COM
Intel Xeon Intel Xeon Intel Intel Xeon Intel Xeon Intel Xeon
Processor E3- Xeon Processor | Scalable Gold Processor E3- Processor E3-
1240 V6 E3-1240 V6 6154 3.0GHz 1240 V6 1240 V6

(8M Cache, (8M Cache, Series (8M Cache, (8M Cache,
3.70GHz) 3.70GHz) Processor 3.70GHz) 3.70GHz)
Dual Port GbE Dual Port 10 Dual Port 40 Dual Port 10 Dual Port GbE

LAN

GbE LAN + Dual
Port GbE LAN

GbE LAN + Dual
Port GbE LAN

GbE LAN + Dual
Port GbE LAN

LAN

16G DDR4 x 2 32GDDR4 x 1 32GDDR4 x 1 16G DDR4 x 2 16G DDR4 x 2
Integrated IPMI | Integrated IPMI | Integrated IPMI | Integrated IPMI | Integrated IPMI
2.0 and KVM 2.0 and KVM 2.0 and KVM 2.0 and KVM 2.0 and KVM

with Dedicated
LAN

with Dedicated
LAN

with Dedicated
LAN

with Dedicated
LAN

with Dedicated
LAN

350W Platinum

Level

350W Platinum

Level

350W Platinum

Level

350W Platinum

Level

350W Platinum

Level

4GB 4GB 4GB 4GB 4GB
1 Gigabit 1 Gigabit 1 Gigabit 1 Gigabit 1 Gigabit
Management Management Management Management Management
Portx 1, Portx1,1 Portx1,1 Portx1,1 Portx 1,
1Gigabit Mirror | Gigabit Mirror Gigabit Mirror Gigabit Mirror 1Gigabit Mirror
Port x5 Portx 1, 10 Portx 1, 40 Portx 1, 10 Portx 1

Gigabit SR/LR Gigabit Mirror Gigabit Copper

Mirror Port x 2 Port x 2 Mirror Port x 2
4TB 4TB 4TB 4TB 4TB
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NP-RPT-TW-Probe

ISRER AR
Flow and DNS/HTTP data export. Software Module with 1 Year MA

NP-RPT-TW-Probe-5Port

Flow and DNS/HTTP data export. Hardware device. 1G interface. 5 ports
build-in with 1 Year MA

NP-RPT-TW-Probe-2Port-LR

Flow and DNS/HTTP data export. Hardware device. 10G LR interface. 2
ports build-in with 1 Year MA

NP-RPT-TW-Probe-2Port-SR

Flow and DNS/HTTP data export. Hardware device. 10G SR interface. 2
ports build-in with 1 Year MA

NP-RPT-TW-Probe-2Port-C

Flow and DNS/HTTP data export. Hardware device. 10G Copper interface.
2 ports build-in with 1 Year MA

NP-RPT-TW-Probe-40G

Flow and DNS/HTTP data export. Hardware device. 40G QSFP+ interface.
2 ports build-in with 1 Year MA

NP-CLD-E-REC-TW

External-Receiver platform. Collect and forward data. Include 1 year MA

NP-CLD-E-REC-VM-TW

External-Receiver VM version. Collect and forward data. Include 1 year

MA
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