
EASM 外部攻擊面管理含暗網監控檢測包

制敵先機  掌握潛在攻擊面
精準囊括企業可能已對外暴露的設備、服務、憑證等資產，最大化範
圍掃描監控駭客可利用的初始進入點。

最新情資  立即評估威脅
即時掌握最新漏洞情資及利用方式，以五大曝險分類盤點企業外部
曝險，透過流程管理使風險可視可控。

AI 風險根因  排除緩解幫手
針對各項潛在風險執行 AI 根因分析，提供可行之緩解措施建議，綜
合風險評級助企業了解產業安全概況。

全自動 AI 迅速反應與盤點
平均單次外部曝險掃描與盤點 30 分鐘內即可完成，協助企業資安
人員第一時間及時確認企業資安態勢。

contact-tw@cycraft.com 02-7739-0077 www.cycraft.com/zh-hant
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Compromised  Endpoints

Information Exposures

Typosquatting Domain
Bad IP Reputation

Application Vulnerability

External Attack Surface Management
DEMO Corp.    Data Range: 2022-9-1 ~ 2023-3-30

Endpoints

Data

Network

User Application
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總共 531 個 Endoiints 其中只有 31 個判斷有問題
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https://gist.github.com/hoco-bot/0732ff35058d...

https://gist.github.com/hoco-bot/0732ff35058d...

12

3

4

1

5

IDENTIFIED

ACKNOWLEDGE

CONFIRMED

CLOSED

CLOSED

ACKNOWLEDGE

CONFIRMED

Directory Listing may lead to Information Disclosure

Domain is prone to Email Spoofing Vulnerability

CVE-2023-25136 - OpenSSH Pre-Auth Double Free Vulnerability

[Potential] HTTP Request Smuggling Vulnerability

[Potential] id parameter is prone to SQL Injection Vulnerability

ProxyLogon - Microsoft Exchange Server Vulnerabilities

[Potential] DOM Clobbering Vulnerability on anchor

當您發現網頁服務的版本過舊時，建議您立即更新版本以確保網站的安全性和穩定性。
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域名偽冒註冊指的是攻擊者註冊與受害者業務或品牌相似的域名，並以此進行釣魚、惡意軟體

傳播、假冒網站等攻擊。
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New credentials are being sold on a dark web marketplace

New password has been found in a leaked file.

New password has been found in a leaked file.

New credentials are being sold on a dark web marketplace

New password has been found in a leaked file.
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總共 531 個  Accouts ，其中只有 6 個 Account 判斷有問題，建議確認處置措施

git-company.com has been registered.

company.org has been registered.

company.online has been registered.

company.xyz has been registered.

hr-company.org has been registered.
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Related source code has been exposed

Related source code has been exposed

Related source code has been exposed

Related source code has been exposed

Related source code has been exposed
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