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Threat Intelligence Module
Identify, Investigate, and Prioritize Cyber Threats

Challenge
The modern threat landscape is vast, complex, and constantly evolving. 
The idea that organizations can be fully secured against any and all 
potential threats has become untenable. Organizations of all sizes  
and nearly every industry face a never-ending set of challenges when 
trying to protect their digital assets from adversaries. The use and 
implementation of threat intelligence is a critical component of today’s 
modern security team. When used to its full potential, it is often the 
difference between preventing an incident from happening and being a 
victim of a cyber incident.

Solution
Defending against new and emerging cyber threats requires timely, 
relevant insights updated in real-time. Recorded Future’s Threat 
Intelligence module provides a comprehensive view of your unique  
threat landscape through a combination of automated analytics,  
human-finished intelligence, and advanced search and analysis 
capabilities. With our Intelligence Cloud, billions of entities are fused 
together to deliver original research to dynamically categorize, link, and 
analyze intelligence with unprecedented speed, arming you with easy-
to-consume insights that are easily integrated directly into your existing 
security tools and workflows.

The world’s most advanced intelligence cloud empowers you to make 
fast, confident decisions. Features like advanced querying capabilities, 
real-time alerting, and threat visualization capabilities provide the 
context you need for advanced threat research and threat hunting. 
Quickly detect critical threats with the Recorded Future Threat 
Intelligence module – and get ahead of emerging ones to disrupt 
adversaries before they get to you.

Benefits

• Identify and prioritize threats relevant to 
your organization

• Detect relevant threats and respond faster

• Get unmatched visibility into closed  
web sources

• Maximize investment in existing  
security tools

Key Features

• Threat actor and malware threat maps

• Malware sandbox

• Advanced query builder 

• Custom alerting

• Threat hunting packages

• Out-of-the-box integrations
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Key Features

Feature Description In Action

Threat Map Automated visual of threat actors and malware relevant to you, 
your third parties, and your industry. See threat trends over 
time to identify and prioritize threats that matter to you.

A multinational bank’s CTI team significantly reduced an influx 
of alerts, allowing them to concentrate their efforts on the most 
important, high-priority threat actors. They now focus on the most 
likely and relevant threats to their organization and industry.

Sandbox A sandbox solution built with speed and scalability in  
mind. Automatic ingestion through an API with a fully 
customizable environment, live control of the detonation, 
malware tagging, and more to support your investigations  
and proactive mitigations.

An International Finance company provided numerous outcomes 
for malware verdicts and malicious phishing domains utilizing the 
sandbox. In submitting files, they quickly reach a verdict on files as 
bots or malicious — saving significant time in their investigation. 
Extracted indicators from the sandbox further help confirm successful 
malware containment.

Advanced 
Query Builder

Conduct deep targeted searches across Recorded Future’s 
entire intelligence repository. Save and share searches for easy 
access to what your team cares about.

Allowed a software company’s team to do further research and triage 
on threat actors for historical data. The team set up specific queries 
of interest to monitor the dark web for leaked credentials and IOCs  
of interest. 

Custom 
Alerting

Based on your intelligence requirements, get notified in real-
time via email, mobile app, or portal any time a new piece of 
intelligence is identified.

When alerts identified a client’s domain as a mention on a dark web 
Russian market for leaked credentials, they investigated the alert to 
find IOCs of interest. They accessed the requisite YARA/Sigma rules 
to further analyze and mitigate the problem.

Threat 
Hunting 
Packages

Provide your team with detection mechanisms, including YARA, 
Snort, and Sigma rules to hunt for adversaries, malware, or 
traffic of interest.

Each week a computer hardware company improves its overall 
security by identifying a trending threat actor and using detection 
Rules API to pull down relevant YARA/Sigma Rules, then using the 
hunting packages for threat hunting across their environment.

Integrations Real-time, machine-readable intelligence in the security 
technologies you already use with frictionless integrations and 
a simple API.

A finance company enriches its data with Recorded Future in their 
SIEM tool to help reduce their time for investigations, specifically  
for Domain and IP Address reputations, providing more input to  
the events.
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