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ྯ㮆絑℄牧臺揲磧ੜ౮狕盋୧讨牐
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0HQG�6%20�ฎ犥㾴褬蝢አ秂伛໒ୗ 63';�
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胼ᰁ玕觓檺纷ଶᓕቘ觓檺牧ݶ碻碉ݳ羬翄زկ
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傶Ջ讕�0HQG�6%20�䌕ဳෝ樄რ纷ୗ㺔氂牫
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5HSRVLWRU\�碉ݳ

傶樄咳Ո㹓׀獋獊ٌ聅ጱො礯牧ֵአ�0HQG�IRU�'HYHORSHUV�虏�2SHQV�6RXUFH�樄咳碻樌ๅᎨ

ๅ胼ّ觎ਞ獊牐

,'( 碉ݳ

ࣁ ݱ य़�5HSRVLWRU\� 翕 ᒊҁ*LW+XE�FRP牏

%LWEXFNHW� 6HUYHUŏ�҂� 㯏 介�2SHQ�6RXUFH�

կ牧㪔ෝ翕ᒊՕᶎӤ珊匍୧讨蘻纈现托奞ጱز

ਞ獊虻懱牧㪔׀狕盋ୌ捍牐ݶ碻㯏介膏獍ݪ

ਞ獊硰ᒽጱፘ牧㪔ݱ׀圵磧碝䁭ޞ牐蝚螂

獊ො֖ጱ虻懱氥纈牧ֵ樄咳Ո㹓胼䄪篷睈篷眾ጱ

ֵአ�2SHQ�6RXUFH牐

$XWRPDWHG�5HPHGLDWLRQ

瞱媲ጱ蝍擽زկ㪔蜣藨碝୧讨现碝粚牧

ᛔ㵕ޞᎣ樄咳Ո㹓㪔扇㺔ฎ玽ᥝๅ碝ک碝

粚牧犥ے蝧狕盋碻纷牐ֵ萞ኧᛔ㵕玕

狕盋窕纷牧聻揲磧ጱ碻樌膏ஞێ疰胼姘虁

䌕礯ጱਞ獊牐

倵薩瑊碉ݳ

Ӟ㮆斕ᰁ玕ጱ碉ݳૡٍ牧犋䨝段�,'(�纷ୗ

嘨ጱ翥捌牐吚磪୧讨ᤩ㯏介牧ࣁݢ� ,'(�Ӿ疗፡

犥䒻ۗݢ蘻牧㪔糷玲䋿አጱ狕盋ୌ捍牐ޞ碻ܨ

樄咳Ո㹓仂礚፡ٌ犢㯏介୧讨ૡٍጱ碻樌牧

犖犋አ缛ک䌕礯ਠ౮Ꭳ୧讨ޞ蘻牐

倵薩�6WDFN2YHUIORZ牏0DYHQ�&HQWUDO牏ࣁ

5XE\*HPV�缛翕殷碻牧傶樄咳Ո㹓׀ԧزկ

虻懱牧۱珀ਞ獊زկߝ搡牐ٌӾ托奞虻懱犖

0HQG�叨ߝ粬ᜋ

0(1'�IRU�'(9(/23(56 0(1'�IRU�&25(

0HQG
$GYLVH

5HSRV
LQWHJUDWLRQ

$XWRPDWHG
5HPHGLDWLRQ

,'(
LQWHJUDWLRQV

$XWRPDWHG
3ULRULWL]DWLRQ
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$XWRPDWHG�3ROLF\
(QIRUFHPHQW

$GYDQFHG
5HSRUWLQJ
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7RS�%HQHƉWV

ඪൔ圵觊
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*LW+XE�FRP

%LWEXFNHW�6HUYHU

%LWELFNHW�'DWD�&HQWHU
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0HQG�&RQWDLQHU
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樄咳Ո㹓ዜෝॷ蒂ቘ୧讨牧犋ই虏�3ULRULWL]H�ತڊ䌘䌕礯磪段ጱ୧讨牧䌘ዩӥ萳牐

૱ᶎӤᛔ㵕玕�2SHQ�6RXUFH�୧讨ᓕቘૡٍ牧胼䄪ޞ藗眅ತکጱ୧讨牧㶴犖磪犢㮉ጱ禅褖牧篷ဩ

旰藨ݱ㮆୧讨䌘纷ୗጱ段牧襑蝚螂虻ਞ现樄咳㿁褧ӞӞ藲礚牧ᘒࣁ樄咳㿁褧ዜෝ䛑՞虻ਞ㿁褧

ڊጱ蘻ޞ碻牧ߺ犚୧讨襑ᥝ猻ض蒂ቘ牧疰虋᯿ᥝ牐

0HQG�3ULRULWL]H�蝚螂䌕ڥᄍᓒဩ覌眲獤ຉጱದ蔩牧嘦䋿瞲ڊ䌕礯Ӿጱ樄რ敟誢ฎ玽ࣁ䌕礯纷ୗ嘨

愊ݞฎአ牧褔犵犊౮藮ڣጱ咳ኞ牧ತڊ䌘眅磪段ጱ୧讨牧傶֦℄狕盋ጱ碻樌膏ஞێ牧

ֵ樄咳㿁褧碻樌膏ਞ獊ጱ櫕蚋牐

0HQG� 傶�&RQWDLQHU� 㿁褧׀托奞ጱᓕቘ虻懱牧㪔矒ګ�

2SHQ�6RXUFHࣁ��&RQWDLQHU� LPDJHV��&RQWDLQHU�ጱ螀አ牐

蝚螂䌘ಅ磪 &RQWDLQHU�5HJLVWULHV�犥现�.XEHUQHWHV�ጱ蝱褩

碉ݳ牧ݢℂ๗褩ྦྷጱ樄咳کਠ౮牧ඪൔ碉㮆�&RQWDLQHU�ኞ

蝰๗牧㪔瞱媲犋䥁朼䌘ਞ獊ݳ憒ጱ㺔氂蝱ᤈ緳矒蘻䁭牐

0HQG�ඪൔ�����圵犥Ӥ纷ୗ承战ग़�/LQX[�ਞ蕕ॺկ

�/LQX[�'LVWULEXWLRQV�牧ݢ嘦狒伛嘦䲒介叨ߝӾಅ磪 2SHQ�

6RXUFHز�կ牧ֵਞ獊کݑ狒ᵑ牐

℄眅襑ᥝ蒂ቘጱ絑ڊᥝӞḒ稧ጱ碻樌牧ತݝ
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0HQG�傶�&RQWDLQHU�蝱ᤈਞ獊ᓕቘ碻牧犋䨝梊螂犨֜ጱᢛ妟泷撪牧

�VHUYHUV牏&RQWDLQHU�5HJLVWULHV牏螀ᤈ碻�.XEHUQHWHV�Ӥ牧,&�ࣁ

׀䌘 &RQWDLQHU�LPDJHV��&RQWDLQHU牧瞱媲ጱਞ獊緳矒牐

౯㮉蝱Ӟྍጱ碉ֵݳ眅胼䄪ࣁ�&RQWDLQHU�ጱ碉㮆ኞ蝰๗Ӿᛔ㵕

䁆ᤈ 0HQG�ᒽኼ牧犥ᴥྊฃݑ硭䢗ጱزկࣁ樄咳碻ᤩֵአ牧珸㵕ᛔ㵕

玕ጱૡ֢窕纷牧㪔糷磪橕ਞ獊ݳ憒㺔氂ጱܨ碻蘻䁭牐

瞱媲׀�&RQWDLQHU�ਞ獊膏ᛔ㵕玕ᒽኼ

0HQG� 傶�&RQWDLQHU�  �RFNHU�+XE'�׀ ��$PD]RQ�(&5���$]XUH�

&RQWDLQHU�5HJLVWU\���*RRJOH�&ORXG�5HJLVWU\���M)URJ�$UWLIDFWRU\���DQG�

*LW+XE�3DFNJHV�ጱ碉ݳ牧吚䁆ᤈ�&RQWDLQHU� LPDJHV�矊矟牧۱珀䲆礯

羬翄ҁWKH�ƉOH�V\VWHP҂牏૪ਞ蕕ጱॺկҁLQVWDOOHG�SDFNDJHV҂牏

LPDJH� OD\HUV�瓟婘ጱ䲆礯ҁKDQGOHG�DUFKLYH�ƉOHV҂牧犥䲒介ݳ憒

䔶玕ᒽኼ牐ݢ㶧ۗ狕盋螂纷ਞ獊ጱ㺔氂牧嘦狒珸㵕ጱૡ֢窕纷

ඪൔग़䰬玕�&RQWDLQHU�5HJLVWULHV

ਠ獊矒ګ�.XEHUQHWHV�ጱ�&RQWDLQHU�矎纷

䌕傶�&RQWDLQHU�ಅ蝨ጱᓕቘ

0HQG�.XEHUQHWHV�矒ګ瑊ҁ&RQWUROOHU҂瞲ਧෝ�.XEHUQHWHV�獉蟂ጱ�SRG牧ਙ䨝㯏介ಅ磪獉蟂ጱ

2SHQ�6RXUFH� 䛑๐率׀瑊ඪൔԧಅ磪ᓕቘګ蘻䁭牐種矒ڊկ牧㪔狅硁奲而ጱᒽኼ䌘㺔氂咳ز

ҁ$.6�(.6��DQG�*.(҂牧ݢ�瞱媲蝍擽ݱ殻薹究ො礯ҁֺই碝蟂ᗟ�LPDJH�狕硬҂牧㪔㯏介碝ጱ୧讨牐

&RQWDLQHU� 磪茐樄咳絑ह犋Ӟ䰬ጱ奾䯤牐

�ݳ種牧౯㮉ୌ缏ԧӞ㮆加粬ጱच器礍䯤牧犥ᒧࢩ

&RQWDLQHU ጱ絑ह襑穩牧ই種Ӟ㬵�&RQWDLQHU�疥䨝

虋ๅฃঅᓕቘ牐

RQWDLQHU�Ӿᓕቘ�2SHQ�6RXUFH�磧墋㻌ጱොဩ&�ࣁ

䁆ᤈᛔ㵕玕硰ᒽ

ᛔ㵕ᴥྊ磪㺔氂ጱزկ

蝱獈眅ጱ纷ୗ

瞱媲碉ݳ

蝚螂膏�&RQWDLQHU�5HJLVWULHV�

ݳጱ碉ݣ�RUFKHVWUDWLRQ�ଘ

㬵墋玕樄咳窕纷

碻蘻䁭ܨ

疥碝㺔氂䁭ޞฃݑ硭䢗ጱ

�眅ጱ�&RQWDLQHUکےկႲز

盅牧缏ܨ胼糷玲ਞ獊蘻䁭
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0HQG�:HE�Օᶎ

ඪൔ ,'(�8, Օᶎ

蝚憙زկ牧Ӟ薩篷綡牧盠蝧ತک磪

㺔氂ጱ�2SHQ�6RXUFH

㰽蔭礂虻懱

2SHQ�6RXUFH�托奞虻懱

ᛔ㵕狕盋ୌ捍

୧讨虻懱׀ਠ碉୧讨獤ຉ牏

段獤ຉ膏ୌ捍ො礯牧ݶ碻犖

螕ጱๅ碝粚ݳ磧ڊ犥㶧ۗತݢ

0HQG�6&$�ᛔ㵕蘷獨زկፘ狅牧

㪔Ӭᛔ㵕ෝୌ缏�3XOO�5HTXHVW�

碻牧ݢ犥狕盋ୌ捍蝱ᤈ狕盋牐

螈ک盠蝧Ӭڥᛔ㵕狕盋زկ现

ٌፘ狅زկ୧讨

仂樄咳狕盋碻樌

吚磪୧讨ᤩ㯏介牧ࣁݢ�,'(�Ӿ疗

፡ܨ碻ޞ蘻牧㪔糷玲䋿አጱ狕盋

ୌ捍
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௳蘻懱ޞ

蘷獨زկፘ狅

硰ᒽګਧ

ദ稗虻懱

׀୧讨牏粚牏硰ᒽ螉玱缛

段䌕礯ጱޞ蘻蝢Ꭳ

0HQG�6&$ݢ�ᛔ㵕蘷獨�ፘ狅牧

ڊก嘦瞲ݢ &9( 觓檺段

塅瑻ฎॺկ蛪ҁ'LUHFW҂牧

ฎٌፘ狅زկҁ7UDQVWLYH҂

獉蟂ጱਞ獊硰ᒽ憒塅ݪਧ獍ګ

氥纈ֵአጱദ稗獤制丆膏

ദ稗ጱ圵觊牏憒塅缛虻懱
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1RUWKHUQ�&RPPHUFHҁ虻懱禂 �襎ৼ珶率҂

0LFURVRIWҁ虻懱禂҂�

6DP�*XFNHQKHLPHU��
�3URGXFW�2ZQHU��$]XUH�'HY2SV�

౯㮉磭�0LFURVRIW� ጱአ䜛�2ࣁSHQ�6RXUFH

ᓕቘ碻胼磪磧֯ጱ薹究ො礯牧蝡疰ฎ傶Ջ讕

౯㮉膏�0HQG֢ݳ�ጱܻࢩ牐0HQG�ฎ�5XJJHG�

'HY2SV� 覿ऒጱ覿疩ᘏ牧౯㮉盄ṛ岉蝡圵ጱ

ஞ牧㪔℄מے橕狌牧ֵ犢㮉ጱਮ䜛ी֢ݳ

ᰂ桽膏碻樌牐

,*7ҁ襎ৼ蝿瞁叨禂҂

磪碻౯㮉䨝硩ک᯿ᥝጱ�/LEUDU\�ಅ咳ڊጱ୧讨

蘻䁭牧֕ 褰盅�0HQG�3ULRULWL]H�疰ݻ౯㮉ڊ牧

౯㮉ጱ䛑አ纷ୗ䋿褬Ӥ㪔๚ֵአ蝡犚ฃݑ硭䢗

ጱ୧讨زկ牐

౮ۑਮ䜛

Ӿ苉襎מҁ襎מ禂҂�

Ӿ苉襎מҁ襎מ禂҂�

珂臻ۅ�者妿ቘ

磷蝱မ�ದ蔩๐率蒂�妿ቘ

-HUHP\�%DLOH\
�7HDP�/HDGHU���$SSOLFDWLRQ�'HYHORSPHQW�

౯Ӟፗ䷱磪咳匍౯㮉樄咳ጱ纷ୗӾਂࣁ犨֜୧讨牧

կ牐زአ覍౯㮉ᛔ૩樄咳ጱֵࣁ傶౯㮉Ӟፗࢩ

介手�0HQG�ԏ盅牧౯胼䄪വ萃妔౯ጱ聲樿牧ࣁ

蝡կԪᇔ磪ಅ꧊牐ڊ犢藯กಭ虻䁭蠉ሲ牧瞲ݻ

౮ۑ礯ֺ

吚ڡ螡䢔�0HQG�ጱԆᥝܻࢩ牧ᴻԧ�&3�꧊ṛ牏

ֵአො牏ฃᓕቘक़牧ๅ᯿ᥝጱฎߝࣁ粞ਧ

֖膏ۑ胼獋㮆ᶎݻӤ牧᮷ᒧݳӾ苉襎מጱ襑穩牐

疩獈ᒫӣොૡࣁמ粞ਧ֖㬵፡牧Ӿ苉襎ߝ疰ض

ٍ獮牧᮷䨝㷢ᘍ૱䁰Ӥጱ藲礚䁭ޞ牧ತࣁ֖ک

粞牧ٚߝӤ薫虡褖牏դ蔭̿૱䁰覿疩ᘏ̀ጱݦ

蝱Ӟྍ戺物ߺ㮆ߝ粞ๅ揳蜱Ӿ苉襎מጱ奲而

玕ֵአොୗ牐

ᘒ�0HQG�ฎ֖ෝ�)RUUHVWHU�覿疩ᘏ虡褖ጱߝ粞牧

ٌ䲒介ଘݣ犋֕ඪൔ�����圵犥Ӥጱ纷ୗ承牏

2SHQ�6RXUFHز�կๅ盠蝧౮裾牧ᛔ������ଙ㰍�

����苭㮆牧ᛗ������ଙ૪౮裾ᔴ坌蝸�����㱁㮆牧

۱珀�3DFNDJH�0DQDJHU牏粚矒ૡٍ牏ݳ碉ݢ

樄咳絑ह现�&,�&'�6HUYHU�ग़圵ᒫӣොૡٍ牐

'UDJDQ�3OHVNRQMLF�
�6HQLRU�'LUHFWRU�$SSOLFDWLRQ�,QIRUPDWLRQ�6HFXULW\�

疩獈�0HQG牧盠蝧珊匍زկਞ獊牏ദ稗觊ࣳ牏

粚虻懱现ݢ姘虁缛虻懱牐螕አෝಅ磪ጱ

纷ୗ承牏ݢ膏�&,�6HUYHU牏ୌ䯤ૡٍ蚤樄咳絑ह

碉ݳ牧虏๐率塅瑻ๅ皞橃牐6KLIW�/HIW�朼䌘

羬翄ਞ獊蝱ᤈ蒂ቘ牐
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0(1'�6&$

6RIWZDUH�FRPSRVLWLRQ�DQDO\VLV
ඪൔ᩻螂�����圵犋ݶ承牏礍樄咳ದ蔩ጱ
樄რ笙၏

0(1'�6$67

6WDWLF�FRGH�DQDO\VLV�
ඪൔᛔਧ嬝դ嘨Ӿጱਞ獊笙၏䲒介牐ݢ蘷獨᩻螂�
���㮆�&:(�㺔氂牧۱珀�2:$63�7RS���牏��6$16�
�� 现ग़圵 $SSOLFDWLRQ 现 0RELOH 䲒介憒㳷

$XWRPDWHG�SULRULWL]DWLRQ
蝚螂 0HQG 糷䌕ڥጱ 3ULRULWL]H ದ蔩牧ݢ犥斕誫
矎ᴻ犋ݑ段ጱ୧讨殻ፓ

$XWRPDWHG�UHPHGLDWLRQ
ᛔ㵕傶樄咳Ո㹓叨ኞ狕盋ਞ獊笙၏纷ୗ嘨ጱ藶穩
�3XOO�5HTXHVW�牧㪔ෝྯӞᤈ୧讨纷ୗ嘨׀狕盋
ጱୌ捍牧ᘒ覍蝢አጱ塅ֺ

$XWRPDWHG�UHPHGLDWLRQ
ᛔ㵕傶樄咳Ո㹓叨ኞๅ碝زկጱ藶穩 �3XOO�
5HTXHVW�牧ݝ襑㻌䢗Ӟӥݢܨๅ碝کവ萃ጱ樄რ
կز

%URDG�VXSSRUW�
ඪൔ����圵犋ݶጱ翥纷承ݱ圵翥纷礍

0HUJH�&RQƉGHQFH
傶樄咳Ո㹓׀碉ݳ翄懯碍硁牧蝡犚翄懯碍硁胼ֵ
Ӟፓԧ簁ฎ玽䛑扗ๅ碝牧犥ᴠኞ叨Ӿ䥁Ꮘ瓥䌕礯
殻ፓጱݢ胼

8OWUD�IDVW�VFDQQLQJ�HQJLQH
矊矟叨ኞ奾ຎጱ蝧ଶ穉㯽翄覌眲矊矟ૡٍ薹究ො礯
盠Ӥ����狝�

6RIWZDUH�%LOO�RI�0DWHULDOV��6%20�
蝍擽ྯӞ稞䛑አ羬翄蟂ᗟֵአጱزկ粚

6XSHU�HDV\�LQWHJUDWLRQ
ֵአ匍磪ጱ樄咳姘螀碉ݳ絑ह牧瞱媲碉ݳ蟂ᗟ
ᓕ螇蝱ᤈ褸౮ �&,�&'�3LSHOLQH�牧ޱ茐樄咳Ո㹓
篷襑ಋ㵕蟴ᗝ藉咳矊矟

2SHQ�VRXUFH�OLFHQVH�FRPSOLDQFH
傶ဩ㿁褧׀䌘樄რദ稗ֵአጱݢ憙矒ګ稗

8QLƉHG�GHYHORSHU�H[SHULHQFH
რ嘨虻碘䓚獉蟂疥ྍݶ氥纈ᛔਧ嬝դ嘨樄რդ嘨
ጱਞ獊蘻䁭狕盋ୌ捍

0XOWLSOH�6'/&�LQWHJUDWLRQ�SRLQWV
碉۱ݳೡ倵薩瑊牏樄咳ૡٍ �,'(�牏ਂ㱪䓚牏纷ଧ
۱ᓕቘ瑊牏䯤ୌૡٍ牏&,�&' 犢䛑አ羬翄ٌ
ਞ獊介手ૡٍ

)HDWXUH�EUDQFK�VFDQQLQJ
㯏介磧蜱ጱդ嘨ๅ粚ฎ玽磪叨ኞ碝ጱ虻ਞ㺔氂

2QH�VWHS�UHSR�LQWHJUDWLRQV�
ᛔ㵕矊矟樄რݢ樄咳Ո㹓樄ত䁆ᤈ碝犨率ԏ獮牧ࣁ
纷ୗ嘨㪔ܨ碻瑿氥纈奾ຎ

MEND Solutions for Application Security
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蝚螂ᛔ㵕玕犥仂ದ蔩㯿牧㪔坌禅Ԇ㵕ๅ碝狅蚅殻

蝡疥嘦狒眅敟誢狅蚅殻犥蚤Ӥ磧碝粚

毆ᴠ䘣ጱزկਞ蕕֦کጱ䛑አ羬翄樄咳ฎྋୗ
絑ह牧㬵ᴥ䢘犨֜硭䢗ጱ蝝䕩

萞ኧ狒瞱狅蚅زկጱๅ碝牧㬵螨ع襉෭୧讨 �=HUR�
'D\� ጱ硭䢗

ᴠྊ 85/ ۙ瞱牏䘣䅑稗牏癱蒈狈稗硭䢗牏
PDNHƉOH�䷔礕牏穉粬發瞷纀牏क़ဳ獈牏䵮疷
翕᪠ဳ獈牏絑ह䚣挨缎玲牏የྰ牏敟誢ॺկᓫ硬牏
狅蚅殻窾窫粞ۙ瞱ߝ ��� 缛硭䢗

ඪ瞱ग़圵承犥现᩻螂 �� 圵ጱ敟誢ॺկᓕቘ瑊 萞ኧॺկᓕቘૡٍ �3DFNDJH�0DQDJHU� 㱪ਂ䓚
硌獅ॺկ �5HJLVWU\�3OXJLQV� 斕誫碉ݳᛗ 6'/&
獮๗褩ྦྷ

ඪൔ塅瑻窩荠樄რᐺ磪 UHSRVLWRULHV

皞ݑ稭蜰牧౯㮉ጱع揲 'RFNHU�LPDJH�᩻螂 � 㱁稞
ӥ斉稞碍

0(1'�5HQRYDWH 0(1'�6XSSO\�&KDLQ�'HIHQGHU
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