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+ SQL Injection be d Network Vulnerability Assessment
YOrx and web application scanning

+ XSS (Cross Site Scripting)
+ File Disclosure

Remote File Inclusion Vulnerability Assessment and Management
PHP/ASP Code Injection

Directory Traversal

Command Execution

HTTP Header Injection

Non-SSL Login

Missing X-Frame-Options Response
+ Java Native Code Execution
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Scan Sample Checks
- = Web Applications Al Known web app vulnerabilit h as SQL Injectipn, XSS
o A =l . pp vulnerabilities, such as njectipn,
kg ﬁ/ SecuriTeam Portal P 7} B (Cross Site Scripting), File Disclosure, Remote File Inclusion,
=R ’g ] o / ode Injection, and Directory Traversa
# i Web 441 4 i PHP/ASP Code Injection, and Directory Traversal
. e Databases Oracle®, MySQL, PostgreSQL, Microsoft SQL Server®, Lotus
< E 7 X R éﬁﬁfﬁz Jfﬁ‘/?‘] A5 o Notes®, DB2®
# N 4 R Nwiwork Systems Routers, Firewalls, Switches/Hubs, Remote Access Servers,
kg B *ﬁ?# 'T%“’L: l% ‘,JL iﬁ‘:fr)’i% 2.5 Wireless Access Ponits, Ipsec, PPTP, DHCP, DNS, LDAP,
<> #%Eim/% T2 E] s 13 0.01% 7R ER K o SNMP, VPNs, FTP, SSH, TELNET, Modems, Anti-Virus
- Systems
CHRERL X ERRERFEE - Operating Systems Vicrosoft® - all versions, Solaris®, AIX®, HP-UX®, SCO
e Y . UnixWare®, BSD (OpenBSD, NetBSD), Linux - all distributions,
< TR AZiE 50,000+44 @ 4rii gk o AS/400®, VMS®, Mac OS X®, Novell NDS
- < N = B o SQL, ASP, PHP, Python, CGlI, JavaScript, PERL, Ruby, NET
£ 42 IPV4 ~ IPV6 # 45 # Lenguages
OSI Layer 7 Apps  Web server, Database server, Mail server, FTP server, Proxy
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beSECURE Scan one or thousands of external IPs, PClavailable

beSECURE II Up to 500IPs in one network

beSECUREII Unlimited IPs, networks, administrators
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