Internet Saaver

B &R L &

ShareTech
NU UTM

BRIZTVBIEH S
RABRIZTIAE

HaLLERE
REBABHIGIRG » HREIEMRE

FEBABUS

SEIBABUS

A% XHER  BBPAERN
TBEEADES » EIsRENEE - ESHES

RS XHER - B3PAEER

HAD5EE

5 311 3R 15 1

IR BB
NIRERH ~ SRIEH

HERF

@ XE
[ EIE

PENR

IBENE

Hes  FEPAERER

PSEEiE Hss  FEPAERER

biih g =

AT

{BIS I EE « DOSINE

{BISINEE « DOSINE

P2P
BIRAHP2PHEMBEEER  EEBEERE
N BEHEERUSHEEAP2PER -  KREHZEAE
R - ReRRFERE -

URL3BiE

EEURLERE - BE—FRERE - TAEEH
IEDEERE  UAENEERSRN  RLEEE
e BB BE - RAML - REERES -8
B #MEN - MEEMEL - RHWEIEEIEEER
EZ -

A
\\
ULk

BEHETRURS B BEEA -AF T
HEsft -~ % MR CHENRBREEE
BEMKETS - REClamAVEI&E5% - JRojE
EFEHEMBEM  RERAPEENREKEE
B -

23
|
BA 1R S 1l

HREBASIZE3.0E HETIEN "HHRBHEEH
= HH - REBE ETREMGEE - EZILER
MR EBHBREENEXERENREEE -

i

IPSBhzE
ARERIETER 2 4Intrusion Prevention System -
MERIPS  BEBENEERBEREESI RS -
- E=1&  ESEIRIREE A EEHEREEUN
AR ERHEEITS -

®

EFASEREES RBABEARRAERKEEXR
SHE/M  B-BBRENGTEISEE - BHXE
EERBZHENHEEE - 2BEENEER 1’
RIFRERBEREN -

B K S

ARERUTM

th/h\iEZE
RN EEhE

ia

HEFHER

v e
Clam

KASPER§KY3

©pssE Sandstorm

Internet

IPSE$) RREPE

BRI EpE EREURLERE




REEBRIE

R RERHCam AVBHE5|ZE - JREABEZ SRR LN
A% Fee - ABREIN  IHEBEFIGERRERS -
HEHZBREEEEENRSE LRHRSBERSK
- EEZUBETRETPSEGEELSN 22880
B PEEAEERRTFRATSHAERINEEE - NUZRS
UTMAZ—-FFEMSBESIE  EFUEREZRSBXER
5 REBERENFEMENSSIZERAERE -

HRERIRE

RENER e SN BR E A AR O] LUBIR - WIRHST-IPHEE S
A BRBRE ERBRAEHEBES - BHRRE
W AREREERERAMEEE  LExR  BRE
CEHME S M BB AR E(Auto-Learning) - EE 0L
REMBMAERA - EERERBRA - EEAREHE - &
ARARERE IR E - EHEREISKI L - BEETEHHR
MR - BTaEEERCRRBRRENES  ITEE
MER ~ HEZEE - WA TABREHEERZ | #H -
EREEEARTESRIRERERBEE -

i dl
1/
B

NIRBHBBHRE

¥,
B

<
-7
111]

D

IPS Af=BH&E
IPSEEHMEHETOSIEREIFTBHAS - EEERE
WK EREDR FmE - BHETCPIPHNBESHED  BBH
MOABREE  TEEENBHBMEWIERER - —
BRIRBAEMAESIME AR BELTBHKENE
B OETEN -

SandstormZESERBiE
#EPESandstorm I ARERIRMAVERR B SR NME - &
& R Microsoft ~ Word ~ Excel ~ Power Point 3 PDF ;
FEHMNNBEYE  EEREE UERNIEZIPHA
RAR ° SandstormPi 27t {2 4 1F i SpamE VirusAl -
OB MEEE - ARG ETRE - F
BRENERENRLERY  BRZEEREIHEER -

FILE TYPES:
.docx
ShareTech Pptx
Sandstorm Xlsx

.pdf

.apk

exe
b .dmg
N\ txt

2| THREAT RATING rif
and more...

b
. L N — 2
UNKOWN

A4 17 B

NUZIIUTMESHRIRRES - P FHRER I ®
AERHEE R EEERER - BEHEXMTHRELNE
MIE - REABEBEASRIFESABREZAVRIER -
NEH RS EEEEERHERRSFNEFIENRIEK
IR - I ERREES 8RO ERAES N IPS/IDS/
Sniffer)EE —REIMIER - (B8 - ZBIPIMACALIL
REEB DR EREZRFAER - WHEZERZRME -
RERAEG LPEETEOERGTR  RERREAEBE
EEME 2 - BRZPEEREZEBMNXELS -

Switch

#is i

Anomaly Flow ARP BotNet

EREEURLEREIE
NURIIUTMRAZZEEARAEENE - E2P2PR
2 - VPNEZIRZES] - & FRH - VOIP ~ HERE - &
HEBFET - WISRT - LBAER - BISEN - RKHEE
o AEIIRES - IBYAE - GALEEI - EFERT - &
B iR REESE  ERESE  EREEET
ERBAREZER - ERRE "URLERE , BEHHE
B EEZERBHHEAEHURLBULETHE - I
KREH  ABZEZ—BAMEIBIPAIL - BT 2RE
& - ANBE—FAPPRAURLEREEH - TR o ERBESA]
REMAEERELR -

ZEFRE(MFA)
EREEYLIEEEE - AMEEME - POP3fEMAE - SSL
VPNfEREFE 7 R E R E R 7 (MNGooglef2Micro-
soft Authenticator) T2 E8E - LIRELRGHBEIREZE
BENEAZER -

o

,?)E = |
® > -
o - -0 Yo --'o -
9 Google Authenticator APP Account XXXXXXXX
QR Code gesd Verification Code

B 000000

SR E R
S IEEIRAUSBEIAMIES I - #HEEI D AR ME IMNER
I EAE NI - USBBEAR B il o] iR AR B EES
AN EESNREEREY - UKEmNEEWT:
IPSARERNE - APPEREXNES - URLEZE - B
B2 (ClamAVELiKaspersky) * SandstormZ -

& ¥ S

URL Sandstorm

hREE (CMS - ElREE - APEHE)
BCMSHREENEE - HESEZAPETEEREE
RiE) - EFRMBHEEREE  tERELEZSAUTMRE -
AHT7TENEENERMHWUTM - REBREEIRNPRIEE
‘FE= (Eye Cloud ) - ITEEEREZEZAEEETE - 4t
—BEBAMBUTMERE - TESAMNEGEN SR MBS
BN - PREZERBOUUEBEAFNHE - RHt<
ERRASEERREESHEERER  NREELEEE
B - o

==

Headquarters

(= R

Eye Cloud

S T T T R— -

\ U \ U

'II \‘ 'I \‘ 'I
AP AP AP P AP AP
W W w5 - - -
~ ~ ~ ~ ~ ~
.~ S .~ .~ .~ .
g | g | g g g | N g
Status v | Device Name | Info Group Tags

@ s @ EOBER /]

@ o @ EOER /)
Q@ il @ COER |[EvrwrsEEs

LOGH #rEACEFtE =0

NURSIUTMEEERLOGH  EEEELEEME
B - OIRERBJEMA - A5 - @EFFERN - EFEREN
ZEREIRERWIES  BEBUNEED R B EE
LOGA#: - EREXAHER N ER - BHYEENTEEY
HEH - LOGZIECEFEI - B AES T RIA BRI
DT EHGraylogEEI B8R -

User Name P Sessions Upload (bits) Download (bits) Record
PETER-HS5M-UD2H | 192.168.186.50 178 0 0
192.168.186.70 192.168.186.70 107 0 0
192.168.189.29 192.168.189.29 83 22.38K 334K
syncs 192.168.189.21 78 27K 910
192.168.189.19 192.168.189.19 65 0 0




BERHRESR

BE)

SIfEVERRIR » EIEE YR LHIVEEENAE » 88 « TIFREEIRE - E55EM -
RENELEFREE - #TiRkE - BHEZIR - REESHIMEELERSTNEE—BI R -

O e

—RRETBBUTMEENE

O nams

RREBRNOIORE LEBMERE
REZBALLA - EEECR
WEHAT -

©izor
TRERER24NEAN TEETHREEE - BSiEETRE
WL SRETRREE - SRR AP S

8 L NSRS AT -

O e

BRBERREREE - BSfBERBRRELLS
ERBE - ERIPUESREBRRBEETT -

(5 P

ITRERERANRANLE LA ERENERE - BHERRE
BALEA|  EEBURENERE -  THEBEUEIPEFRGE
RABBERFT -

0

REBR24NRAE - F - SHESRHE - BHEBR
/H\tbﬁﬂ - EEEUREBERREBNIP - RBSEHFHRERR
HERPT -

ﬂ WebAR#3

RIZEIBRHTTP ~ HTTPSRBERE - B BB RNEL
Bl - EIEECIRIR AL - IPALUL RN R IENNE 5 E BIR
SHHHT -

GWeb Control

REEFNFS BRHABETURLEZREBHE - BIHEER
HEtf  SEECURARMBEREHE - BRBEAIURLE
B O LRREENIPRIRH R EBIEEHT -

© =m5

MHRBEREEEREAANES  URE - FFE - BERRMERK
REHHE  BfEBRELS - EEEBIRBIHFRE
A EEBEEE - R - BREHYE - BEXK
B BESAEKREREBGWEREDNHERNT -

(0 mme=en

TRBERE R EERENRBRAELNEE - BSHERBERELEA -
BEEURBEZE - RKREBHNIP - BHASHRURREENA
BT -

WELLR - BB RN
RREBHERPTANAERNEE

EEE KB

IPHIES (12 PSS ® vzt @ ==
RIFEBR—BAARZEIPUENEXER - Bl & E R REL MREBER24NGAFEERNHE @ BffEBE R EEHL BEEFURERBY  KERE - BRLCE - IPEAEE
fl - EEETURBEZR HAHIMNPESHEGRRHUSEY Bl - EIREFOKIBAE - ZKIRIP - DNS ServerEEHinR &l ERUSKREBRIAER - B o ELEHRRES
- sk - % RESMTP BAEHEE - BONE - HEEEE

B~ BHTERGE

Q IPittE
I3\ Dns&:8

12

10 Q wmst 13|
& ®mx
14

[ BIRIRE  off BEIIERLEE @ Webfg3# @ Web Contorl More

$ IPS RNEMIRTE  [x]FERIEXNER

w5 o

£ FIRZEAREE U B&EIER
CPU [ERE (B EF) 4000 ]
3500 A
@ pEEEEY .N=[ 2019-09~ 3000 4
2500 A
SHESEHRE: 41373 S 2000 4
& 14: 12:01:05) [AV] R EF5EE 0 0 1500 |
7E| u.;Eil—Jﬂ%ﬁEfir— 1000 4 I
HTTP-Download . 500 1
)
57.7% = OB E e 2560 [AS] sREE 0 0 O T As TiPs 005 T URL T ARG
0 100
B This Month [ 2019-09
[IPS] IPS 177 0
wm. CPU {EHZ - 34.9% A\ 16:16:05 HIRHFEIThH
l IP: 192.168.188.102 i B AV (0.0%)
Action: IPS [DOS] foKiEhaE 2887 2051 I AS (0.0%)
= ﬁi;ﬁ {ERE - 1% B IPS (3.0%)
= [URL] URLE#I 145 0 = DOS (66.4%)
SCIEEE (EARE - 71% 15:16:05 BIIRBBTH : :Sé &;51/)/ )
5 IP: 192.168.188.102 o
@ Flash {EMAE - 39% Action: IPS [APC] FER2EHI 1645 0 9

.

r
[~ EIRAREE

125

DS&:‘S!}IDHSQO
100 W Google W 192.168.189.41 140 M8 : :Essp:::y
W DNS W 192.168.189.40 120 MB4
mssL W 192.168.189.245 TP
W TeamViewer M 192.168.125.170 100 MB-+ mQuic
8 B IGMP M 192.168.18.170 B Google
B DropBox W 192.168.189.17 80 MB W DropBox
u SSDP W 37.252.247.102 60 MB mssL
50 H TCP_NONE W 192.168.12.12 B unknown
B HTTP M 172.16.7.170 40 MBA M TeamViewer
M 192.168.189.170 m SSOP
25 W Other 20 MBH W Other
0

B+
10 11 12 13 1415 16 17 18 19 20 21 22 23 00 01 02 03 04 05 06 07 08

0
16:40:10  16:40:20

16:40:30

16:40:40  16:40:50  16:41:00 16:41:10

M uUpload M Download

o o

\




NURJIRIE T

NURJIIIRIE TR

NU-840 NU-840H NU-860H NU-860T NU-860C NU-8700C NU-8700F NU-8700T NU-8800T
S E 1U 1uU 1U 1U EHSE 1U 1uU 1U 1U 1uU
EERERAR 100 AL 100A LR 200 A LR 300ARLTF EERERAAH 300 ALLF 400 ALLF 400 ALR 400 ALLF 1000-2000A
WENE 6 x Gigabit 6 x Gigabit 6 x Gigabit 6x Gigabit @ENE 14 x Gigabit 14 x Gigabit 2CIIEL 6 x Gigabit e

2 x10G SFP+ 8 x 1G SFP 4 x10G SFP+ 4x10G SEP+
BEXRIE 5 5 5 7 BERIE 13 13 5/8 5/4 9/8/4
USB 3.0x2 3.0x2 20x2 20x2 USB 2.0x2 3.0x2 3.0x2 3.0x2 20x2
LAN Bypass X X ° ° LAN Bypass o ° ¢ ° ¢
EIRFEEE 65W 65W 120W 120W ERERE 120W 220W 220W 220W 400W
R

B K i = KR IREE 4.2 Gbps 4.2 Gbps 4.8 Gbps 15 Gbps B Kl B K R IR S 12 Gbps 18 Gbps 18 Gbps 25 Gbps 50 Gbps
UTMZA&E 2 Gbps 2 Gbps 3.3 Gbps 10 Gbps UTM%LAE 8.4 Gbps 12.6 Gbps 12.6 Gbps 17.5 Gbps 25 Gbps
VPN EE 650 Mbps 650 Mbps 800 Mbps 850 Mbps VPN EE 850 Mbps 2.1 Gbps 2.1 Gbps 2.4 Gbps 2.5 Gbps
eSS 750 Mbps 750 Mbps 950 Mbps 950 Mbps S 950 Mbps 1.2 Gbps 1.2 Gbps 1.5 Gbps 2 Gbps
IPSXEE 750 Mbps 750 Mbps 1000 Mbps 1000 Mbps IPSRLBE 1000 Mbps 1.1 Gbps 1.1 Gbps 1.4 Gbps 1.8 Gbps
A ERGEERE 2,000,000 2,000,000 3,000,000 3,400,000 RARGERE 3,400,000 3,500,000 5,000,000 5,000,000 6,000,000
BUMISERE 65,000 65,000 100,000 120,000 BUWIIEERE 120,000 170,000 170,000 200,000 300,000
HREE/X 3,100,000 3,100,000 4,800,000 5,200,000 TR IR S8/ R 5,200,000 5,200,000 5,200,000 5,200,000 6,000,000
IPSec VPNEEE] 2,000 2,000 3,000 3,000 IPSec VPN3EEE 3,000 6,000 6,000 8,000 10,000
PPTP/L2TP/SSL VPN #Ei&EE{ 600 600 1,200 1,200 PPTP/L2TP/SSL VPN EE&EE 1,200 3,000 3,000 3,000 4,000
IP Tunnel BE & 300 300 600 600 IP Tunnel 3Bi&E 2 600 1,500 1,500 1,750 2,000
fgﬁﬁg 0 . . . f%ﬁﬁjﬁ . . . . .
ik ES Clam AV Clam AV Clam AV Clam AV e Clam AV Clam AV Clam AV Clam AV Clam AV
EEEREpSE|Z i P AE—F NE—F EEEEpSE| e AE—F NE—F ANE—F AE—F AE—F
HTTPSiBiE ° ° ° ° HTTPSiBiE ° ° ° ° °
HIRER B R IR BB HE ° ° ¢ ¢ BURE BB NN B EHE ° ¢ ° ‘ °
IPSPE BIE ) B ° ° ¢ ° IPSBAELEAE 1Y B ¢ ¢ ¢ ° °
SandstormEBRREXBIE ° ° ° ° SandstormEBEEEZRiBIE ° ° ° ° °
BHER = =i = : BB : : : : :
SR | R | 25 47 B 2 iy AE—E NE—F NE_F NE—F Q| R 5 47 B 2 AE—F NE—F AE—F NE—F AE—F
APPSR E NE—F AE—F ANE—F AE—F EREAPPE IR B NE—F NiE—F NE—F NiE—F NE—F I
WAF #85% /& P12 0BA K i ° ¢ ¢ ¢ WAF #8#% F& FR 12 0B K i ° ¢ ° ¢ ¢
Geo IP ERIEEE ¢ ° ° ° Geo IP ERIRE ¢ ° ° ° °
HEBiREFRDashboard X = B . B & 1E#EZFRDashboard o ° o ° o
=l 40 #% 8 IR 28 o ° ° ° EinfcitE AR 0 ° 0 ° 0
RIBBHEIEE ° ° ¢ ° RiggRHBEEIE ° ° ° ° °
BHTEGNN) o/ o/ /e o/ & 8T (5N/7) o/ o/ o/ /e o/
EHE AR 2R ° ¢ ¢ ¢ EE AR ° ° ¢ ° ¢
LHARE ° ° ¢ ° FiARE ° ° ° ° °
AP ERIZE 100& 100& 100& 100& AP Eig IS 100& 3005 3005 3005 3005
SO A% 0 . . . SO A% 0 ° 0 ° 9
ABLCIR-HERS ExHERafE . . . ABLiR-HERS . . . . .
TEIRENBE B A AC R X . . . IER SN AE E A iR . . . . .
B EnfE 1 B E IR AR A& X . . . B En 5 (3 BLIE IR AR AR . . . . .
VPN o o o o VPN o o o . o
IPSec Tunnel . . . o IPSec Tunnel J o o . o
IP Tunnel . . . . IP Tunnel . . . o .
SD-WAN . . . . SD-WAN . . . o .
Wizard (REELERE . . o . Wizard (RIEL R E J X X X X
CMS . ° ° ° CMS ° ° ° ° o
Eye CloudE# &8 . . . e Eye CloudE# &8 . . . . .

SN DEEARNRERAS SPRAT 04-2705-0888 S/ AF 07-2298-788 sales@sharetech.com.tw  www.sharetech.com.tw
ShareTech shareTech Information Co., LTD. &34 /AT 02-2501-1185 %I E 42 0800-666-188  help@sharetech.com.tw T4 04-2702-0906

* NU-8800T o SZiEEMAIEF -


USER
矩形


