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PowerStation

Model Specifications:

Model 3800 4800 5800 6800
Interfaces 1000 Mbps 8 8 8 8
FP 0 0 0 0
 LANbypass 2pairs 2pairs 2pairs 2pairs
IPv4 FW Throughput (Mbps) 1200 1,500 2,100 3,400
IPv6 FW Throughput (Mbps) 750 800 1,100 1,800
VPN Throughput(Mbps) 120 270 300 450
Concurrent Connections 750,000 1,500,000 4,500,000 8,250,000
New Requests Per Sec 10,500 22,500 32,000 50,000
Recommended Users (Max) 750 1,500 6,000 10,000
Networking / Routing Firewall Server Load Balance

- Layer 2 Transparent

- Layer 3 Routing/NAT

- Layer 2/3 Mixed Mode
+ Public IP Pass-Through
- Virtual Interface (Alias)
+ 802.1Q VLAN Tagging

Administrative Management

- ICSA Corporate Firewall 4.1 Certified

- Stateful Deep Packet Inspection

- Malformed Packet Protection

- IP Defragmentation & TCP Reassembly
- DoS and DDoS Protection

- Multi-Security Zone

IPv6 Support

- Layer 4 Local Server Load Balance
- Layer 7 Local Server Load Balance

- SLB Algorithms:Round Robin, Least
Connections, Hashing, Fastest Response
Time, Weighted, etc.

- Service Health Monitoring: TCP Port Check,
Application Service Check

+ L7 SSL/TLS 1.2/1.3 Offloading/Acceleration

-+ L7 Dynamic Object Caching and Content
Compression

- L4/L7 Persistent Connections

Virtual Private Network

- Web-Mgmt Interface (HTTPS)
- Secure Command Shell (SSH)
+ Multiple Administrative Rights
- Centralized Policy Enforcement

Traffic Management

- IPv4/IPv6 Dual Protocol Stack

- IPv6 Addressing & Routing

- IPv6 Firewall ( in Routing/Transparent/
Mixed Mode )

- IPv6 Neighbor Discovery

- Stateless Auto Configuration

Logging / Monitoring

- PPTP/SSL VPN /GRE VPN
* MPPE Encryption
+ Unlimited User License

+ VPN Tunnel Routing/Aggregation Spoke
and Hub

User-based Identify Control

- Policy-Based Traffic Shaping
- Connection-based Shaping
- Dynamic Host Tracking

+ Guarantee/Max/ Priority Bandwidth

- Application-Aware QoS

Network Analysis Report

- Internal and Remote Syslog

- Graphical and Text-based View

- Real-Time and Historical Data

- SNMP Alerting and Email Notification

High Availability

- External
Authentication:POP3/SMTP/RADIUS/
LDAP/MS AD, etc.

- User Profiles

- Local User Database

- AD user account synchronization

- Secure Web-based Authentication (HTTPS)

WAN Optimization

- Top N Host/Service/Application Accounting

Report

- WAN Link/Tunnel Quality Report
- Link Node Detection Quality Report

- History Traffic Report (MRTG)

Address Translation

- Device Failover (Active-Passive)
- Local Server Load Balance

EDR Integration

- Network Address Translation (
- Port Address Translation (PAT
- Policy-based NAT/PAT

- Dynamic-Changing Source NAT

NAT)
)

- Corporate with Bitdefender EDR cloud
center, PowerStation will reject VPN
connection if client site work without
EDR installed

- Inbound/Outbound WAN Load Balance
- Web Browsing Object Content Caching
- Uplink Congestion Avoidance
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