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Overview

Akamai understands that protecting personal

data and maintaining compliance with privacy
requirements are critical to establishing trustin our
technology and services. This white paper outlines
how Bot Manager Premier' and Page Integrity
Manager meet the EU ePrivacy Directive and
General Data Protection Regulation (GDPR)?

so you can assess the risks associated with

operating these services.

Bot Manager Premier is designed to detect
automated access requests to your web properties
generated by (ro)bots that mimic human behavior to

collect and exploit end users’ login data.
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Fig. 1: The Bot Manager Premier architecture

Page Integrity Manager detects JavaScripts injected
into those properties for abusive purposes. Once
bots and scripts are detected, Akamai categorizes
them as nonmalicious and malicious activities in
accordance with your instructions, common
knowledge, and our threat intelligence. Malicious
activities will be blocked, and only nonmalicious
bots and scripts will be able to access your origin

servers, infrastructure, and data.

Both services secure personal data provided by end
users against exfiltration and abuse. The importance
of protecting against such threats is demonstrated
in the recent security and data breaches
experienced by British Airways and The North Face.

Granular visibility into bot traffic *@*

Integrated management interface "IE‘"

Origin
protection




EDGE PLATFORM

Browser

Third-Party Script

Fig. 2: The Page Integrity Manager architecture

From a technical point of view, bot and script
detection is performed via JavaScript injection or
mobile app software developer kit (SDK) integration,
as well as via the collected analytics of the network,
browser, and behavior data. Bot Manager Premier
analyzes the data to determine whether the activity
originated from a bot or a human, while Page
Integrity Manager identifies all the scripts injected
into the web properties. Any detected bot and script
activities are then categorized as either malicious or
nonmalicious activities, and malicious activities are

blocked to avoid data exfiltration.
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From a privacy perspective, JavaScript injection and
SDK integration are classified under EU laws as
“cookie technology” and trigger the application of
ePrivacy laws. In addition, some of the data
elements collected, such as the end user IP address,
are classified as personal data and trigger the
application of the GDPR.
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Compliance with EU
ePrivacy laws

To use the Bot Manager Premier and Page Integrity
Manager cookie technology in accordance with EU
privacy laws, two exemptions from the general
rules apply: the consent exemption and opt-out
mechanism exemption. These exemptions allow
you to place Bot Manager Premier and Page
Integrity Manager on your web properties for

immediate operation.

Application of the consent exemption

By default, the ePrivacy Directive requires the
collection of end-user consent for the usage of any
cookie technology and related data collection. Only
where the cookie is strictly necessary to provide an
information society service (on your web properties)
explicitly requested by a subscriber or user (the end
user), consent by an individual for the cookie usage
is not required and the cookie technology can be
operated right away.?

Most of the EU members mirrored this
exception into their local transposition laws
of the ePrivacy Directive.

The cookie technology used for Bot Manager
Premier and Page Integrity Manager is necessary for
the operation of the services. Without the JavaScript
injection, no data can be collected and analyzed,
and bots or scripts will not be detected and
blocked. The purpose of the data collection is the
protection of personal data provided via your web
properties against compromise, exfiltration, and
abuse. The local data protection authorities
confirmed that the usage of cookie technology for
fraud prevention and other security services falls

within the consent exemption.* The following table

shows how the UK Information Commissioner’s
Office (ICO) outlines the application of the consent

exemption for security services.

Activity | Likely to meet an exemption?

Security  Depending on purpose limitation.

First-party cookies used for security
purposes can rely on the strictly necessary
exemption; for example, cookies used to
detect repeated failed login attempts. They
can also have a longer duration than a
session cookie.

However, cookies that relate to the security
of other online services besides your

own require consent. This is because the
functionality the user has requested relates
to your service, not those of any others.

If you use device fingerprinting techniques
for a specific security purpose then you
can also rely on the strictly necessary
exemption. However, as with cookies, if
the information is processed for secondary
purposes — such as those relating to the
security of online services the user has not
requested — consent is required.

This also applies where the information
is processed for the purposes of

fraud prevention, particularly in cases
where multiple online services use a
single fraud prevention service which
processes information from visitors of all
of those services.
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Application of the opt-out exemption

The ePrivacy laws require entities to offer end users
a mechanism to opt out of the data collection by
cookie technology. This requirement mirrors the
right to object under Article 21 of the GDPR.?

However, there is a corner case where this control
right will be abused and an opt out exercised will
prevent the performance of data protection

activities. This corner case is the performance of a

security service based on cookie technology.

Opting out of cookie technology used to detect
malicious bots and scripts halts security services that
protect against unauthorized access to personal
data. Provided the cookie technology is solely used
for security purposes, the lack of control over the
data collection by the cookie technology for the end
user does not cause harm to rights and freedoms. In
contrast, this lack of control ensures continuous
operation of cookie technology that protects

personal data against unauthorized access.

Privacy professionals around the world agree on the
requirement of this opt-out exemption: Where a data
control mechanism offered to individuals (end users)
can be abused to enable access to the data in an
unauthorized manner, the data control mechanism is
meaningless and must not be put in place. In other
words, it is common sense that a frictionless
operation of state-of-the-art security services prevails
over the need to offer a data control (opt-out)

mechanism related to cookie technology.’

EU data protection
compliance

Bot Manager Premier and Page Integrity Manager
process data in compliance with the GDPR and
other applicable data protection or privacy laws
including the type of personal data collected and

purpose of collection.

Type of personal data

Bot Manager Premier and Page Integrity Manager
collect network, browser, and behavior data like TCP
session, TLS session, session ID, user agent, request
header, URLs visited, time stamp, end user IP
address, browser settings, and geolocation data of
edge servers, as well as behavior data like screen

touches, mouse movements, and key presses.

Purpose

The purpose of collecting and analyzing the data is the
detection of malicious bots and scripts mimicking
human behavior in your web properties and the

prevention of data exfiltration and abuse by them.

To achieve this purpose, Akamai is analyzing the way
a device is used when accessing your web
properties. Akamai is not identifying the end user
when performing this analysis nor creating profiles
of end users. In addition, the behavior data
collected is not used for the purpose of uniquely
identifying an individual. The data therefore does
not need to be categorized as biometric data
under the GDPR. It is therefore neither sensible
data (in US terms) nor special categories of data
(in EU terms).
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Akamai is collecting and analyzing the behavior data to determine whether the access to your web property
is made by a bot or a human as outlined in the figures below.
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Fig. 3: Sophisticated bots will try to hide by triggering mouse moves. This is designed to emulate a user's

interaction. However, after a certain number of moves, a pattern will emerge. Akamai can detect these patterns
to identify a bot.

Human Key Presses

Bot Key Press Example Bot Key Press Example

Fig. 4: Humans are usually more random in their key presses than even a sophisticated bot. By examining the
velocity and cadence of a human's key presses, Akamai can further determine if a user is a bot.
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Legal basis

The legal basis for the processing is Akamai’s
legitimate interest to provide network and
information security services in the form of malicious
bot and script detection and blockage. Legitimate
interest is a recognized legal basis for the

performance of security services under the GDPR.’

Akamai delivers and secures up to 30% of all
internet traffic. Without its bot and script
management services, there would be much more
online data exfiltration and data abuse harming the

rights and freedoms of end users.

Necessity and proportionality assessment

The processing of the data is necessary for Akamai's
network and information security services to be
considered state of the art under the privacy laws.
By performing analytics of the collected network,
browser, and behavior data, Akamai can precisely
determine bot or human actions and scripts injected

into a web property.

The analytics of all the data elements collected is
proportionate considering the sophistication of
today's bots and scripts. Reducing data collection
impacts the accuracy of the analysis, resulting in less
effective detection of malicious activities. Bots
cannot be detected by analyzing only end-user IP
addresses. While browser and network details
indicate device usage, they're limited to passive,
signature-based mechanisms and prone to high
false positives and false negatives. State-of-the-art
security for web properties'® extends to
sophisticated bot detection. Active bots that are
mimicking human behavior are detected only where

behavior data is analyzed.

Collecting more data would be excessive as the

analytics would not improve.

Risk assessment

The risk for the rights and freedoms of the end users
associated with the processing activities for Bot
Manager Premier and Page Integrity Manager is low.
Browser, network, and behavior data is not
categorized as highly confidential, sensitive, or a
special category of personal data."" Akamai's
processing activities related to Bot Manager Premier
and Page Integrity Manager are described in
Akamai's privacy statement, and made transparent
to interested parties. Akamai complies with the data
minimization principle, collecting only the data

necessary for bot and JavaScript detection.

Akamai has appropriate technical and
organizational measures in place to secure the
processed personal data against unauthorized
access by third parties. Such measures are also
transparently published on our website: Akamai’s
Information Security Program and Akamai's

Technical and Organizational Measures.

The analytics for bot and script detection are
performed on Akamai systems deployed in the
United States. Accordingly, where EU end users are
accessing web properties protected by Bot
Manager Premier and Page Integrity Manager, the
analytics require processing of EU personal data in
the United States. To ensure adequate data
protection when processed in the United States,
Akamai has put in place the EU Standard
Contractual Clauses within the Akamai group, with
our customers and subprocessors, and
implemented additional technical safeguards to
protect personal data when processed in the United
States against third-party access.
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