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NovaGuard

Powerful Threat Detection for Endpoints
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& Product Overview

Constantly evolving cyberthreats need a modern approach to endpoint security. On top of the traditional
signature-driven security, NovaGuard offers advanced technology to pro-actively protect against ransomware,
malware and other cyberthreats. NovaGuard covers the whole attack cycle (pre-attack, during attack &
post-attack) with industry leading detection and response capabilities.

The comprehensive tracking of all enterprise assets provides a high transparency on all endpoints and
real-time detection of rogue elements. Customers can rely on pro-active protection against unpatched
security vulnerabilities with NovaGuard hot-patching capabilities. In addition, NovaGuard can micro-segment
your environment to prevent threat spread and enhance security operation. With fast identification &
mitigation of malicious east-west (lateral propagation) and north-south (command & control) communication

customers can fully rely on NovaGuard for their endpoint security.

NovaGuard constantly delivers innovative functionality to respond to the fast evolution of cyberattacks. With the ransomware honeypot
capability, NovaGuard can trigger hidden threats on all endpoints via an irresistible bait for ransomware leading to a pro-active detection &
mitigation of malware, APTs and other rogue elements. Despite all its innovation, NovaGuard continues to support legacy operating systems
like Windows XP and Windows Server 2003 as they are often still embedded in the endpoint infrastructure and especially targeted by hackers.

Core Capabilities

Industry-leading detection and Professional endpoint hardening Innovative features like
reponse for endpoints incl. with hot patching for unpatched ransomware honeypot for full
enterprise asset tracking & rogue security vulnerabilities and protection against ransomware,
identification. micro-segmentation. but also legacy OS support.

2. Customer Values
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Full visibility on all endpoint activity, Professional risk management with
real-time containment and mitigation fast closing of security gaps, asset
of malware & APTs. tracking and micro-segmentation.
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* Malicious File * Threat Position
* Vulnerability * File Quarantine
* Web Shell * Host Isolation
* Hot Event * Correlation
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+ Endpoint Management * Ransomware

- Baseline Check * Brute Force Attack
Function + Micro-Segmentation * Backdoor

- East-West Traffic * Botnet

Visibility

Engine Threat Intel
Platform Agent
Supported
os:

2 Windows macOS &%CentoS (Cdebian ORACLE @ rednat “Dyse

Al Behavior Detection Engine

Web Console

-3
s ubuntu

£ Streamlined Security Operation

Release the full potential of NovaGuard in combination with
NovaCommand. Comprehensive detection and response
of all cyberthreats in your network and on your endpoints
delivers a 360° protection for your data and against
ransomware attacks.

With our ForeNova platform & services, we enable our
customers to orchestrate their security infrastructure to
use the complete existing toolkit to detect & respond to any
cyberincident in the best possible way. No more silos in
your security infrastructure, just immediate counter on any
cyberattack.

ForeNova already offers integration with other major
security solution vendors and is able to quickly integrate
with any other existing solution via its flexible, modern API.
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www.ForeNova.com

A professional managed detection & response solution for your
network with 24/7 surveillance by dedicated cybersecurity
specialists for fast alerting & response to cyberattacks. The
perfect combination of top-notch technology & human expertise.

Best-in-class NDR solution to automatically detect threats in your
network. Customizable playbooks can orchestrate immediate
responses. NovaCommand offers integration with all major
security solutions and is a must-have addition to traditional
endpoint security & firewall solutions.
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