PRISMA

nnnnnnnnnnnnnnnn

%» paloalto’

NETWORKS

Prisma Access

BELEERRA EARAEE REERERNZ2RBERTESRE H FAFEZSMK
HFIHNREHEE - FAZRKRLZEERCEHER » FRAREREFA BN ATENFRE > I
RUABEBMEEMERERE

Palo Alto Networks Prisma Access SEEBERN ZTNA 2.0 Z2MRFERST
fE > TEEBAMERR—NEEERRHBENERERE - PrismaAccessZTNA
2.0 REATRIRIBMITERIRHBIRRENRE >  HRUTERBE - ZTNA2.0R
FE > EBEBERRREEFREMANERENRE » FRREFIHRERUE B4
WEEHE - PrismaAccess EEHIBNBRRENE—BIETES » FLEMFERSHER
B FEMAERRENAEE > WHERERN SLA RESZRURFREENFEREREE -

Prisma by Palo Alto Networks | Prisma Access | B8



Prisma Access G152 E

Prisma Access FI:REERFIAEAE LR 2MEREMATENEARER - ERMFAINAEFIEERPLERE

MAIUKIEFBREK - CARUERREE-ERUREESEENTHFRRN > MRRRKEZZINAEFER > 7

BRBEARAMRECERERER » MIREREEREMEE © Prisma Access AIRHIUTIREUMERSES

TREANBREAEENZRHEE

- SR ZTNA 2.0 S S R4 BENRERRERERA BFENZ2BEUREE DLP - UREMRBRE
BE -~ K& - FERREXAMEE -

- MAERNRREGFTEAMNMERSEE-NRENER  E—EETEAIRMNE  —RNBRUKEFREER
EMEAREAHZNHIE -

- RIVEENERERR  EAREZDRREMESITENAEBERIRRERE > AiRMAERRLZ SLA FiszE -
ERZIHBIRIEE

Prisma Access @S RIMRREREMHRERELNERRELEMRFES (SSE) T4 - f8fC Prisma SD-WAN fiE

A > EEEMFBERRTBNR2FIIRTE B (SASE) RS RETHERMZ2EREE -

%2 BPRRFSE

Prisma Access B2 2HEMNZ 2NN B EEE— SSE T4 » SEMEE—MHESN T & LIRHEEN ZTNA 2.0
fER&REER o

Prisma Access 12{HF5 M IZBEIARFS (FWaaS) ThAELL % Palo Alto Networks #it ks A & (NGFW) B9 Z ZBINAE o
EEEEANGELRE REFAERENEIEH > URFE 3-7T BE—@ERE » EURESATENES
B -

Prisma Access IR EHZ 2 {ERREIE (SWG) IHAE » BAEIRFERERARE - MAEREMPIEFEIAERIIE
PREREXRAZIEE - BHEGREESRERER - EAERE  IPsec VPN #MEEFE Proxy EiR 5% »
Al IREMER Proxy B9 SWG RS R EMRMNFERE LRSS - Tis SWG B HE#tEH CASB ETH
4 %% > o[Z#E Prisma Access RIEHIFTAEARZ2(R:E » B3F Threat Prevention » WildFire® - ¥/ URL
Filtering » DNS Security 1 DLP o Itt4h > t1A[Z&iBE2 Prisma Access CloudBlades 2285 & 1B B ih 21 5 28
P&k (RBI) °

Prisma Access ZTNA 2.0 B@EMANEERIESIEEMEERAENRERAER » EERAEEGRIRHTAREE
SRR )R E o TR EARRREMEEAER » GEABHBE « BIR4ERE « 8! « SaaS Y
EEAE/EmREEARER  HREFABFENRZE2RT » BEMEREN S IREESTUHERIBERERSE
BEER o BRILZ 4 > Prisma Access ZNTA 2.0 B {H—ErI 1R 14 818 — DLP BRI fReE R (E (b AV F I SdE ©

Prisma Access UE4 A RIB 2 R —A9# L CASB » &£ B838ARN SaaS Z2 K REIE (SSPM) hAE ~ T Eha]
1AM - BPESEUR(RE - BIEEREERREXTRBAESEINER » UKkEHREZSMY » JEBH SaasS #
HEARR o B A SHEHEHUER R ERLER SaaS EARER - BRI AP X2 2 MIREZEXINFEUIREIR S Eif
B

- EAIKMEIEEARNRENEEAIBASNZBIUBREREMIESE -

- ERREAEBACGRERLHEEANTASNRMN O RERE TS o

nnnnnnnn



- BIRERFERERRBRG EBURESR BTN IS 2 EEHIPE -
- HRREREERREENRNARMERER AR -
- ARE-THABRAEARERRERE » KB HRER o

AR BN ARTE B

HRNER - SRR O RARARTDFAAERIER > Prisma Access IRt— B Z2M7FE ©

R ARITEIEREELRE GlobalProtect FERAE » IXEENERE (BEFAR) « REZEA (W) XU
RARBERIEITHIERR © Prisma Access XEENFIRRAMBARENHE (QFEEMNRRMNARER) B2 8%
g -

EAERN IPsec AKE - HIMNRAEND QB K HSFNIAEE RN EHAER (SD-WAN) = > BiBIRE IPsec
VPN @& 7 AR)E4RE Prisma Access o ERIUERAN ARMNERRBBEAGE (BGP) SiFFREHKEA » i
RFEZRE (ECMP) BERESMAEE » WESEEE 2 BIEREIFIFEE -

Prisma Access #9 B 84 Si(IFEEE S 12 (ADEM) MifN#E4R % SASE {2{H/REIHH B TIRIE o #H ADEM » (&7
UERABRNGESRENMERERERTRE LESHBERER » FHItaIUE IR ERFETE %
MEK (Bre S ERE ARG MIKE ADEM BEhzUiRFS) - E#BY Prisma Access 247 Al :R IS B4 F1ENS
Prisma Access ZFE#2ARIAIBEET AT 1R14E o

SRREE

Prisma Access TEEEHNEIREIE !
- Prisma Access ZiGEE » BRERRN LERE > GEBRICREEFER LNZR2TERERTE HLZE2HKEHN
FREST( « BIREERETIE U R BB Bt A4 —BEER 1 TAVIR 5 2R AL Prisma Access :REEIE o

- Panorama {AiE2EIE » nJUUEEHFTA Palo Alto Networks F#tt {5 ki1 Prisma Access #E1TEREER
EIE o Panorama FBE—EEFTAEEAKREL S » FILEE B EEHERE o

uuuuuuuu



https://www.paloaltonetworks.com/resources/datasheets/globalprotect-datasheet
https://www.paloaltonetworks.com/resources/datasheets/panorama-centralized-management-datasheet
Liu Joy


''''' ',."-'"u __."""‘._\ .---logagl----.
(/-\ ; “ k O|oog| o
Oo|jooo|0:
) ‘ ofpesle
el Saas ARE CEEAE e Loy
| | | |
H | H
R 2ERH  ARESEDIRES  ERERER
«ZTNA 2.0 - Eix SWG « SD-WAN « ADEM
HIBR - FWaas :
* NG-CASB

1: Prisma Access 2%

: Prisma Access 41584 + THREMARIG

_ EFREER ERfERER Prisma Access EFEEIERN Prisma Access
Prisma Access

77 (EER HE - 1£ 77 EER/HEVEBE 100 EEL
4818 100 {EHIES (GlobalProtect) 17 @324
- 25 {EthEs (BAFE proxy)
- GlobalProtect FEF21 IPsec/SSL
AR IPsec i@ - GlobalProtect &M F i VPN
- BBFE Proxy
- Apple iOS
- Apple macOS
- Google Android
- Chromebook #F# Android FERIZR
- CentOS Linux
GlobalProtect - Red Hat Enterprise Linux
FEmE i - Ubuntu
FaHiE - Windows 10 #1 UWP
IoT F£&
- Raspberry Pi {EE£ &4t
- Windows IoT Enterprise
+ Ubuntu
- Google Android

HORR AR R AR TE

BITEFRI R A #EA 99.999%

s

BEFBHEEETHNHEEE
(B EEEA SN VLAN)

E=)

B 99.99% (1 /\BEP9 10 ZF))

ssssssss




TrmfEFARVERE « TLS/SSL MERKEE ARABHEANRKI A A » SEFEHMARBRENETHE - TRNTERRE

App-ID BRAVEZAIFEEE 3 BNFE 4 BHAS —BIEHNEFAARSZE » Prisma Access —EEFR App-1D EEME 7 EiE
%1 (%0 User-1D) o

Tl HERBERAESHHEERS » AILEHNBSRIUEREMMNENEREEE o (FRAERTECIEELS LAN 2583 « VPN
B %FARSS - ENRERNREEAZESMA O - Proxy £ o
EREEEIETEERNMAE  MAUUBIBEESNER - ENEEBMY (FIUNFEAKIRE) NRITEBMRZ2EKRER

Device-ID* EEEHIREEE © Device-1D soifiRHE L AR ARAS > M EEE App-1D # User-ID £/ » aJLURA T BR4EES EBY
350

SSL R HEBERLERM TLS/SSL INFZMEAFMEHFE » SEER HITP/2 BFHE o A TIRERTAEMSRGE » SRS URL
IR~ BRYH S ERE ~ ERAEENERREBAREREE o

BN ERE A RIBERAETAREERL2E(E > EURHAIRRERAERBEMERE o AJEEE Prisma Access FRE DUG » KA

(DUG) B53% BERRNZEHE > B2 AR ESHEFERNEREER

1L AI/ML RIRER « BISHIENIERE TR ZE A ZHE o Prisma Access FILUBREFIREENRMRE > A BIMERH Bl

AEREE EARE 10 FAVSF BB EIER B AL ENPELE 2 95% MIARMEE » RIS RENRGARL 99.5% °
eSS B BT FI%E5TH App- 1D EMMERINEREREES - THFIAREETIN » FELETIRR - BETE - 555

IoT Security* S~ EEEAMMUETEAERNBERES - BRI UBEEHMAHNA [oT » IoMT # OT E#% > i HrIUERA Palo Alto
Networks #2822 B 0t P KRB E = A RRRBHERENIT ©

B3R Proxy 143 AR RIEERTAAR (BIER) A8 Proxy @RS Proxy 3 - iE{BEH Proxy EIESTEEAEEHE Prisma

PAN-0S Policy
Optimizer

bt i

mE

fEA&EEE

Access TFEAAM4EIRF SaaS FEARRRE (HTTP/HTTPS) MR —T&EH % o I EReE 18 PAC 182 o
REMENTERE  BLUBEREZENEFRAESEEE App-1D BHIE o AT E N KB EE iR S X2 BN
&

ERRA TR NG URL S48 URL EEEIN4E > 518 CloudBlades £155 =7 RBI EiHE 4 » ELUKIETE /FiE FRE48
BB REEXE RBI iy o EIENAEAHREIEGIEREREE - AREELERE RS EKIER) B3 RBI EITHME
% > ERFEHGRARER LUEIB Prisma Access EITIRE » /A% EIEEEDIAAMARER o

EAIZZERIEE4R ~ AJ BT SaaS FERRERNERAMRRIRE » ATUZIEE EFraEHUER R EHUENFRA SaasS 2 o ey
HEEREIME - WAERKRIHERE - THERERSTHECEANEMARZRE -

FIEFAIRAR PAN-0S B85/ 5% » @1F Kerberos » RADIUS ~ SAML ~ LDAP ~ Fi F i 55 = 0 414 (58 A E 8 s
GlobalProtect Eis5fERE% » &IrE1A Prisma Access I2ftFERE 2 IP LAV FERA(R » LU User-1D HATER o

IR DNS Security

#PE URL Filtering

-

T 2 Prisma Access ’

S o RYIEE o DNS Security X/R3
IRt EENERTE - PR EREGIRR 21 - R DRI BI T RS E DNS BREHNFEXK o
IS HIIABRE IR « BREEEEN C2 FPIREE R AP - MASaAN SR EN MR RR B PR Z 25| ERES

SRiE KR E
(DLP)*

EN(IREEREEIE
(DEM)*

R E R ERE
(HIP)

nnnnnnnn

Prisma by Palo Alto Networks | Prisma Access | B8

ATENES AR E MM E URL o 2 REANBERN AN EENERSE RNAGER & BESBBMA0ESIEHES
T oo Z N IR AN TR IR e S E s

OIE— AT ENZR » TRICRENREN R EACRENTEE « B - #EEEEE - Prisma Access £ DLP A8
WIER 2 WEE > W IHTEERE TS ERE LRI -

BBIEAR SASE 9 ADEM MifNiSAE » (R mTESH T ERE IS MR ERR R LR BRMA N8 - ADEM 5
BEENGSRESMERERBIGRE LEETHERER » FILT U HIRY (AR ER ST B R a5
EERE SRR H NS ADEM SEBRE o

BTSRRI HIP BE 8% o Prisma Access ) HIP BHIFEMRZNGE & EASEHEEHZS0EMN
REFE(TEEN o



Liu Joy

Liu Joy


KBRS

BR#E5@E (QoS)

IPv6 RERRE

e
IPSec VPN
s

HERAEHE

AZBERE (IPS)

REERE

C2 BhsE

fERERSITET

BOSR KB B 1A
st A1

ERITASR

eSS T

SERTARA
A

EEBERRIT

PELEE AR BFIEIREE - TONUFEHEERFEABHNESINLEIRREE > B LIFREFA GlobalProtect
RBLEEET AMFEE o GHoIURFIRELEARNEEFIERRER ©

AEEEERNARAE TEERTEEBLIEFNEREXARE - QoS BBAREMBERNENERBLERNTE > §
0 VoIP SR & o U AR ERRERENREREIZENIEE o

RERIEM AR ZBMFE NI IPVv6 2 o BAIEHE1TEIFERE « GlobalProtect » R4 MRS ELRIR
HZIE -

S8 [Pv/ # IKEv1/IKEvV2 Mth & H L8 1EE > BURAERERN - Bt EEFILE - ECMP BBATLUE R T &0 A4
PRABRR AR Y T (ERS ERAIZ R BBV BB AN AR AN 35 ©

REnERETE « FERARER - FAE - BB - URL MEUREFERCHE - BUBIBEIRTN Cortex Data Lake EEIREHE o
AETERAREE=FRRNEN - BB AHEHE (DAG) 1 XML API (WS EIEEITZ 2 MBEREH

PELESSBEA(R ~ BEERUAERERM o HMhIIaE (FIPEEEMSENEENHE « kK IP 28K TCP EHEE) Al
W ERFRBEMMEFEL o % WildFire EEEEEM LR FHESE MEH SRAVFEES - BT EBtAINFEEA > 8
$E1¢ Snort # Suricata Z1ERERKRNEA

ERER B RMBASIREARMELENG | Z  EAEMNEEREURENEEHEEATIMRAERE - [PS MR SEHAEE
BA—EEEAEASENERT A2 TRER SR 2 MBS MEERER IPS # Proxy MERIESR °

fEIERE S ESRERANEREHIEN - WEDHT DNS & » MHRIERAKNBIHER - BB TSRIANERSE » I
FELIE = R AR E -

FRAKREERRACEBEREOMBHNAEZSIRRARMNEE - GIENAER ke - THNE =SS EBHRERNEE °
ERRMN B TRBREBRENEILDITIHEE » WildFire BRI EEMMNOSEIE » JLUERFIRBEDENKE o
VREIRFEE (HHEHERESE - HiYEE URL 1 C2 REETNER) % > SEIEREREEGBITESRE A%t
HAZ B ERT ENE A WildFire £ RE RIS LR -
ERFANTAD N RBME T FEMERNEENEMERNEEAR - BEAXAFEERRANZRANERS > T E
ERHRMNE BN FAD TR M RAT BERNRR

RABRNEREACEE > IREZIKEZBHRIREHESHE » R2AREEARNESEAD/EOREHNSEMERIE
FEFAERIEEE o

1% WildFire B EIRRIEELEFSIEEROITH URL BB S > LERCREDTIRESENBRERAS R > Al LESRE
LERIWE - FRANEMBARSE » BMEEIEEMERRITRK » WildFire th & 48 E 2 EREMEEL - WildFire EahRiERE
B FE PR EA R TEF M EA DR > MEEAHENRAE T RABRETERNEES) > AIGEH URL &k o
BN TZEEERANERREXREPHRINEE » BEURE THREZNEE - ZERAD T IRERHEETT WildFire £
i EREAREERSHEHNDHE > PHETEERABEREREEREN » REEAN R ERSMETIEE B ZIEERAIE
B2z o

AR FIAEFEHEER o WIRFMER - A2/ Prisma Access FREERIHTE o

* BEMMMRARE

,/, pa Ioa I to® ,;;e;ijj: : www.paloaltonetworks.tw

NETWORKS

B4R | 0800666326 © 2022 Palo Alto Networks, Inc. Palo Alto Networks & Palo Alto Networks 4
EEEIR o RN TR IR EIREE
https://www.paloaltonetworks.com/company/trademarks.html o Zx3C32 K
PR EMIEE EAERBARMER Z &R

prisma_ ds_ prisma-access_ 082922

% . contact_salesAPAC@paloaltonetworks.com

Palo Alto Networks &i#{&RE
11073 BtH{EEEMIZER 100 SFAIEEILERS 34 12


https://www.paloaltonetworks.com/resources/datasheets/cortex-data-lake
https://www.paloaltonetworks.com/content/dam/pan/en_US/assets/pdf/datasheets/support/prisma-access-service-sla.pdf

