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Figure 2: lllumination map showing allowed connections in green and blocked connections in red.
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Figure 3: lllumination map: potentially blocked links are shown in yellow.
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Leading Global Alirline

Apply Zero Trust control across 3,000+ servers and 600 applications located
both on premises and in Azure and AWS clouds.
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Challenge

Wanted to improve their security by applying Zero Trust micro-segmentation
Before Illumio and least privilege. But existing tools were slow, inefficient and unable to
integrate visibility with policy management.

After lllumio Designed and applied Zero Trust Segmentation across the organization in
under 3 months (compared with 12 to 18 months with legacy tools).
“Whenever we introduce new servers or applications, lllumio is part of the
commissioning process. It's proven to be easy to deploy and implement. And
lllumio has helped us be more application-centric.”
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Testimonial

YC Chan
Head of Infrastructure Engineering
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Global Insurance Leader

Apply Zero Trust Segmentation across 10,000 workloads in globally distributed

Challenge 3 .
9 data centers and multi-cloud environments.
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Used physical firewalls and virtual firewall appliances for segmentation.
Before lllumio But as the organization grew, this approach proved to be labor-intensive,
complex and almost unmanageable.

Rapidly applied flexible, scalable Zero Trust Segmentation. Now able to
After lllumio B ; 3 TR
maintain consistent security as the organization expands and evolves.
Testimonial “Illumio Core enables us to roll out firewall changes much faster than before.
Previously, it would be days or weeks. Now it’s minutes or hours.”

Nick Venn
Global Collaboration and Cyber-Infrastructure Manager

Telecommunications Leader

Apply Zero Trust Segmentation across a globally distributed organization with

Chalianga both on-premises assets and hybrid and private clouds.

Commissioned an external audit that recommended Zero Trust Segmentation
Before lllumio to achieve real-time visibility, prevent lateral movement and strengthen the risk
posture across an expanding organization.

Reduced segmentation operational effort by 25% and segmented all high-value

Atee Homio assets within 4 months of launching lllumio.
“Ilumio Core proved to be technically superior, not just in terms of what it
offers, but also its functionality and how it works. It was the most mature
solution that actually delivers on its promises in a way that's stable and
Testimonial consistent.”

Jacqueline Teo
Chief Digital Officer
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