HCLSoftware
® ¢

)\. .

> ' i
> [: s
. -
. ¢ . y
OHCL AppsScan source -
. O\
AR 1A
Fast, Accurate, Agile _
Security Testing >
?
4 &
Kevin Chia (CEH /1SO 27001 LA) v
Secure DevOps Technical Advisor . ) 4 Q\
Greater China / Japan / ANZ é

Copyright © 2024 HCL Software Limited | Confidential



HCL AppScan

H7 360° o] tR14ERI5EEE AppSec F

EGRvRSER

HCLSoftware

AR

DevOps A B

BEZAE

SCM
Robust API

b
ERRENL: BB

Yedle O] R 4o [l b EAHL M » IRTEZRES « SFRAEA LS
ZhEEN - 7748 (Triage) BEN{EE(Auto-Remediation)

3% 98 St BV Ha B2 filo
SAST(IR#5) » DAST(#E) « IAST « SCA
Secrets ¢ APl ¢ Container
SSCS e |aC « SBOM

EREA

Eiw (SaaS)
1t Ui
B &Hybrid
MSP

AppScan for You
(EPN el

Advanced

Technical Services
T1E3s ~ BIIFRER AR 7S

AppScan

On Demand
THEE R



AppScan Source g

vV V.V VYV V V VY V

i B

Al

%E

(SAST)X. & "BH&E

O] EA AppSCAN ENTERPRISEZEZ &

AY

71\

EWSRIE:

N=MK
oo
AR/

BRTTER

CI/CDZEE S - RestruL APIFE FS, Jenkins, Github, Azure Devops

ZIRES
T
SEIN ot

=nlgvgs

A PR

HCLSoftware

e

nyw

212
E

P d

'.I:III|'
’

T

=ISESA

=
==

ICA/IFA — A
XA

N=PaSvi
/EE [ A

5

T EOEE

=

u”
I

© AppScan Source for Analysis

=12 X%E %7 &5 :OWASP Top 10 2021, Mobile Top 10, CWE
O] B Enterprise

id

% Q-0

File Edit Scan Tools View Perspective Help
[ Configuration £ Triage [ Analysis
%# Findings 1 dgf 0-a@ @A 70
v % Findings (6) || Trace  Seve..  Classificati..  Vulnerability Type APl Source
:." §°"""°" :z: E“:: :”:05’(“"‘;"“'1 Medium  Scan Covera.. AppDOS.ConnectionClose java.sql.Connection.close
) Comerion API Colk AuthenticationcEntay Medium  Definitive Authentication Entity java.sal.DriverManager.getConne.
{%) Common API Calk: ErrorHandling Revea| e i , e ;
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TR Cormront B Pt i B ow can Covera.. Qualy TestCode jovaio PrintSteam printin )
28 High  Suspect Injection.SQL jova.sqlStatement executeQuery  <estemal_ source> (. )void
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8 Trace 3 g < > @
SQLinjection
D] <ertemal_source> & main
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[] vatidate & append & append & append & append & tostring
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[ sQuinjectionjava 52

conn = DriverManager.getConnection (
4 stmnt =

ResultSet rs = stmnt.executeQuery(query
while ( rs.nexc() )
«

)

4 rs.close ():
stmat.close ():

1 conn.close ():

2 } catch (SQLException err)

¥ Finding Detail 53 =]
~ Details
Context:
Classification:
Vulnerability Type:
Severity:
Bundle:
~ Reporting
Lines Before:
Lines After

e

(@) Remediation Assistance 52

[108C executeqQuen] Iniection.soOL

Injection Database 89 - SOL injsction

Vulnerability
JDBC executeQuery

The method java.sql.Statement . executeQuery() is a common interface
to stored procedures, prepared statements, and dynamic SQL statements.
When used to execute dynamic SQL statements, executeQuery() is
vulnerable to SOL Injection attacks. All three SQL statement types may
also be vuinerable to other input poisoning attacks depending on the use of
the data.

SQL injection is the insertion of malicious SQL commands inside the SQL
commands generated by the application. Typically, an attacker uses SQL
special characters to prematurely terminate the intended command and
execute another command that requests data from a completely different
column or table, or perhaps deletes or modifies such data.

The database behind a web application is a very rich target and SQL
injection has been developed into an art of sorts. If a web application
accepts text field values from the client, there is a strong likelihood that
SQL injection attacks will be directed through it from time to time.

An easier attack through executeQuery() is to modify fields such as a user
id to get access to another user's account or a price to get a super deal on
merchandise.

| Example 5

final String custID = httpRequest.getParameter("cust

Einal String Sl e ek rrem Cuttouer Whece CostomaiiD =
£inal Statcant statoment = connection createstatentntO;
Final boolean rsReturned = statement.execute(sal);

while (true)

V{F (rsReturned) v
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Select Project Type

Select the type of project to create.
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org.apache.jsp.feedback jsp

L] jspService
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SOURCES
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INTERMEDIATE NODES
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javax.serviet.http.HttpSession

com.ibm.security.appscan.altoromutual.model.User

java.lang.StringBuilder

java.lang.StringBuilder

javax.servlet.jsp.JspWriter

| getAttribute

[ ]getLastName

Sappend

SrtoString

[= print

return value

user

Temp#21@0

Temp#20@0 . java.lan...

Temp#20@0 . java.lang.St...
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altoromutual.war 730
Authorize.net.jar 74%
FtpServer.jar 68%
mockito.jar 13%
SQLConnection.jar 67%
webgoat-container-7.1.wa.war 85%
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Dockerfiles, docker-compose (yaml), K8s Pods (yaml), sh / bat

Rule

Exposed Docker Daemon Socket

User Not Specified

New Priviledges Not Blocked
Running Container As Privileged User
Default Security Profile Disabled
Mounted Volumes Not Read Only

No CPU Limit Set

No Memory Limit Set

Kernel Capabilities Not Configured
Restart On Failure Not Limited

No Ulimit Set

Root File System Not Set To Read Only Medium
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INTELLIGENT FINDINGS ANALYTICS (IFA)
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INTELLIGENT CODE ANALYTICS (ICA)

HEUFRNER
1ZRCsEsy IEtED R RIEWEMDEE B ECIERE
TAINT
12,871 193 98.5%

PROPEGATOR
SOURCE 30,675 724 97.7%
SINK 31,335 64 99.8%

EEHREMNER

F ICA 3EI# Java 8 300K REEROGER

(8 HEAHE) B FE#IEFE M SpringBot 1 Play 242 48EEH0RE
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* Software Security Profile
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o O] U4 R 2 AppScan Enterprise

B JspWriter APl Ei§FEBRBAZE HTML HE., NRFRIFEFHIREETARE, BEFEH
B, N8, MRFEREEMREMASEMAZEERR, WMEEFALHE JavaScipt EBEEEE

o TT | Script 3t HTML EE. SRk, SL Script #FERA Script A Web BIESSSIE(THES, WEHRIR
—-[ J/ ’{ H_f me % ﬁs‘ ﬁﬁ EJ Ap P Scan On Cloud FRAENRS RS TR TIURRAEISET, EmE XSS K,

> TR IEEE A

HCLSoftware



O

HCL AppS

hcl-software.co



	投影片 1: HCL AppScan Source
	投影片 2
	投影片 3
	投影片 4
	投影片 5
	投影片 6
	投影片 7
	投影片 8
	投影片 9
	投影片 10
	投影片 11
	投影片 12
	投影片 13
	投影片 14
	投影片 15
	投影片 16
	投影片 17
	投影片 18
	投影片 19
	投影片 20
	投影片 21

