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SUPPORTED PLATFORMS &I &

CimTrak for Servers, Critical Workstations
& POS Systems {328 - FA# T{FiusHl POS Rk
WINDOWS XP, Vista, 7, 8, 10, 11, Embedded for Point of

Service (WEPQOS), POSReady, Windows 10 loT Enterprise,
Windows 11 loT Enterprise

WINDOWS SERVER 20083, 2008, 2012, 2016, 2019, 2022
LINUX Alma, Amazon, ARM, CentOS, ClearOS, Debian,
Fedora, Oracle, Red Hat, Rocky, SUSE, Ubuntu, others
FreeBSD 12, 13

SUN SOLARIS x86/SPARC

MacOS 5, 6,7,8,9, 10, 11

HP-UX Itanium, PA-RISC

AIX6.1,71,7.2,7.3

Windows Parameters Monitored Windows EaiE&: Bl

FILE ADDITIONS, DELETIONS, MODIFICATIONS,
AND READS

ATTRIBUTES Compressed, hidden, offline, read-only,
archive, reparse point, Creation time, DACL information,
Drivers, File opened/read, File Size, File type, Group
security information, Installed software, Local groups, Local
security policy, Modify time, Registry (keys and values),
Services, User groups

UNIX Parameters Monitored UNIX E5iF&8]

FILE ADDITIONS, DELETIONS, AND MODIFICATIONS
Access Control List, Attributes: read-only, archive, Creation
time, File Size, File type, Modify time, User and Group ID

SUPPORTED BENCHMARKS X IE&E ¥

@’CIMCOR TECHNICAL SUMMARY

Supported Platforms CimTrak For Network Devices
Arista, Aruba, Cisco, Check Point, Extreme, F5, Fortinet, HR,
Juniper, Palo Alto, Sophos, others

Supported Platforms CimTrak For Databases E#E
IBM DB2, Microsoft SQL Server, MySQL, Oracle
PARAMETERS MONITORED Default Rules, Full-text
indexes, Functions, Groups, Index definitions, Roles, Stored
Procedures, Table definitions, Triggers, User defined data
types, Users, Views

Supported Hypervisors FKE#EE%{E
Microsoft Hyper-V, VMware ESXi 3x, 4x, 5%, 6Xx, 7x

Supported Cloud Platforms EifiF&
Amazon AWS, Google Cloud, Microsoft Azure
0 ZIERE SR ERRE

Supported Container & Orchestration Integrations
Amazon Elastic Kubernetes Service (EKS), Docker, Docker
Enterprise, Google Kubernetes Engine (GKE), Kubernetes,
Podman

Supported Ticketing Integrations EHEiHE
Atlassian Jira, BMC Remedy, CA ServiceDesk, ServiceNow

Supported SIEM Integrations SIEM &
IBM QRadar, LogRhythm, McAfee Event Security Manager,
Microfocus Arcsight, Splunk, others FA=bd ]

Supported Under CimTrak’s Trusted File Registry™
CentOS 7, Microsoft Windows 7, 8, 8.1, 10, 11, XP, 2003,
2008, 2012, 2016, 2019, 2022, Oracle Linux 7, Redhat
Enterprise Linux 7

ALIBABA GOOGLE Chrome, Container, PALO ALTO
ALMA Kubernetes POSTGRESQL
AMAZON ELASTIC KUBERNETES IBM RED HAT
AMAZON LINUX KUBERNETES RHELS
APACHE MICROSOFT Access, Edge, Excel, ROCKY
APPLE MAC OS IIS, Intune, Office, PowerPoint, ROS

AZURE SharePoint, SQL, Windows, Windows SUSE
CENTOS Server, Word UBUNTU LXD, Linux
CISCO Firewall, I0S MONGODB VMWARE
DEBIAN NGINX

DISTRIBUTION INDEPENDENT ORACLE Cloud, Database, Linux,

FEDORA MySQL

® | cIMCcor

REQUEST A DEMO

Cimcor develops innovative, next-generation, file integrity monitoring software. The CimTrak Integrity Suite monitors

and protects a wide range of physical, network, cloud, and virtual IT assets in real-time, while providing detailed forensic
information about all changes. Securing your infrastructure with CimTrak helps you get compliant and stay that way.

CIMCOR.COM | FOLLOW US @CIMTRAK

CIMTRAK

TREZEmMEN - Ha: e 2R CER BRBRRNBIRAT (02) 2914-8001

© CIMCOR 2023 | TECHNICAL SUMMARY v4.1



