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FEATURES

WAPPLES

4EUL{RE Web Protection

HTTP&#R4E2:E / HTTP Compliance Validation
o B JINE / Brute Force Attack

Tro EiZ4%48H / Tor Nodes Blocking

Web Socket 1Rz / Web Socket Protection
4AuEANZEE / URL Encryption

o OWASP ZZ1Z88 / OWASP Secure Header

BRINEELE
- EMBURKISE / Masking of Sensitive Information
o TAANENIEEIR / Private Data Exposure

fEREEEH
* Layer7 FRFZE1 &1 /
Layer7 Server Load Balancing
o FhEEEE / Sticky Session
o HTTP [B#4g / HTTP Compression
* SSL #E1&E, / SSL Offloading
e XIEHTTP/2.0 / HTTP/2.0 Support

[ERRFELEIRE

o OWASP+Xi%E / OWASP Top 10 Vulnerabilities
SEAINE / SQL/NoSQL/LDAP/Xpath Injection
ERRsSImIEANE / Server-Side Injection
B 4RI DDOS / Application-level DoS
EnsERSAIRI B a3 /

CAPTCHA and Browser FingerPrinting

o EHEMET / Virtual Patching

PEiAILIE S TEINE / Cross Site Scripting
FEMEILERIBIE / Cross Site Request Forgery
HE#k#IE / Path Traversal

EEEIEIMENHE / Web Scraping Protection
FERER / RS TERERE

Application / Server Error Handling
BIR/ A EE / Remote/Local File Inclusion
Z R4t / Parameter Manipulation

» Cookie 13 / Cookie Poisoning

EE X4 18 / Malicious File Upload

4FULELEY / Website Defacement

TERE A& 18I / Bot Detection

o BRFEINZEERRHFE /Zero-Day Attack Protection

AP| {R3&

o Xml Z2#%/DoS £ / Xml Schema/DoS Protection

« JSON Z2#&/DoS 1% / JSON Schema/DoS Protection
* YAML Z2#8/DoS 1%z / YAML Schema/DoS Protection

HEAR

o BFEEI / Transparent Inline

» REEEETR / Reverse Proxy

» EAKREEES / Transparent Reverse Proxy
o EZ18(851%)1& 20 / Offline Monitoring (Mirroring)

EENREES

+ BEZEMEAI / Custom Rule

FEERMZ 2 HREE / Preconfigured Security Policies

IP{S24%38] / IP Reputation

P12 E I8 / IP Geolocation-based Blocking

o HTTP 1Z88#%# / HTTP Header Control

URL#ARS424) / URL Access Control

« URL / HTML / Base64#2H5 /
URL/HTML/Base64 Decoding

 REfEEESD / Risk Scoring

HAhIHaEE
o BRIEFIEZER / Self-Diagnostics and Alert
o LDAP / Active Directory &
LDAP/Active Directory Integration
P & BB ZPSEREREE / Admin Console Login with 2FA
SRHIRIERIR / Fast False Positive Recovery
SSL / TLS WrAR B ZiHZES] /
Weak SSL/TLS Version & Cipher Control
* SSL/REEIE / SSL Certificate Management
18 IPv6 / IPv6 Ready
o M4 HSM / Network HSM Support
* 71& SSL MNE-K / SSL Accelerator
o &M SSL ZRf#TFE / Secure SSL Key Storage
* WebshfETE / Web Access Management
» YIEFFIH&E / Client Certificate Support

BIRMRE
- AE /| aRIERENE
Web / Command Line User Interface
EHIEREEY / Customized Report Generation
BRE T EEZFERS /
Automatic Report Delivery Via Email, Etc.
« OWASP Top 109 $8#R% /

OWASP Top 10 Categorized Report
» REST API
« SNMP -~ Syslog #1 E-mail E53%
BNAF{&8EMR / Real-time Dashboard
EhEEZERE
o FE)/EE) - FEY/HE EE
« FEIHEREEES / Policy Log Synchronization
o BEHIEAIER HSRRREER

Data Sheet



WAPPLES

WAPPLES SA

WAPPLES EE:=R1FE

WAPPLES SA Web FERBXHE (WAF) > AR ETCEWebERREFESESCHNRINBIZRFENRE -
WAPPLES SA [T A ABERBELESQLIE A M E IR EERIA (XSS) ... 5EWebIWE S} »
FEBREFH COCEP™ EEERAISIZE » BRI ARG LEEUEHE ~ FHuhSI8M T RAOMBRIARE -

WAPPLES SA HHRAEERMHERNMGRE > EMBREFPEENTEZRT

1) COCEP™ : Contents Classification and Evaluation Processing W& 81514 R IE

B #:2 iR IhBE

73T HEE R SEROWebIRTS - WA A R ISR R FEBUR SRR RE
WAPPLES SAFR B BZETNAE - EHFERBRINSIERERKETEERSE
TAEFMURAEEBREZEZ/MER > BSBBREELQERSERER -

WAPPLES SA YRR ES

" BT A EB AR ETIHEER

n LIEEHHRE HTTP/2 1 TLS 1.3
" ARSI RERE

s AIENERE B RSB SRR

» FRBREEMRAR(TCO)

» SHUAMER » BIRBENRE
 ERRCNESLEENBRERETE
» {EALayer 7 EHBAZEBINAT
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WAPPLES SA-50

WAPPLES SA-100

WAPPLES SA-500

WAPPLES SA-1000

piiia==s 100 Mbps 300 Mbps 500 Mbps 1 Gbps
FoiERE 4 GB 8 GB 16 GB 32 GB
EEREER HDD 40 GB HDD 80 GB HDD 100 GB HDD 200 GB
XIB HA Yes Yes Yes Yes
TIEEERER Vmware, Hyper-V, Xen Server, Linux KVM
X IEEH(laaS) R AWS, Microsoft Azure, Google Cloud, Alibaba Cloud
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