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IdentitylQ Privileged
Account Management
Integration Module

Today, many organizations have implemented both privileged account management
and identity governance sclutions, yet both initiatives occur independently. As a result
of these silos, organizations lack the ability to have a unified view of an identity and its
accounts, entitlerments and activity. In addition, they lack the ability to
automate the provisioning of access to privileged accounts, enforce unified access
policies and apply consistent governance practices. All these aspects contribute to
s violations, increased risks and non-compliance with regulations.

potential acces

Establish Consistent Controls On Privileged Accounts

By integrating privileged access and identity governance solutions, organizations
can holistically manage access to privileged and non-privileged accounts. The
SailPoint ldentitylQ Privileged Account Management (PAM) module extends identity
gowvernance process and control to highly privileged accounts, allowing enterprises
to break down management silos and enforce consistent business processes and

policies for better oversight and risk mitigation.

Key business benefits:
* Improve security and reduce risk: Gain complete visibility and establish consistent

controls over privileged accounts.

. + Simplify and centralize administration: Improve productivity by streamlining the
delivery of privileged account access according to established corporate policies.
’ * Integrate with leading third-party PAM selutions: SCIM-based integration allows
for rapid deployment and greater return on existing PAM investments.
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Key Features:

* Automate governance controls: Provide a complete view of an identity's access
and its associated privileged accounts. Governance controls help ensure users
whao have privileged and non-privileged access avoid toxic combinations and
eliminate over-entitled usears.

* Streamline delivery of access: Eztablish centralized administration and control over
all privileged and non-privileged accounts from within IdentitylQ enabling delivery of
privilieged access based on user role or lifecycle event changes.

* Improve security and administration efforts: Cut-of-the-box credential cycling
enables privileged account management sclutions to store and manage IdentitylQ
service account credentials, retrieving them conly when performing identity tasks.

* Flexible and open integration: Provide an open, standards-based integration
framework that supports any 3rd party PAM solution.

SAILPOINT: SailPaint, the leader in enterprise identity management, brings the Power of

THE POWER dantity to customers arcund the word. SailPoint’s opan idantity platform gives

OF IDENTITY ™ organizations the power to antar new markets, scale their workforces, embrace

naw technalogies, innovate faster and compete on a glebal bagizs. As both an

Eﬂilpﬂint-ﬂﬂm ndustry piongear and markst leader in identity governance, SailPoint delivers

cocufty, operational efficiency and compliance to enterprises with complax IT



