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Exchange Server non-owner Sensitive files copied today File Server permission
ACCESS attempts on File Server changes today
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Anomaly Detail

10/M0/2019 3:07:36 PM Severity High
LPDE1/Gemma copled 5 files at 10/10/2019 from 192.168.0.10 Files Renamed Contain Pl

A User Defined Threshold Conditlon Has Been Met Potential Breach of HIPAA Compliance
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Account (Principal) Effective Permission [ D _-“
Lpde1yill Full Control e v o v
Lpde1\Paul Full Control L b L L
Lpde1\Bill Full Control v v o v

Files in Folder : Accounts

[5 clients - Copy (2)txt @ Credit Card - Visa + UKPhone  1+1+1+1+1
[3 Clients.txt.encrypt & Credit Card ;OO

[&] Customer details.png “= No Sensitive Content NIA
Database.doc B Credit Card + SSN 100 + 500
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W Lepide Identify

Drag a column header here to group by that column

Component Name File Content Type Count
o e L e

File Server Trevor.xlsx US Driver's Lice... 1

File Server Anna.xlsx US Driver’s Lice... 1

File Server David.csv US Driver's Lice.., 1

File Server Salaries.csv Mational Insura... 135

File Server Budget.ppt Credit Card Info...  §

Dropbox Pre-notes.docx Credit Card Info... 5

File Server LetterToCEQ.decx  Mational Insura... 10

Dropbox Paul xlsx US Driver's Lice... 1
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