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Search Achievements Q Host can be forced to
authenticate by a rogue server ¢ 4 7 Host can be forced to
v authenticate by a rogue server
‘]0 Created Domain Admin 1 4 7
user A - Domain PCYSYS
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' Simulate Fix
ST, User: :

Create Ticked In ServiceNow

validats ollonds . . Captured credentials over HTTP
Parameters

2 0.0 Domain: pcysys

. 1 \ 4
8.3 Jenkins Default Login - w SMB server on endpoint does not
|
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7 5 Unasthanticated Airflon e — Uses
inslance v - 5.5 wost 192.168.80.12
T CVSS Vector String
Executed code remotelyon 2 P 3 1SS 3 17AV N/AC 'L /PR N/UIR/S
72 the host v R
Insigh
71 Found a user with 2 Y Sight
. Www RCE c.p‘u“s v ! . Performed a relay attack over In cases where the DNS server falls n name
LDAP resolution queries, the LLMNR, NetBIOS-NS and
' MDNS services attempt to resolve them. Since
5 0 Jeqluns Open — ' 5.4 - cleanup those are a broadcast protocols, anyone can
Togrtiration ™ respond to the query. An attacker may refer the
request to a machine in his control using a man-
5 0 Apache Airflow 1 in-the-middie attack, And obtain sensitive data
Configuration Exposure v such as username and password hash.
Remediation
Opened remote control 2
3.3 SR < T i o g It is recommended to disable the LLMNR
Protocol in the group policy settings. By going to
10 Doma ‘Computer Configuration/Policies/Administrative
2 5 Server Status Disclosure , condbok sl o R a Templates/Network/DNS Client/Turn off
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