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Fortinet Virtual Appliance Solutions

Consolidated Security, Management and Reporting

Choice of Form Factor

Few organizations use 100% hardware or 100% virtual IT infrastructure today, creating
a need for both hardware appliances and virtual appliances in your security strategy.
Fortinet allows you to build the security solution that’s right for your environment with
hardware and virtual appliances to secure the core, the edge and increase visibility
and control over communications within the virtualized infrastructure. FortiManager
virtual appliances allow you to easily manage and update your Fortinet security
assets — hardware, virtual or both — from a single pane of glass. FortiAnalyzer

central reporting, FortiWeb web application firewall, FortiMail messaging security,
FortiScan vulnerability management and FortiAuthenticator user identity management
appliances round out Fortinet’s current virtual appliance solutions.
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Proven Success in
Virtual Environments

Fortinet introduced Virtual Domain
(VDOM) technology in 2004. Since
that time, we have offered virtualized
security to service providers and
enterprises alike. With the addition

of the virtual appliance form factor,
Fortinet now offers greater choice and
flexibility to customers by providing the
ability to deploy our security solution
within existing Cloud and virtualized
infrastructure.

e Complete solution for the Cloud and
virtualized data centers

¢ Rapid deployment capabilities

e Increased visibility within virtualized
infrastructure

o Ability to manage physical and
virtualized appliances from a ‘single
pane of glass’ management platform

e Simple, scalable licensing models

e Support for multiple virtualization
platforms




@, Unmatched protection ~ Virtual machine security with

& flexibility y unmatched product line breadth
For your data center and cloud Q AN Fortinet offers the industry’s most complete
deployments, Fortinet’s industry-leading & N\ virtual machine security technology line-up.
combination of next generation physical You can deploy the security you need where
and virtual machine solutions provide you, with the protection you need it in your cloud and data center environments,
and flexibility you need to easily and quickly take advantage of including unified threat management/next generation firewall,
these technologies. web application firewall, database and messaging security.

The Fortinet Virtual Appliance Family

FortiGate-VM multi-threat security e  Enterprise-class protection against network, content and application-level threats
e (Consolidated security in a virtual form factor
e  5virtual appliance models available.

Command and control for Fortinet infrastructure

Stackable license model to grow with your environment

e Enables Cloud providers to segment tenant policies into separate administrative
domains (ADOMs).

FortiAnalyzer-VM centralized reporting e Aggregate log data for forensic analysis
Perform vulnerability assessments of networked hosts
e  (Generate graphical reports to aid in demonstrating compliance

FortiMail-VM messaging security e Block spam and malware from users’ inboxes
Archive mail for compliance and e-discovery purposes
Advanced inspection capabilities eliminates message-based threats before they can affect
your users

FortiWeb-VM web application security e Protect, balance and accelerate web applications
Improves security of confidential information and aides PCI compliance
Security solution specifically designed to protect web applications; including cloud-based
farm deployments

FortiScan-VM vulnerability management e Provides both active scanning and passive observation
Identify and analyze unmanaged devices and assets on your network
Offers remediation recommendations based on available patches and existing workflows

FortiAuthenticator-VM user identity e Low cost per user and a stackable licensing model for a flexible and cost effective solution
management e  Standards-based secure authentication which works in conjunction with FortiTokens
e  (Certificate Authority functionality simplifies your CA management

FortiManager-VM centralized management

VIRTUALIZATION PLATFORM SUPPORT FEATURE SUPPORT
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Virtual Appliance v4. v56.1 v5.6SP2 v6.0 Xen 15-day 60-day
FortiGate-VM X X X X X X X embedded trial Validation
"""" P P P P Virtual Appliance ~ 32-bit  64-bit trial available Stackable Process
X X X « T FortiGate-VM X ox LENC X FortiGuard
« « « « Amazon AWS FortiManager-VM X ox X x X by IP
X X X X FortiAnalyzer-VM X oox X X X by IP
77777777 X X X X X X FortiWeb-VM XX X FortiGuard
FortiAuthenticator-VM  x M M FortiMail-VM __x LENC X FortiGuard
""""""""""""""""""""""""""""" FortiScan-VM _x LENC X X by IP
FortiAuthenticator-VM  x X X by IP
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|6BBR K HE  S00Mbps

Description

FG-FW-1000-UG
Fortinet 4FR&HH K&

|6ERB KA

RGO B IBUR » (£ fE S 4 9F  [PSEC VPN,

G2

Vmware
Hyper-V

FG-VMO01/VM02/VM04/VMO08

Fortinet ¥7tH-AAEEERH K& S00Mbps
(& FW, IPS, Application Control, AV,

‘Web Filtering and  Antispam)

=« IR CPU B& 1/2/4/8 I

AR

T T EEERS K
7% 1 CPU

SEEFHE 1Gbps SHRFHE 1Gbos SSL VPN, SLBCEMEBTA ) R S gg‘x’;n
(Witeless Controller)
KVM
FG-VMO01/VM02/VM04/VMO08 AWS
Fortinet 48E&EH K HS |4BR B K A
@SR IR CPU B 1/2/4/8 TU{E |57 4% 1 CPU
R FHE)
FG-NGFW-Base
Fortinet i iHRAEEREHKHE S00Mbps | TEARABREBH K&
(& FW, IPS, Application Control, AV,  |500Mbps
‘Web Filtering and  Antispam)
FG-NGFW-1000-UG Vimware
Fortinet. F{HLAMEER OB S RO KIS RIBOR - (A% 5 {3998 IPSEC VPN |Hyper-V
FEEFER 1Gb i
SR 1Gbps SERFH 1Ghps SSLVPN, SLBCEMSSMITA) - MEUERSEME [CiixXen
(& FW, IPS, Application Control, AV, ( Wireless Controller) » AER4 » FEFIR2PHE » 73 » |OpenXen
'Web Filtering and ~ Antispam) RN » BRRE KVM
AWS

Fortinet &7 HEEHHR ALK
SCIRBETER - 1 GB/Day

CIRBETR - 1 GB/Day

FMG-VM-Base EhEEH LN
Fortinet & EH 447 10 &5 Fortinet B KA EH > BEMETIRE (BUR - BZHE|Vmware
EORHE) R REELS r, 158 10 B35 Hyper-V
FMG-VM-10-UG T A AWS
Fortinet £ EHAL BETHE - 10 B5%tE
FAZ-VM-BASFFortinet £ Hik#k o sk £
X
Vmware
Fortinet B KA4HYEET HetREH 24 Hyper-V
FAZ-VM-GB1 S b iR A AWS

FSA-VM
Fortinet St TELSA (ATP)

SHERE DB REE (ATP)

BIERFEATI0RE AR - SRR SR E TR T B
KRESEVIER - PPAEE SRR A BEAEE
ST BV R B SRR -

[ VMware
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FWB-Base

Fortinet SRERERITKIVAR) | L B IKIE VAL
25Mbps

25Mbps

FWB-100-UG s et OV AR

Fortinet 483 FAREE KIS (WAF)
PRI 100Mbps

SEE 4R 100Mbps

FWB-VMO01/VM02/VM04/VMO08

Fortinet 483 FARESEKIE(WAF)
(= R CPU B 1/2/4/8 VU{H
REFTALR)

|aBuL e AR K (WAP)
~#& 1CPU

AL EREANIGEDIRE (WAP) » ®RER
HH B B R EHEE IR

Vmware
Hyper-V
Citrix Xen
Open Xen
AWS

FAD-Base

Fortinet ST HARG féf%ﬁwgmw)
(SLB) 1Gbps D
ot i EMERTHAGCLE)

Fortinet FI#EBFE L4

SRR TSP - SRR EER T (GSLB)

3 4
(SLB) #EEFH4% 1Gbps PRELHE. 1Gbos FARESEETE (LLB) SIhE Viware
FAD-VMO01/VM02/VM04/VMO08
Fortinet TREFTEAGOLE) | EHERTEHAFSLE)
FHHEH - IR CPU & 1/2/4/8 VU |73 1 CPU
BRI
FML-Base
Fortinet FZATHRENE BEER S 20 ’lioomﬁf‘m@‘ RERAE
100 ARK
FML-300-UG [ VMware
: R BB R R
Fortinet EZH/ BB BB RS . Hyper-V
e EREEET R 300 A BT B A - R ¥
KVM

FML-VMO01/VMO02/VM04/VMO8
Fortinet  SZArREME REWFFRE H 4R
(7= IR CPU 80&: 1/2/4/8 VUi
BREFRHE)

AR BB R 2 AR
% 1CPU

FAC-VM-Base
Fortinet BA7#028 4%t
(Authenticator) 100 ARK

By 5038 %47 (Authenticator)
100 ARK

FAC-VM-100-UGFortinet SH7ER38%4
4 (Authenticator) fEFEBEF 4K
100 A

By 5038 %47 (Authenticator)
(HEAEEEAK 100 A
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