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CROWDSTRIKE FALCON PREVENT™

NEXT-GENERATION ANTIVIRUS
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FALCON DISCOVER
CROWDSTRIKE IT HYGIENE

Get real-time visibility into who and what is in your network. Instantly get an

accUrate inventory of the systems in your environment, of the software they

are running and of hew user accounts are being utilized.

KEY BENEFITS

FALGON DISCOVER — REAL-TIME VISIBILITY ahgapications
AND INVENTORY

For IT and Security teams who need to identify and track computers

» Be better prepared to
face threats
and applications on Lheir network, Falcon Discover™ is the

CrowdStrike™ IT hygiena solution. Faleon Discover menitors and o
» ldentify rogu IMpLUters
inventories systoms, application usage and user account usage instantly

ir real time.

#» Find unprotected systems
* See who is on your network at all times — The real-time system

invant ives view of all managed & inmanaged devices in i ; y
ary gives you a naged and unm I es i » Find out what ap [I:l|H:FJtIEI He

the environment in a simple dashboard with drill-down options. your users are truly using

= Find out what applications your users are running — The real-tima N ;
g privileged accounts

=

application inventory providaes a view of all applicalions running in being
the environment via a simple dashboard with drill-down options. You
can see what apps are CURRENTLY running on which hosts without
impacting the endpoinL, You can also determine when the application
was originally launched and pivot to other endpoints running the same

app to gain more context, finding usage per application or by host,

See where and how user accounts are being accessed across
your environment - Account monitering provides visibility into
the use of administrator credentials and password resets across

the enterprise. Falcon Discover provides insight into logon trands

{activities/duration} where cradentials are being used, and

password update information.
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KEY PRODUGT CAPABILITIES

BE READY TO FACE THREATS

* Strengthen your security posture proactively — Faleon Discover allows
you to identity what is being utilized so you can ensure your best possible
readiness to faca attacks, By reporting unauthorized systems and
applications in your environment, Falcon Discover enables you to improve

your security posture by addressing security issues ahead of attacks,

-

Detact unwanted and vulnerable applications — Detect whether
unpatched or vulnerable applications are being used, 50 you can patch

them halore an altackar can take advantage.

Remediate unprotectad and rogue systems — The system inventory
allows you to find and remediate unmanaged systems and also address
systems that could be a risk on your network, such as unprotected BYOD

ar third-party systams.

Mitigate abuse of privileged accounts — Monitor the usage and creation
of administrator credentials across your enterprise and detect if they are

being used inappropriately and out of context,

GO BEYOND SECURITY
* Reduce licensing costs — The real-time application inventory talls you
how aften and how long users run an application, enabling you to reconcile

license costs with real neods.

* Satisfy compliance requirements — By fully aulomating the visibility and
inventory required to ensure some compliance requirements, Falcon

iscover halps you achiavea, maintain and prove compliance obligations,

ENJOY IMMEDIATE TIME-TO-VALUE —
* Save time, affort and meney — Cloud-basad Falcon Discovar is daliverad
by the CrowdStrike Falcon™ Platform and does not require any on-

pramises management infrastructura.

« Immediately operational — Falcon Discover can be deployed in hours
and hits the ground running, monitoring and recording immediately upon
installation without requiring reboots, query writing, baselining or

complex configuration.

» Zero impact on performance — Inventory searches take place in the

cloud and have zero impact on endpoints and the networlk.

PREVENTATIVE
SEGURITY AND
BEYOND

SBOUTITY Starts with d

Where you're not profec

You can close the naps and be

Ge e

Falcon Discover provides the
visinility and Information tha
security and IT teams need 1o ¢
comprehensive defense against
looay's sophisticated thre

Tl b

izad andpoint protaction by

first and onlycormpany to unify
ion antiviru

and F

Funting

single lightwaight agent.

Bern more af crowdstrike.com
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FALGON DEVIGE GONTROL

Ensures safe device usage, visibility and granular control:
the industry's only cloud-delivered device control solution

ENSURING SAFE AND ACCOUNTABLE CaE
DEVIGE USAGE :

KEY BENEFITS

The portability and usability of USE devices make thermn essential in
today’s enterprise environments. Yet these devices pose asignificant
security risk of bringing malware into crganizations and leaking data out,
both intentionally and unintentionally. Although device conlrol solutions Mitigate risks associated
exist, they don't provide the contextual visibility and granular control with USB devices
required to understand and manage today's powerful devices.

Falcon Device Control™ ensures the safe utilization of USE dovices Gain automatic wSEb”W on

across your organization. Built on the CrowdSlrike Falcon® platform, it LSE device usage
uniguely combines visibility and granular control, allowing administrators
to ensure that only approved device ypsed in your environmant, Contral device us age
When used with Falcon Insight™ end it detection and response 5 S

(EDR), visibility is extended, adding searchable history and logs of USB with precision

device usage, including files wrilten to devices.

Implement and manage
Leveraging the power of the Falcon platform and accessed through the policies without hassle
Falcon management console, Falcon Device Control is the industry's

only 100% cloud-delivered and managed device control solution. \
%&
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FALCON DEVICE CONTROL

KEY PRODUCT GAPABILITIES

VISIBILITY ACROSS USB DEVICE USAGE —
EFFORTLESSLY

Discover devices automatically: Gain
continuous insight into USE devices across
your organization, including those not

covered by apolicy, Falcon Device Control
aulomatically reports device type (2o,

mass storage, human interface, eto) with
manufacturer, product name and serial number.
ou have visibility into all devices operating over
the USE bus, including intermal /non-remaovable
USE devices and those not calegorized as
USE by Windows,

Tap into a wealth of information at your
fingertips: Immediately see which devices
are used inyour environmenl and how they are
being used at aglance via usage dashboards.
Falzon Insight paired with Falcon Device
Control provides insight into processes
exacubed from USE storage, users, and hosts
whare LISE devices were used,

Gain immediate and powerful search
capabilities: Falcon Device Control provides
fast and powerful search capabilities. Examine
your emvircnment forvital information such as
the devices used onaspecilic machine. When
used with Falcon insight, search expands
toinciude historical logs of device usage or
blocking.

Extend Falcon Insight visibility: Monitor
files written to storage, giving yvouvisibility into
whal's belng copled to devices.

Start Free Trial

of Next-Gen AV

Learn more www.crowdstrike.com
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PRECISE AND GRANULAR POLICY
ENFORGEMENT

Ensure strict policy enforcement: Define
device control policies for endpoint groups, and
allowdist and blocklist devices by class, vendaor,
product serial number and/for specific dovics
1D, Define device control policies for endpoints
bioth on and offline,

See the impact of policies before
implementing them: Alerls and dashboards
allcwyou o see howyour policies willimpeact
usersbeforerolingthemout,

Define granular policies for drives: Allow
read/write or read-only access, while
blocking execution of applications on USEB
drives.

Automatically get device information

for guick and easy policy creation and
management workflows: Falcon Device
Conbrol automatically obtains devices vendor,
class model and serial number, without
requiring the use of external tools or device
managers, allowing you to create policies for
all devices being used in your environment.

SEAMLESS INTEGRATION WITH FALCON
ENDPOINT PROTECTION

Cine agent, one console, one platform: As a
100% cloud-managed and delivered solution,
Falcon Device Controlis enabled via the same
lightwelght Falcon agent, managed by the
same console and fully integrated with the
Falcon platform,

Immediate implementation and
management: Falcon Device Gontrol hits the
ground running and is operational in minutes.

EMPOWERS YOU WITH
IMMEDIATE USB DEVICE
VISIBILITY AND PROTECTION
AT YOUR FINGERTIPS

VISIBILITY AND
GRANULAR CONTROL




