Change Auditor for
Windows File Servers

Windows &

BY Microsoft Windows 1BZ@Ras2=
SAEPBNEF - —MRMESE » BMAIR
A TSN E B REFTEENBI
WHIEBRE - MBERRREERAZD
BRERZZHPEREEREFEENTR °

L% > #B8Y Windows 1EZ2{ERESRIET)
BN ESRORBEEY LIRS
B EEFEOVBIIS ISR o BRRERENR TR
EREZEDRE IR REEEABNTH
&1 PI—ARERHRIZERE (GDPR) ~ )
BRE (SOX) » XIVFREXEEREZRIRE
(PCI DSS) * INZRRBELAEEA
2 (HIPAA) o RS LRTAE » MBI
BT HE Windows IBZARESETERE
&5 TR, IREIEA

ZARF LETHERVEE FLIBHE » B ~ ORKER

Quest® Change Auditor for Windows File
Servers ORIFFBHPTEESIERNE
RINHEAEE - SEMIES Windows 1BZER
SNLZEMLURIZEH]

B2 Windows 1EZZ(ER2SHV4EREE
#58 » Change Auditor O ZLABHE ~ &
%~ OBERETR » TEREBHEREREX
EEBYEWMBIEIE o 538 Change Auditor
for Windows File Servers » O] DUKESE
IBERAOSEENEEE - WESRABENT
BigEiER - BRITEEREESE 88
158 ~ S5 ~ BEIE « BERRE
ETEEN TROEHEER - QiEEg
ERASHEHIER KB ERNIEVE
(SO ASHEE TR E S ERRNAGE
g » LURESIEBIBIZEE K ©

®, ChangeAuditor [connected to MS9.domain9.local - DEFAULT] as user [DOMAING | Administrator]

File Edit Action View Hel

Click here to filter data...

&) 18] ] ] 1N}

I 0 Result : Protected (7 items)

WO vedum  37242013343PM [ File System  MSStdlminisustor  Failed fle access [duest nckdowr)

PO Medim w24/2m3343PM [ FieSystem M9PAdminisiator  Faied fle access [Quest ockdovin)

B O Medim  3/24/2013343PM [ FleSystem  MSS\drministiator  Failed fle acosss (Quest ookdovin)

[uest lockdown]  MS3  Other Custom Fi.. DefaultFirst SiteName DOMAINI
Jl
)
)

.g} Medium  9/24/2013343PM (] File System MSS\Administiator  Failed file access

B O vedun  9/2420133.48PM [ FieSystem  MSStAdminististor  Failed fle access (Quest ockdown

Ms9 Other Custom Fi.. DefaultFirst-Ste-Name DOMAING
MS9 Other Custom Fi.  Defaul-First-Site-Name DOMAING
Ms3 Other Custom Fi. Default-First-Site-Name DOMAING

MS9 Other Custom Fi.  Defaul-First-Site-Name DOMAING

B O Medim 9/24/2013348PM [ FleSystem MSQhdrminisiator  Faied fl acosss (Quest lockdown)  MS3 Other Custom Fi.. Default First-Site-Name DOMAING
B O Medun  9/24/2013347PM [ FieSystem  MSStadministiolor  Faied fle access (Quest ockdowr)  MSS  Diher Custom Fi.. DiefaultFirst SiteName DOMAING |
=| B Result : Success (503 items)
O vedum  5/242013343PM [ FilSystem  MSS\Adlminisustor  Folder opsned MSS  Other Custom Fi.. DefaultFist-SiteName DOMAINI
B O vedum  9/24/20133.43PM [ FieSystem  MSS\Administislor  Folder apened MSS  Other Custom Fi.. DiefaultFirst-SiteName DOMAING
O Medum 3242012 3.43PM I File Svstern M35 Folder ooened MSS___ Other Custom Fi.,_ DefaulFirst Site DO,
[ copy (=3 Email § PHint = g Knowledge Base... %5, Comments. ﬁ Disable lated. e - x

@ Medium severity
& Who  MS3uAdministiator
(@) Where MS3 Source: Q| nse

& | MsSAdrinistrator
£ View Contact Card...

[ what Access to file CMU. i L Server s @ | view Resources DOMAINSMMS . [ Result Protected
[ File System Actor: 18] | Falled file access (Quest lockdown) Facliy:  Custom File System Moniaiing
Path chu aL Sewver Studig ()| 8/24/2013
Attibute: Process: | 8 M5 domaindacal

£ ResourceFileLocations. tt.bet

(D) When 8/22/2013349:34 PM
8 Origin MS9.domaindlocal (10.6.162.92)

WRRETETHNREIEEL M - LURE
BB RMERBIANS ©

EELTAERESRREMEREEHE

Quest

8 Change
Auditor

Change Auditor 2FRREDEEA
172 ﬁFD DATEESBHENBET

B o FFIREHES 99% 228
IBXTR R - RPITUK

tBRTEREEE - ‘?‘éf%@%
Faﬁﬁﬂﬂ%ftﬁuﬁ@@}m{ HRE

FIX 500 XEBEZE[RF# 2\ GEYH
17

B
- RBEREENTRENEHSARE

- POLLEERBURER/ERIRK » TIRFIR
1B FIBEYEHIsE ) - Rt/
el

- OBRARLZERR - BEBUITEEN
R BSTESHATRIOVESE - (&R0
HEFNEER » BERRUREBRS
S

- BEHPTEREHMAIER - &1L
RO - LUBRZ =R

- RIIBERNBIRIUZR NGO
W DRETERIERES

- NMERREEZIOIVRIESHE -
DI BRHERE Az S - D& T 6
ER

. BERERESBAEEERTINSRE
H3E GDPR ~ SOX » PCI DSS ~ HIPAA ~
FISMA 0 SAS 70

- RFEDERIYTENZE | QRRNE
SHEF > TBIDH Windows 1BZ(T
NSt



EuMBE BT ILEREMETE

Change Auditor for Windows File Servers
OJErHRTAEA Windows TBZZ{GIRES 2
BIRHEANBEEETE55VERRE
DIERIBENERNIBRENEAENER
858 » IRAISEEIRPTIMEVEES o
MOOLUEERISET » AZFB RS
RZERASINESER - LIS
BBREUEERROE °

fef CHANGE AUDITOR THREAT
BB RS SERAETERPRR RS
BUEFS - WHHEBARE - IRBDR
HERNTE - EMBUEBEEREEH
(=

REWBEN > HLERRBNEE -

Change Auditor for Windows File Servers O]
B L BERRIE A ERICEE NS NI M
B - LIHBEZ EMER < SR EEERT

RimER
WFRTTEBRRBKRES » 55&

EITH) Windows 1EZ(ERFOZ2ITIRR
TRIFE » URSZRAPRICREIE

BERSUNSERABFRE

& Microsoft 8 SQL Server Reporting
Services ENRF » Change Auditor for
Windows File Servers DJENEHEHERR
ERENZ2MEEREERS o FEA
BHNAREBERNE  UMRRIFEES
5] SHIDIAL » & GDPR ~ SOX » PCI
DSS » HIPAA ~ EBIHIEF L EEIREZE
(FISMA) FOTERZIREESS 70 SFHER (SAS 70)
FIRENERRDEK - BEZURE °

RAEHNENBERREEENE
- LIBIERZURERIGRE

Change Auditor for Windows File Servers
S BHHTEZOIRESOVENEE » RE
RRGENBRBESERNERER

FRENRIE NERBENZ EMASREM
573 Change Auditor NSRBI S [Z
RABKERHESNRESE « HHRBIR
FIEZECIR » IR O BIREVSIEIZIGERL

BAfS QUEST
KEVEREER o .. \
Quest RREBOYIES IT HFRIRHER

BRRLOZE - BRFIHGISBICERRE W2
IfER  BETERDP « Z2FEA
REKRPTHARAE - BfINEGESE
SHEREREEE « BRIRE « f—IK
HEE  BoWEsEGHEER IR
Microsoft FEEIEBIFRRSZE ©

BOASHEER

BLRRER SIEM BRRTSZEEES » 1§ Change
Auditor BHFEERZ Splunk ~ ArcSight
o} QRadar o [It%} » Change Auditor OJ
S Quest? InTrust® » B 20:1 BIBHE
REFEM - DEEHIRBHNER
FEBLDEENE - EPIRE « SITR
DMRERB =775 ©

® Changeauditor [connected to M59.domaind.local - DEFAULT] as user [DOMAING Administrator]

File Edit Action e\E
B e G AT v e e |

[ Gridview s Mew ~ B Run

[H Explorer View
k Search

[F] hide Froperties  [Ef Print

ate

Builin Click here to filter data... [C] &l
K5 AD Query

ﬁ Al Events p Shared Search Changes to SYSWOL on all Domain Controllers in last 30 daps

53 Quest Authentication Services (0A5] £ Shared Search Ditectory share added in last 30 days

{7 Shared Alert

O Shared Search
O Shared Search
O Shared Search
P Shared Search
O Shared Search
O Shared Search

) Quest Defender
&) Recommended Best Practice
) Regulstoy Compliance
) Security

{15 Access Contiol -
-5 Access Contral - Ads

Directory share removed in last 30 days
File/Folder added in last 30 days
File/Falder attiibute changed in last 30 days

FileSystemAdmini@software. dell.com; XMANAGEDBY

¢4 Disabled

File/Folder audiing changed in last 30 days

FieFolder modiied date changed in last 30 days
: File/Folder moved in last 30 days
{5 Access Manageme:

ip changed inlast 30 days

E omputer Activity ared Alert isablec leS pstembdmin@software Dell com; %1
5 Computer Activil Shared 8 Disabled FileS pstemAdmini@software. Dell MANAGEDE
-] Ciical GPO Changes O Shared Searct, P
(#1.%5] Dormain Controller Security |0 Shared Searc S alert Custom []
P SharedSear
o

A [ when [ W o, FeebiTo

[ save [ savens - B Run. Subject Line: [ Changetudtor ZALERT_TYPEX from ZALERT_COORDINATOR_NAME: %L

™ Alert Enabled € SendPlain Test Email % Send HTML Email ] Configure Body.

-1 —————— I asduho e
SendAlertTo: [~ SNMP [~ WML [V sMTP ™ 4dld Dwiner(s) of Non-Owner Events —I

¥ idd Managed By
History Search Limit: 50000 =]  EventsPer|
= T T

L F—
»
-

Priority:  [Medium _v] [wrc-07:00) arizona =

Evaluation Frequency: T minutes o

ORI BT - B — TN ©

Quest
quest.com

NG (quest.com) PABAREINEBRRHVE

Quest ™ InTrust & Quest 255254 Quest Software Inc. BVEIZFISHBEIE - WFE
Quest FHIZATEEEEES » 555550 www.quest.com/legal/trademark-information.aspx ©
PrERMERERABERIMEAE

© 2019 Quest Software Inc. {REB—LDIEA o

DataSheet-ChangeAuditor4WFS-US-KS-zh_TW-WL-40818

Quest


https://www.quest.com/legal/trademark-information.aspx
https://www.quest.com/products/change-auditor-threat-detection/
https://www.quest.com/products/change-auditor-threat-detection/
https://www.quest.com/products/intrust/
https://www.quest.com/solutions/gdpr-compliance/
https://www.quest.com/products/change-auditor-for-windows-file-servers/
https://www.quest.com/products/change-auditor-for-windows-file-servers/
https://www.quest.com
https://www.quest.com

