Checkmary

Wi ADY ANI

‘ .l kruntawira

£ SEQURE

FORRESTER

Mend E4E/\FELRE The Forrester Wave ™
‘ MEND gp”"“_c)"Sh'Eld “Software Composition Analysis(SCA)” &4
BB THBESRE

‘ MEND

Open Source &8l 5 EIREE

B ATERY Open Source EAEMA A S RENIFEEL

Gartner BIFBEREIEE » IRTTIN%¥EAE 90% {EF Open Source ° Open Source HIIEZEIFINER -
TEMASESRERZBEPRARHGHRIN—IR > €/ Open Source BEREZ N BIFZEEL ~ EIRMNER -
Mt ALZE LRE - EEREEETE/REI T&E Y Open Source BLEHEERNG ?

RENEERE  MHENS ?

80% 86% 1,000,000 2000+

RITEENERARER S3E 86% OSS 55 0SS 5% 100 Open Source 121
SE 80% kA BOP] B R TR BEMNLE %3E 2000 %7& -
Open Source BIRIENINE > & ZHEFENERER

BAREEEINE HER GPL/AGPL

ERA




ERERARGPEE.. EEATEEER NS ?

B3 E(IFA Open Source FHEMAEEABRBRAENNTFEEH - BREBDHEUKLE - ALL
ZFBANTEIE Open Source FERNEIREZE B AARR - NVD 15i 2021 Fi@ERAVSSIABEZ 18,346
ERIREFRFS 5 ™ Open Source BB TTH - BATLEEZEIEN - Bt - BEEEBEEN@BIERE
RMBIFNZL2EHE - EEEBEEARREINREZRER Open Source °

I} CVSS BEMD

16,000

14,000

12,000

10.000

8,000

: II III
4

2/

OII-II IIIIII

2001 2002 2003 2004 2008 2006 2008 2009 2010 201 2012 2013 2014 2015 2016 2017 2018 2018 2020 2021

wow [l
veoom [l
wicH [l

g

g

2007

1y FAAIANEEARESRFEEDT -
€A Mend BRHEEERZ W B1EIER

FERFA #9 5min for 10k files
RSB & VAN \%
5585 JAN V
- v
A mE VAN \Y
BISE B GRANEK FrigiE4E - BIRFEAN
SEE Ay X Prioritize
BRRF REE X BRI IR HERS
EM(ERBERHE X —RERE » BEILCEY
FHRERE NVD T ERPRESSREE R E

X AXE O XE RRAME V BEXE

_ 25—




11} EER Mend

NEIRRILR 201 &F > BESEENIEEFAZEMF DT (Software Composition Analysis, SCA) AJZEE
s EEEFENEEBEBZ2MEN  IBM » Comcast FIEMEBEREE - MAMMNBRERMISEE
Open Source SN LT E RS RIBHEBARNERA E -

IS EEIARAY
RETE ~ fmA
SSEE:SS

11} Mend %y

Detection & Prioritization

BEEZESBHAEHMNREERE (RENVD
REMLZ2BE®HRMIL) - KZE & H Open Source
TTHRIBEER - X1RBiE 200 EFEE 0 BBEX
BT EE S B 3 BT EN T R R ERHRER
51/ -

Automated Policies
RIUBEEASEZRE KA NEBFEK
HETFERREERK  EEBITERAIME -

BETRF B AB)REE

FEAREH

M ERTEEA]
100 KRAE]

Real Time Alert

A ABIHHE BIZFEE - — B 2 1R Open
Source ML 5ERI ~ MRA - MEBEMENER
NEBRES BB > WiHEBEFEHHFSA -
70 B B SR EE RS - EMSREIRE
TEBHR/NAIEESIRE -

Advanced Reporting

Mend IREZEMEENR  ERTERLASIAEE
Open Source HYARE - 548 B EN BT R EHE
FANERE B35 BENFEERFE
RE— BRI R A BSOS
THEFE -

~ 26 —



11D Mend ERSE

MEND for DEVELOPERS

v

WhiteSource
Advise
IDE

integrations

Repos
integration

MEND

for

MEND for CORE

v

Detection &
Prioritization

aN3InW ‘

Real Time
Alerts

DEVELOPERS & CORE

WhiteSource
Remediate

11} Mend for Developers

HAZAEBREMEEENSE
FEREARZE -

Repository &

£& K Repository #ih (GitHub.com ~
BitbucketServer...) {88 Open Source
T WRPELNTELL2RBHERKFAN
ZEEM > WIRHEERES - AEANEAT
ZEBRENEEIY  TRHSEEMERS
ZBEHUNEMNETR  FHRZEAERESN
#|ERIER Open Source °

o

-
i
e

n

IDE &

—EEStNEASTE  FEHE DE B2RE
HI4REE - EASIRER - T7E IDE hRERR
S WEINERNEERS - JUEDBEBEA
SRS EEEMENBE TENER . hRBE%
SERTH S SMBHEE -

AE/&

Automated
Policies
Advanced
Reporting

{£H Mend for Developers 3 Opens Source FiZERFREIEIEE

2N S B2 EE S (5 P28 Web Advisor IR )

7288 StackOverflow * Maven Central »
RubyGems EHERS > AHBASRME T TH
- Bz MaH c HFFME M
BEEMRE  RERE > RESY > URAEH
FEEREHER - ERFEASRTDUEEEL
BEL2H) Open Source BN EAEEBRAIE

i

O R
s =}

palllg

N
=
=

E

o

Mend REMEDIATE

5 48 89 18 Bt 7T 4 00 HY 50 R 55 R KR AR S
BESANRZEABLHABEERENI M
AR DUINRBERTR - (1S BB EEEE
g RERONRKERAODMEEESTEN
ZE -

_ 27 _




II» Mend Web 7t

Organization Alerts View Al Vulnerability Analysis
Policy Ubraries Securty
Mattigie gl Perdibrary  Per-udnerstitty
Vilations  New Versions = Rejectedinuse "L

E . 9 0 @ 9

ﬁ%%%*&g% 261 16647 4565 2580 0 2402 11598
Lo 1 | LXx L& ... Aralysis
2158 16647 0% 7586 / 7586 0/7586

BRI —HER RER
00« @RI o Vet Wlnersi & Outdaced Outboid Anshyss Coverngs Wctve o oo Anstyred Non (fective

}ﬁ%u ﬁ Flcﬁ % E/\j Open SOUFCG Top 10 Products (95) View A1 Zack Product

Ucenses Ucense Distribution

Product

» .
n -
™ © x
% o ® ~
~ "
» na ®
.
P » e x
z i wa
= 2 o = Teal Ucense Types: 40

core-2.2.1.jar tview impact

nalysis)

us2
thsum: de61321b3c3¢550009ed527c6c2¢ The2ce385ef

Core License (1) EEZE  copyright() [ ]

org.apachestruts Apache 2.0 Home Page (link)
struts2-core Reference POM file Copyright 20002010 Apache Software Foundation

O pen Sou rCe E¥ '%E ﬁ;ﬂ 221 Information  Repo - May be downloaded from a Maven repository
KA ELEHBESEMN

; | e B P
IR e

(Getails) Known Versions (74) More Info

2520 03012010 compare S os Cans
233 3122018 compare Connection apache. 22110
233 2002018 compare Developer Connection scmsvichttps://svn.apache org/repos/asf/struts/struts2/tags/STRUTS 2.2 1/
2518 18092018 compare Tag HEAD
bility Trends
ions ‘ 2014 212 216 218 2481 224 2214 2
201811776
20179787 L] L] (
2017-5638
201712611 L] L ] L ] L] L] L] L] (
Vulnerabilities (32)
Vuinerabiiey id s 3 score CvS$ 2 Seore Published Top Fix
: 443 75 0310-2016 Uptrade to version 23,24
CVE2015-5169 6 a3 26992017 Upgrade to version 23.2¢
Security Vulnerability
General Detalls CVSS 3+ Base Score Metrics
Nome  tewty B3 OBI gy ExploRablicy Meurics Impact Metrics
e Atmach vecter ) B Contdencianty impact ()
onaonsn I veo w0 DO 48 TWOR
=l A oo
E = The Jakarts Whchspart parser in Apache Strets 223 betore 2332 ané Attach Complenity (40)
1515 i s inerract encepen handing and ervee e ionegrey impoct 1) B
n e whic 1ocH

5 50 exncuce arberary commands W 3 rafted Conten: Type.
Dispention, or ContentLength HTTP header, 43 expiofted n the

Privieges taquired () ©)

Con

RUBURARYEER S (B

References (30)

EAEEEEEST it S e

o8 trendrcr comrendiaby securty integenceices 20175438 apache s vidnarsbéry remste code exrcuticn’

Vuinerable Libraries et harp pine
Utrary Name Occurrences Sowrce: CONRIRM
- 32010 son ey AP PTG g che o oo Siplay WIS 045
et Rt i B/Csrvhunnca) Sy WD Ok
- v-cere
¥ Fices (5)

Upgrade version
Upgrate 0 Stres 2002 0 Strvts 15,961
*
@i
Wi shouhd read this AR St 2 develapers and users mpuct of bty Posaibe ACE when perforring fhe upiosd based on
porser

s

438 Upgrace to versen

- 31-




