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FALCON DISCOVER

CROWDSTRIKE [T RYGIENE

Get real-time visibility into who and what is in your network. Instantly get an
accurate inventory of the systems in your environment, of the software they

are running and of how user acecounts are being utilized.

|
| KEY BENEFITS
' » Gain real-time and historical

bility into your a

FALCON DISCOVER — REAL-TIME VISIBILITY and appl|
AND INVENTORY

For IT and Security teams who need to identity and track computers

» Be better prepared to

_ _ face thr
and applications on their network, Falcon Discover™ is the

CrowdStrike™ IT hygiene solution. Falcon Discover monitors and : ; i
» |dentify rogue compute

inventories systams, application usage and usar account usage Peet it
a2 L ¥

in real limea.

» Find unprotected systems
» See who is on your network at all times — The real-lime system

inventory gives a i fall managed and unr vad devices i y ; ]
Wttty Line Fov A Xlvg g HEsL AnG Bnioanag H » Find out what applications
the environment in & simmple dashboard with drill-down options. your users are truly using

« Find out what applications your users are running — The real-time A
e ¥ £ w Seewhere prl'-.-'llr

appliation inventory provides a view of all applications running in are being accessed
the environment via a simple dashboard with drill-down options. You
can see whal apps are CURRENTLY running on which hosts without
impacting the endpoint You can also determine when the application
was originally launched and pivot to other endpoints running the same

app to gain more context, finding usage per application or by host.

"

See where and how user accounts are being accessed across
your envirenment - Accounl monitoring provides visibility into
the use of administrator cradantials and password resets across
the enterprise. Falcon Discover provides insight into logon trends
{activitias/duration) where credentials are being used, and

password update information.




FALGOW DIGCOVER (CORT DO

PREVENTATIVE
M st SECURITY AND

* Strengthen your security posture proactively — Falcon Discover allows H E x'l'll D H |:]
you to identify what is being utilized so you can ansure your best possible i
readiness to face attacks. By reporting unauthorized systems and SECU ['H'nf' ofarts with discove [|rg

applications in your anvironment, Falcon Discover enables toi DA st ;
G & ' i b e il Where you're nol profecled. so

\OU can olose the gaps and be

OBT1er prepared fo face thre

them before an attacker can take advantage. Laleon Dia [ e ]“F

your security posture by addressing security issues ahead of attacks,

= Detect unwanted and vulnerable applications — Detest whether |

unpatched orvulnarabla applications are being used, so you can patch

* Remediate unprotected and rogue systems — The systam inventory "a'IEiIEI[IT"' Bﬂj IHTIZifﬂ'Ii-'jTI[II'I THET
allows you to find and remediate unmanaged systems and also address T e S ol e G
Y _ Bect sy Security.and [T feams need fo ensure
systems that could be a risk on your network, such as unprotected BYOD
ar third-party systems. . [';'|-155T|[-:|['|:!|'-'|H[ b i1nsl

foday s sophisticated thra

* Mitigate abuse of privileged accounts — Monitor the usage and creation
of administrator credentials across your enterprige and detect if thay are

being used inappropriately and out of context.

GO BEYOMND SECURITY
* Reduce licensing costs — The real-time application inventory tells you
how often and how long users run an application, enabling you to recencila

license costs with real nesds,

» Satisfy compliance requirements — By fully automating the visibility and
inventory required to ensure some compliance raquirameants, Falcon

Discover helps you achieve, maintain and prove compliance obligations.

ENJOY IMMEDIATE TIME-TO-VALUE —
» Save time, effort and money — Cloud-based Falcon Discover is delivered
by the CrowdStrike Falecon™ Platform and does not require any on-

premisas management infrastructure,

* Immediately operational — Falcon Discover can be deployed in hours
and hits the ground running, monitering and recording immediataly upon
installation without requiring reboots, query writing, baselining or

complex configuration.

« Zero impact on performance — Inventory searches take place in the

cloud and have zero impact on endpoints and the network,




CrowdStrike Producis

FALGON X

. CROWDSTRIK

CrowdStrike Falcon X integrates threat intelligence into endpoint protection,
automating incident investigations and speeding breach response

CROWDSTRIKE FALCON X

MAKING PREDICTIVE SECURITY A REALITY

For cyber protection teams that are struggling to respond to cybersecurity alerts and dorl
hawe the time or expertise to get ahead of emerging threats, the CrowdSirike Falcon X™
soluticn deliv ical intelligence you nae ile elimirsting the resource-draining
complexity ol incident investigat

intelligence into endpoint prote

response, and enabling security teams lo move from areactive to a prediclive, proactive state.

With the uninue cloud-native CrowdStrike Falcon® platform as a foundation, cyber protection
teams can now automatically analyze makware found onenc finel related samples from the
|n|-_|u-_.,[p i rﬂut‘bl’ mahware search engine, and enric htl‘ll—' results v pmized threat il‘lii':‘.mi;j[-':l‘ltir:'.*.

and orchestrate proactive counterrmeast

Falcon X and inlegrated threat intelliger

antivirus and endpoint detaction and

what happenad on the endpoint, but:

Understancing the threal at this level is the key to getling ahead of future attacks and raising the
cost to the adversary.

Falcon X enables better undarstand the threats they face and
improves the effiicac o] investments with actionable and customized
intelligence lo defend against future '1ﬂm.1-.*1 making proactive security a reality.

KEY BENEFITS

Automates investigations
into all threats that reach your
endpoints

Delivers custom 10Cs to
proactively guard against
evasive threats

Provides complete information
onattacks to enable faster,
better decisions

Empowers your team with
analysis from CrowdStrike®
Intelligence experts

Simplifies operations via
seamless intearation with the
CrowdStrike Falcon platform

\




CrowdStrike Products

FALCON X

KEY PRODUCT CAPABILITIES  xiss

AUTOMATE AND SIMPLIFY
INCIDENT INVESTIGATIONS

Seamless endpoint Integration:

Anabyze high-impact threats taken directly
fromyour endpoints that are protected by the
CrowdStrike Falcon platform. Falcon X analysis
is presented as part of the detection details of
aFalcon endpoint proleclion alert. Security
teams, regardlass of size or skill leval, will never
miss anopportunity toleam froman attackin
their erviranments.

Save time, effort and money:

Automate each step of a cyber threat
investigation and reduce analysis time from
days Lo minules. Falcon X combines malyare
analysis, malware search and threat intellinencs
intoaseamless solution,

Stop bad actors in their tracks:
CrowdSirike threat inteligence provides actor
attribution to expose the motives, tools and
tradecraft of the attacker. Pracfical guidance
and proactive steps are prescribed soyour
team can deploy proactive countermeasuras
and get ahead of future attacks.

FEEMFalcon

SHARE CUSTOM 10Cs
FOR SECURITY DRCHESTRATION

Defand against the most relevant threats
Focus yvour keam on threals you aclually
encountered. Falcon X delivers custom

I0Cs that are derived from the automated
analysizof threats taken directly from your
endpoints. Custam [OCs include protection
against the threat you just encourterad plus
related threats within the same campaign or
rialweare family. This exclusive capability lesds
toadeeper understanding of the threat and a
custom set of I0Cs to defend against future
attacks,

Giain access to CrowdStrike I0Cs

Falcon X allows yvou to expand your defenses
with real-time access to global I0Cs delivered
by CrowdStrike.

Easily integrate countermeasures

Protect against future attacks with [0Cs

that are easily consumed by your security
infrastruciure. A rich suite of APIs and pre-built
fools enable easy orchestration with existing
socurity soluticns.

EMPOWER YOUR TEAM WITH CROWDSTRIKE THREAT INTELLIGENGE

Baceaiva tnustad, in-depth threat inteligence reports from the global CrovwdStrike

heeNGeNce  inteligence team inchudingresl-time threal alerts, lechnical reports wilh xperl
e analysis. and strategic reports outlining threats to industries, regions andinfrastroctune,
Thraat Manitor the web forachersany activity against yourorganization to prioritize resounces and
Monitoring affactively respondioimpanding cyborattacks,
ExpertMalware Escalalainteresting malwara samples to a CrowdStrike expert for deeper research
Analysis or to get a second opinion.
iRk Ancs The CrowdSirike laamworks to ensure it has & clear understanding of your
s " i intelligence requirements and that vouare successiully onboarded, Tha laam also
i performs quartery revicws.
¥YARA/SWORT  Keopahoad of the latest adversany threats and orchestrate your defenses with YARA
Rules and SNORT rulas, craatad and validated by CrowdStrike exports.

Start Free Trial

of Next-Gen AV

Learn more at www.crowdstrike.com
© 2020 CrowdSirike, no, All rights reserved.

FALGON X — PRODUCT
OFFERINGS




