


H#% Catalog / DevSecOps

2 Checkmarx
e WhiteSource 9 WhiteSource

& ARXAN
£ Checkmarx
e A N 3 (.
e WhiteSource R, R, APPERIAN
imperva  &Checkmarx m® W ARXAN & Checkmarx
_ APPERIAN
Wkeyptowice e WhiteSource k¥kcyptowice e WhiteSource

——

Q@ Ave,
8 Checkmarx EEsmisgms oo 04 K oypLowire Apps & 10T RGN - 42
O whitesource mERERTs 22 iIMperva imperva RASP BBRBE 48
W ARXAN mmizpmasae 32 QAVC, pressmmars 52




I Emie

ZERNERERIEE
$2 e B AR R R ISR B A — IR T——,

EEES T

Application Vulneribility Correlatlo

ZE2BHIEERISRRA

BECERSSRRA > RO ANTEME
ZEGRBUARBARE - BEIRAIT
FI1& > I0SRRAE YIS L 2 A EH]
SBENTEE

.
g ;
: g

AVC mrexsmzEaTa

Application Vulnerability Correlation

77 BES B EH IR IR B ENROBRES TR K - BRESIRME AVC R TEHEL A REREREZUWERIM
WBEEERIEE (Monolithic) ERMARTE 12 BERAEE  RBFERE  Exilal - 8%
n%’f% (Microservices) - EREERIZtMBRMHI,  1FiE BT - 808 - BRI - g
R (Waterfall) ZISUIENFRE (Agile) - ]k EFESN  ZERMEIR  WHEIRERZEE FREZRAGREE > MEAED
RRETFEESELRE - NUEREFERESE oBHTNFIEFEFEHE - Bt AR EIRERE 2 EEGEY
RIRZXAT » BEFAEFREEME - WHIRRIREER  HNEREMRTARME - BINRERZRE
BREE > MASRZEAEBREEASHKEEEN  PHNRERE - HENEFERMEE DevSecOps -
PREy o

SEARBAGREE




=.
!
:
:

imnerva

«dh

Ay

MmO SATEMNNN

RUSAEERRE  FAERRRIER

— 54 —

Y "l"t' B

a2y

f .
(- ’

R4

poa

. HIZER - SEEZER—B TR
- ZNFERESBREERT ZREME

 RFERRERIEER

. ARHERIMHEREE
OB mMEEENEE

. BENMERRR > PTEEERFAETIF
. BNREIRIEIRRE
EEBIMABERLS  IZEAEAEERBE

— 55—

Z

1

g

%

.

&
T

AN
7

(o Al d '

’
F
E
I

enJoaun




Iy FIZEENME

EEABZBHBHEAFE
NERENTTNREERR
Mk EHBIEREPARITHE
318 0 SFEEFERAMRKEE
BEX BAOARFEREE—E
£ 1B EERE > WE Plan »
Code »~ Build ~Test »
Release » Deploy » LA — 35 B 55
BEERE) DevSecOps 1@ PE E&
ZIEFRET WEERREREIAE
EEZEL - (B0 : RIERE)

1y EEZ:8E

(8 TEAMIA
W e e
1. GIT
2. SVN
3. TFS

4. Zip 1§18

IREREE
RIBHIERE

e

’\‘ Whiteiouwce
'.’ Osechrrony
HCL SOFTWARE
ExflEHIA
1. JUnit
2. NUnit

1. OWASP TOP 10 2013
2. OWASP TOP 10 2017

3. CWE

A EHEBITHEES

@i} RIEIET R
1. FEEEZER] 0 200 GB DAL (RE& OS> {REZEA/N)

2. CPU : 2 Cores DA E
3. RAM : 32 GB M E

4. EEZ4 © Linux

(CentOS 7 BAE)

- 56 -

11} IDAERRAS

fvf 1,1‘
BREEETIA BREEETA
1. Checkmarx 1. HCL AppScan
2. Whitesource 2. Kryptowire
-
v /
!
XIBERE

1. Checkmarx Report
2. WhiteSource Vulnerability Report
3. WhiteSource Due Diligence Report

/

l'///"/
\IID

RRER

1. HBAEBES : FIESERENE  RELZTPERBBHR LR  HAEERSIA
2. HAREERTE  RBELAEHELLS - MBenhHERZME - fAEEESIA
3. ZMSY : REHRNEZEZH

4. (EFHEEE : (EMERN - BERELEHMEE

5. (EAEMAEIE : (EREDRHEE

HEEHE

1. #EREE -
ARE

2. {EF5EEAS

3. HHREERE -

4. FIGERTE

RAZIMAE

BEZERZEABERE  TrAREAERERE  REZZEZNERE

FIS|IRHREFER Bl EH2H > Mo Bl EXRER
HHERPHANERETEIENRE

IS | EREFEARMRENRILMNE - LA IRBEREBINEAER

FHEREE

1. BITES - TRITF R B BT REMSIRESS

2. BRI - EFAITRMERIET > MRBZRAEER > BBBANEFTATEN
2%E - A BTRIE RS FRRRAD

3. Hix4CH * o R R RZEM

- 57 -



Checkmarx -

RXAN

'Wr'\itéSource

imperva digitalal 0 AVC

BRI

= EIRE LA
r55 "ﬁy T’JJ_ :ﬂ SHrhEe s

FLIIIR 1987 F » REEEMMIERNRENE - RERARFHEEESR 30 FER - UNEE
EEBAERER - 2L IEERREASENRmEER - BOBSEAEERAEIRME i
T MEEEEPEMIRHEERERI - BEREGRT  BERBREREANERFEE - 38 FEE  BIREIES%E -
ERER - SRR BIER  XBEERX - REX  BRRESS - ARt 5| BB RTRR B R M

Eﬁnﬁﬁiﬁﬁ%ﬁ:\ BTENRENS ERRERARES - WREFEBR IT AIFRARE




