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FALCON DISCOVER
CROWDSTRIKE [T HYGIENE

Get real-time visibility into who and what is in your network. Instantly get an

accUrate inventory of the systems in your environment, of the software they

are running and of hew user accounts are being utilized.

KEY BENEFITS

w Gain real-time and historical

visibility into your assets

FALCON DISCOVER — REAL-TIME VISIBILITY | ondeppiications
AND INVENTORY

For IT and Security teams who need Lo identify and track computers

» Be better prepared to
face threats
and applications on their network, Falcon Discover™ is the

CrowdStrike™ IT hygiens solution. Falcon Discover monitors and i v
» ldentify rogue computers

inventories systems, application usage and user account usage [ ;

instantly
in real time.
» Find unprotected systems
* See who iz on your network at all times — The real-time syslem

invantory gives you a view of all managed and unmanaged devices in : 3 y
L i & anag : » Find out what applications

the environment in a simple dashboard with drill-down cptions. your s are truly using

= Find out what applications your users are running — The real-time

application invento rovides a view of all applications running in [T
PP SHR PP & are being aces:

the envirenment via a simple dashboard with drill-dewn options. You
can see what apps are CURRENTLY running on which hosts without
impacting the endpoint. You can also determine when the application
was originally launched and pivot to other endpeints running the same

app to gain more context, finding usage per application or by host.

See where and how user accounts are being accessed across
your environment - Accounl monitering provides visibility into
the use of administrator credentials and password resets across
the enterprise. Falcon Discover provides insight into logon trends
{activities/duration) where credentials are being used, and

password update information,




PALCUN DISCAVEE TEONT W)

KEY PRODUCT CAPABILITIES

BE READY TO FACE THREATS

« Strengthen your security posture proactively — Falcon Discover allows
you to identify what is being utilized 5o you can ensure your best possible
readiness to face attacks. By reporting unauthorized systams and
applications in your environment, Falcon Discover enakles you to improve

your security postura by addrassing security issuas ahaad of attacks,

Detect unwanted and vulnerable applications — Detacl whathear
unpatched or vulnerable applications are being used, so you can patch

them belore an altacker can lake advantagea,

Ramedlate unprotectad and roguea syslems — The systam inventory
allows you to find and remediate unmanaged systems and also address
systems that could be a risk on your network, such as unprotected BYOD

or third-party systems.

Mitigate abuse of privileged accounts — Monitor the usage and creation
of administrator credentials across your enterprise and detecl il thay are

being used inappropriately and out of context.

GO BEYOMD SECURITY
* Reduce licensing costs — The real-time application inventory tells you
how aften and how long users run an application, enabling you to reconcile

license costs with real needs.

« Satisfy compliance requirements — By fully automating the visibility and
inventory required to ensure some compliance requirements, Falcon

Discover halps you achiave, maintain and prove compliance obligations.

ENJOY IMMEDIATE TIME-TO-VALUE —
* Save time, effort and money — Cloud-based Falcon Discover is delivered
by the CrowdStrike Falcon™ Platform and doss nol regquire any on-

pramizes management infrastructure.

* Immediately operational — Falcon Discover can be deployed in hours
and hits the ground running, menitoring and recording immediately upan
installation without requiring reboots, query writing, baselining or

complex configuration.

» Zero impact on performance — Invantory saarches take place in the

cloud and have zero impact on endpoints and the network,

PREVENTATIVE
SEGURITY AND
BEYUND

Gty starts with Qiscovering
Where you'ra nol prolecled, so

you can olose the gaps and be
(10 face fh

vigibility and information that
Security and (T leams n
GOMArener

S sophisticated

protection.Cr
nel point protection by being the

pany to unify

Ledarn more al crowdstrlke. com
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Data Sheet

CROWDSTRIKE

FALCON SPOTLIGHT

Providing immediate visibility to automate andprioritize

vulnerability management processes

REAL-TIME VULNERABILITY
MANAGEMENT AND PRIORITIZATION

CrowdStrike Falcon Spollight™ provides an immadiate, scanless
solution for comprehensive vulnerability assessmeant, management and

ion for IT analysts. Bullt on the CrowdStrike Falcon® platfarm,
it offers intuitive reports, dashboards and filters to help your IT staff
address relevant vuinerabilitios,

Using Falcon Spotlight, vou can sea the vulnerabilities e within
your organization's environment a ily prioritize those that are
critical to your business. After you witized your vulnerabilities

and remediations, use the built-in integrations with the Falcon platform
to deploy emergency patches, create custom dashboards Lo monitor
your remediation effarts, and kick off external IT workflows wilh reporls,
integrations and APls,

By using the powerful Falcon platform with its lightweight agent, the

continuous monitoring for vulnerability exposures becomes effortless.

IT stall will always have access to up-to-dale information, with virtually
5 your arganization.

KEY BENEFITS

Altomate assessment far vulnerakilities
with the Falcon sensar on all of your
endpoints whether on or off the netwaork

shorten time-to-respond with real-time
visibility into vulnerabilities and threats in
YoUr environment

Lse intuitive dashboards to get the
Vilnerability datathat is relevant to
yourorganization, or create custom
dashboards

Save valuable time by prioritizing throuah
fntegrated exploit and threat intelligence

Bridge the nap between security and
IT tools with always-available, cn-
demand vulnerability data and patehing
orchestration

Initiate emergency patehing for critical
vulnerabilities with native Falcon
integrations
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FALCON SPOTLIGHT

KEY CAPABILITIES

REDUCE VULNERABILITY PRIORITIZATION EFFORT

Falcon Spollight is & dynamic vuinerability management solution equipped with intuitive
dashhoards and powerful filtering capabilities, enabling vou to improve your arganization's
secunty posture by senving up the most relevant information, Dashboard capabilities include:

m  Exploit status: Using inlegrated vulnerability exploit and threat inteligence, you can easily
identify which vulnerabilities in your anvircnment represent the areatest risk, and build
reports and dashboards that keep track of these vuinerabilities.

®  Recommended remediations: Ensure that vour remediation efforls are reducing the most
risk. Falcon Spotlight inteligently recommeands the highest-impact patches to deploy,
reducing the chances of deploving a supersedad patch,

#  Most prevalent information: Identily the most commaon vulnerabiiilies or the vulnerable
solbware in yvour ervironment,

= Installed patches: Use the Installed Patches page to identity which patches are active
across your ervironment, or which patches have been installed but are pending a rebool.

AUTOMATE VULNERABILITY ASSESSMENT

Take advantage of the Falcon platform and lightweight agent to eliminate the burden of lengtby,
parformance-impacting scans. With scanless technology, automated data collection and a
real-time user interface, vour IT staff gains a continuous, comprehensive picture of all endpoints
inyour organization — no more outdated reporting or long scans slowing down regular business
DrOCoSsas,

IMPROVE SECURITY OPERATION EFFICIENCY

Streamline vour vulnerability management program with custorm dashboard features. Creale
and save custom filters so stalf can quickly navigale and research critical issues. Use the
custom team dashboards to share insights across vour entire team, and set remediation
timeframes to speed vulnerabilily resclulion and increase your lzam's efflicienoy.

REDUCE OVERALL COMPLEXITY

Falcon Spotlight does not require zn additional agent, and endpoints no longer need touse
cumbersorme hardware or weighty agents, or be on the network to be assessed, Falcon Spotlight
is always on, seamlasshy bridging the gap between vulnerability management and the rest of the
Falc:on platform, enriching threat detection and inteligence use cases. Simply select avulnerability
within the dashboard to see awealth of data around threat actors, including threat intelligence
raporls and additional insights. Since all data is housed within the same console, analysts can pivol
quickly to those vulnerabilities that show the most significant risk Lo resolve them first,

For hosts with critical vuinerabilities that need remodiationinstantly, IT staff can take advantage
of emergency patching — its a simple one-click action for Windows patch updates,

Start Free Trial

of Next-Gen AV

Learn more al www.crowdstrike.com

i 2021 CrowdSieike, Inc, Allriohls reserved,

A SINGLE SOLUTION
FOR CONTINLIOUS
VULNERABILITY
ASSESSMENT AND
MONITORING




