. OO OO

ARES uPKI Crypto Server
& £ 0 B 2 15 Ay 23

BEEHERNEGO

B2 —5 K&

Rock solid data integrity, prevents breakdown overnight
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R 2248 System structure

Over 80% of informational security issues arise

from within internal employees. Therefore,

relieving this issue through data encryption is the

common view of all informational security

personnel. Data encryption ensures:

® Protect corporate confidential properties, including
payroll information, potential client data, credit card
data, order data...etc

e Securely transfer data

® Data management of all resource allocation, monitor
and manage access control, and user authorization
as the main focus including personal authorization
management, application system authorization
management, access log records...etc

e Utilization of secure encryption methods to backup
data for privacy, such as symmetric encryption,
Asymmetric encryption, Key management, efficient
en/decryption , etc.
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Product features

e [ifetime management of encryption keys
Using hardware security module (HSM) and with
FIPS 140-2 security standards, storing the
encryption key in the hardware security module
comprising a tamper resistant secure module to
prevents theft of data.

* Flexible  authorization mechanism and

compatibility with various databases, program
languages and operating systems.
Construction of complete application and key
matrix authorization mechanism; Provide one to
many, many to one, many to many encryption key
mapping capabilities between different
applications.

® Encryption efficiency
Hardware encryption,
efficiency.

increasing encryption

® Diverse crypto mechanism
Support symmetric/Asymmetric en/decryption and
key renew mechanism..

® Easy-to-use system supports document and data
en/decryption
Applies encryption to data, supports encryption of
documents as well.

e Auditing report
Provide auditing report for security audit officer.
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