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* 2018 Cost of Data Breach Study Global Overview, Ponemon Institute, July 2018
** How Data Breaches Affect Small Businesses, withlayr.com, August 2017
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Security Audit v

<

Data-flow security audit

Security audit of data-flow in all channels, including external
devices, web upload, email, instant messaging, print, and cloud
drives.

Office 365 file and email audit v

Audit of file operations and outgoing email communication in
Office 365.

Regulatory compliance audit

Discover violations of most common regulations, such as PCl-
DSS, GDPR, or HIPAA in all regional variations.

Workspace security audit

Audit usage of company devices, applications, networks, and
print. Discover unused or misused resources to maintain
workspace, ensure retention, and reduce costs.

Content inspection classification

Classify sensitive files and emails by powerful content inspection with
predefined templates or custom rules and dictionaries.

Detection of suspicious activities

React fast thanks to real-time detection of suspicious activitie and

Endpoint Data Protection X

Email and network protection X
Data protection for email, web upload, instant messaging, and
network shares.

Devices and print protection

Manage data-flow to external devices and protect sensitive data
against forbidden printing on local, network, or virtual printers. ><
Remote work protection

Avoid data leaks on remote endpoints or remote desktop

connections. Support a wide range of remote access solutions. ><
Advanced data classification

Use advanced technologies to detect and mark sensitive data based

on origin, workflow context, or file type. Take advantage of

metadata detection to use 3rd party classifications.
Allow users to classify files themselves. ><

Different remediation policies

React flexibly to detected incidents to empower and educate
your employees. Incidents can be logged, blocked, or
justified/blocked with override.
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Incident Shadow Copy

Keep forensic evidence for incidents by creating shadow copies of
leaking data. Shadow copies are fully encrypted and can be kept on
local computers with a retention policy.

Workspace control

Define your secured workspace and reduce perimeter by
application and website control. Avoid undesirable behavior in
your company and reduce the cost of security management.

Safetica Zones

Easy management of safe data perimeter with unique Safetica Zones, which
significantly reduce the number of data protection policies.

BitLocker encryption management

Centralized management of local drives and external devices with
BitLocker encryption.

Cloud Data Protection

Endpoint cloud sync protection

Data protection for cloud drives on endpoints, e.g. OneDrive,
Google Drive, Dropbox, Box, etc.

Endpoint Office 365 protection

Data protection for Office 365 and SharePoint fromendpoints.
Prevent sharing or uploading data you want to keep away from the
cloud.

Azure Information Protection

Detection of data classifications from Microsoft Azure
Information Protection, even in encrypted form.

Exchange Online Protection

Unify email policies across endpoints and cloud email. Manage and
filter outgoing data from endpoints and Exchange Online.

Enterprise Features

End-user rebranding

End-user notification rebranding, e.g. changing the logo.
Workflow control

Application policies and expert policy settings for aligning endpoint
workflow with company processes.

Multi-domain support

Multiple domain enterprise support for Active Directory.

Security Automation

SIEM integration

Automated reporting of incidents to SIEM solutions (Splunk, QRadar,
LogRhythm, ArcSight, etc.).

FortiGate integration

Automated security integration with FortiGate network appliances to
create a robust endpoint-to-network security solution.
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Safetica is a Czech software company that 1 , 6 O O+ customers -

provides its data loss prevention solution to
companies of all shapes and sizes. Because in
countries |-

Safetica we believe that every company 1 2 O+

deserves to know that their data is secure.
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8 O + experts
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