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✏䕝ằ䫝䈔㾧䂯䙫᷽䔳壈Ə㮻䙫Ⱈ㘖䔉⒨ᷱⷩ

䙫㘩敺˛䂡ṭ島⽾ℯ㩆ƏỨ㥔䴫主曧奨ᷴ㖞㔠怙

䏥㛰廆檻ㇽ㎷ᾂ㖗䙫廆檻Ə⏑㰩僤⤇⿒怆䙣Ἧ䔉

⒨˛怀䨕⯴怆⺍䙫曧㰩Ə⸟ὦỨ㥔⯮⭰⅏『㊲嫟

免⽳Əὦ⽾䔉⒨ㇷ䂡槔⮉䙫㔢㒱䛕㨀˛䂡ṭ恦ℴ

䙣䔆ᷱ志ṲờƏ嵱Ὥ嵱⤁䙫Ứ㥔䴫主敲⦲⯲㉥僤

⤇㔖㋨怀䨕⿒怆栢丨䙣Ἧ䧲⻶䙫⭰⅏㸓婍ⷌ⅞˛

&�[�,$67�∐䔏䏥㛰䙫⊆僤㸓婍Ƌ4$ƌὭ总ㇷ凑⊼

㪉㸓㭊✏怲堳ㆰ䔏䳢䵘䙫㻶㴅Ə⾅俳⡒壃ṭ旃捜䙫

⊼ㄲ廆ờ⭰⅏㻶㴅˛�&�[�,$67�㘖㥔䔳䬓ᷧῲ凮权ㄲ

⭰⅏㪉㸓姊㱡㖠㠯⭳⅏㕛⏯Əḍ㎷ᾂ⮉壤⋽奶∮媦

㕛Ə怙俳⏖Ọ⤎奶㨈䙫奭咲㻶㴅凮㎷檿㹽䢡『˛

&�[�,$67�㘖ᷧ䨕⊼ㄲ᷻㋨乳䙫⭰⅏㸓婍ⷌ⅞Ə⭪

僤∐䔏敲䙣㴨䧲Ḕ䏥㛰䙫�IXQFWLRQDO�WHVWLQJƏ⍚㘩

㪉㸓ㆰ䔏䧲⻶ᷱ䙫㻶㴅˛

&�[�,$67�㘖⯯䂡㔶㍞敲䙣˚�'HY2SV�⑳�&,���&'�

㴨䧲俳娔姯䙫Ə凮ₚ䵘䙫⊼ㄲㆰ䔏䧲⹶⭰⅏㸓婍

ⷌ⅞Ƌ'$67ƌᷴ⏳˛�&� [� ,$67�⏖Ọ巆吾䏥㛰䙫廆

檻敲䙣䔆⑤怘㜆Ƌ6'/&ƌ⏳㭌怙堳Ə⛇㭋ᷴ㛪㊽

⻝ᷱⷩ㘩敺˛

&�[�,$67�⏖Ọ凮�&KHFNPDU[�&�[�6$67�㕛⏯Ə旃偖

⅐恱䙫㍪㎶䴷㞃Ə㎷檿㍪㎶奭咲䍮ƏỌ⎱㛛㹽䢡

䙫㻶㴅῕⾐㎑㖤˛✏ᷴ⽘柦⭰⅏『䙫⏳㘩Ə丕䟔

㻶㴅῕⾐䙫㘩敺Ə䬰⏳㖣㎷⌮䔉⒨ᷱⷩ怆⺍˛

ᵐ↓䮹ょ䏦䮹䰯⩇…㥠㳪濑&�[�,$67濒
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��64/�,QMHFWLRQ

��;66�,QMHFWLRQ

��26�&RPPDQG�,QMHFWLRQ�

��7UXVW�%RXQGDU\�9LRODWLRQ

��&URVV�6LWH�5HTXHVW�)RUJHU\

��'HFHQWUDOL]HG�5&(�9XOQHUDELOLW\

��3DWK�7UDYHUVDO

��;3DWK�,QMHFWLRQ

• Parameter Tampering

��2SHQ�5HGLUHFW�

⭳㕛⇭㝷ㆰ䔏䧲⻶�⭳

㕛㪉㟌ㆰ䔏䧲⻶䙫�

UXQWLPH�㕟㓁㴨Ə⋬␒

凑⮁侐䧲⻶䢣˚⇤⻶

⺒˚ㆰ䔏䧲⻶㠭㞝⎱

䴫ㄲ㩻˛

⮠㗺⮉壤�僤媦㕛ㇽ⮉

∝㪉㸓奶∮Ə怙ᷧ㭌

ℑ⋽䴷㞃˛䔏䧲⻶㠭

㞝⎱䴫ㄲ㩻˛

⍚壄⍚䔏�⏑曧惏余ᷧ

㬈ƏⰘ僤㪉㸓婙�Server 

ᷱ䙫ㆰ䔏䧲⻶Əᷴ柯

栴⣽䙫䇆怲ㇷ㜓˛

术㴢䙫惏余恟柬�僤

⤇惏余✏Ứ㥔ⅎ惏

䙫岮㖀Ḕ⾪Əㇽ㘖

惏ⱓ∗�$:6�ᷱ 姾䮈

䙫䧆䔏ἡ㛴♏Ḕ˛

&�[�,$67���:HE�ᶉ映

&�[�,$67�㘖ⷩ⠛ᷱ┖ᷧ僤⤇凮㛧὚�SAST 

姊㱡㖠㠯⭳⅏㕛⏯䙫 IAST�䔉⒨˛䛟廪㖣

䍏䪲䙫 IAST�䔉⒨Ə&�[�,$67�凮�&�[�6$67�僤

䛟ṹ旃偖ㆰ䔏䧲⻶䙫㪉㸓䴷㞃Ə㎷ᾂ㛛㹽

䢡䙫壃㔸㖠㠯˛&�[�6$67�䙫⎆⦲䢣㴅⯆⊂

凮�&�[�,$67�UXQWLPH�㎈暭䙫㹽䢡⺍䛟䴷⏯Ə

ὦ⽾敲䙣ạⓈ僤⤇㛛⥤✗䞔姊⼘滅䙫㈧

✏Ə⇭徏曧奨ℑℯ姊↚䙫「忒┶栳Ə⛇㭋

僤⤇㛛⿒✗怙堳⼘滅῕⾐˛

Ῠ⇔⽦䕂ⷯ涜Ậ⹧ⲣḚ

&�[�,$67�㘖⯯䂡�'HY2SV�㈧㈺怇Ə⏖Ọ

䄈丒䙫⯵⅌�QA�凑⊼⋽ㇽ�&,���&'�㴨䧲˛

⏑奨⯮�&�[�,$67�惏余⥤ƏAgent 㛪凑⊼㪉

㸓�Server�Ḕ怲堳䙫ㆰ䔏䧲⻶Ə㈧Ọ⹥ḵ僤

㔖㏛㈧㛰�6'/&�㴨䧲˛ᷴ媽ㆰ䔏䧲⻶㘖␍

墒∑晋ㇽ憴㖗惏余ƞẍᷴ媽⊆僤㸓婍㘖凑

⊼恫㘖㈲⊼Ə⏑奨ㆰ䔏䧲⻶✏�Server�Ḕ怲

堳Ə�&�[�,$67�Ⱈ㛪凑⊼怙堳⭰⅏㪉㸓˛

⺩廝ᵢᶖ䕂⋊㔀䝸ẛょ䏦䣉ⷍ⩇…⻥

⚸㑺䊼㗇㯿䣉储↓⚵圊

&�[�,$67�ᷴ曧栴⣽⟞堳⯯敧䙫⭰⅏㸓婍

廆檻Ὥ㪉㸓怲堳Ḕ䙫ㆰ䔏䧲⻶˛&� [� ,$67�

✏㸓婍䒗⡪Ḕ⭰壄杅ᾜ⅌⻶䙫�AgentƏ

✏傳㙖㋨乳妧⯆凮呷暭ㆰ䔏䧲⻶䙫⏫䨕

㴢⊼˛⭰⅏㍪㎶⯮暏吾⊆僤㸓婍敲⦲Ə

Ṇ暏吾⊆僤㸓婍䴷㝆˛

⩊⑂⽦䕂ょ䏦䣉ⷍ⩇…㳪夤ⲣ‵

&� [� ,$67� 㓛ⰼṭ� &KHFNPDU[� 廆檻⭰⅏

梏暑䮈䏭⹚⏗Ə䂡わ䙫ㆰ䔏䧲⻶⭰⅏㸓婍

ⷌ⅞壃ᷱ旃捜䙫ᷧ䒗˛暽䄝�&�[�6$67�⑳�

&�[�26$�僤⤇㍪㎶わ㈧㛰凑堳敲䙣䙫⎆

⦲䢣⑳䬓ᷰ㖠䙫敲㹷⇤⻶⺒ƏἭẴ䄝⬿✏

㞷Ẃ⏑僤✏�UXQWLPH�㈴僤㪉㸓∗䙫⭰⅏伡

晞˛�&�[�,$67�⏖Ọ✏ᷴ⽘柦䏥㛰�'HY2SV 

⑳�&,���&'�㴨䧲ᷲ怙堳⊼ㄲ⭰⅏『㪉㸓Ə⼞

⋽�6'/&�㴨䧲˛

㏭㊲⳶塉ょ䏦䮹䰯ⷯ涜濕
⇃⋩�2:$63�7RS�熄熃�⊈‴ᶔ濕⃕僇⡀᳉

㏭㊲䣉ⷍ奜墾

&�[�,$67�䕂䈦䄷ᴉ唓

┖ᷧ僤⤇⭳併㕛⏯㛧὚�

SAST �姊㱡㖠㠯䙫�IAST 

�㍪㎶䴷㞃旃偖『㕛⏯Ə

⏖⯍䏥㛛⿒˚㛛㹽䢡䙫

㻶㴅⚛憴⇭䴁Ə㛰㔯䮧

䛨῕⾐䙫㘩敺ㇷ㜓˛

䄈㍪㎶㘩敺�䛛㎌∐

䔏䏥㛰�IXQFWLRQQDO�

testingƏ䄈曧▕䍏

怙堳⭰⅏㪉㸓˛

ὦ䔏�&�[�,$67�⏖⍚㘩⛅

ㆰ�✏�IXQFWLRQQDO�WHVWLQJ�

⟞堳㜆敺Əᷧ䙣䏥⭰⅏

㻶㴅㛪䪲∢⛅⠘˛

13 14



8QGHUVWDQGLQJ�WKH��'HYHORSHU熎V�3HUVSHFWLYH�
ᵄ墡摉䔺ᵸ⎟䕂⾱㮓

䏥ằ⿒怆䙫敲䙣䒗⡪ḔƏ曧奨⿒怆ẋếḍ

㋨乳㕛⏯˚㋨乳ẋếƋ&,�&'ƌƏ敲䙣ạⓈ

㛧⯝岛䙫岮㹷Ⱈ㘖㘩敺˛㒗⯒⭰⅏䙫䧲⻶䢣

㛪昴ἵ敲䙣ạⓈ䙫怆⺍Ə怀㈧⸝Ὥ䙫┶栳⏖

僤㛪⯵凛⿤好⭰⅏䙫字栳˛㭊⛇⥩ἼỨ㥔⾬

柯俪憶凮�'HY2SV�䒗⡪⏖Ọ⌠愴䙫㹷䢣㪉㸓 

6RXUFH�&RGH�$QDO\VLV�Ƌ6&$ƌ�㖠㠯˛

✏姊㱡敲䙣ạⓈ䙫⭰⅏㉧僤吤ⷕ㘩奨㳏ヶ

䙫⏍ᷧῲ憴奨⛇䴇✏㖣敲䙣ạⓈ䙫Ḣ奨ⷌὃ

䂡㒗⯒˥䧲⻶䢣˦ƞ⽯⯸✏ㆰ⾜ⷌὃ㘩㢄ờ

䂡˥⭰⅏䧲⻶㒗⯒�ẋế˦˛⭰⅏䧲⻶㒗⯒

Ⱈㅉㅉ㻻孱䂡˥⥩㞃㛰㘩敺ⅴ嘼䏭Ƌ1LFH� WR�

KDYHƌ˦ƏἭ⽧⽧㘩敺惤㘖ᷴ⤇䙫ƞ俳廆檻

ⷌ䧲⸒✏娼἗严㔯㘩态⸟㘖忶怵怆⺍凮姊㱡

䙫�%XJ�㕟Ə俳ᷴ㘖姊㱡⭰⅏㻶㴅䙫㕟憶˛

䶃⏯ᷱ志㈧姧暽䄝⯴敲䙣ạⓈℬ㻦⏳

ガƏἭẴ曧奨㰩敲䙣ạⓈ㎷ẋ⭰⅏䙫䧲⻶

Ị䢣˛䂡ṭ⯍䏥怀滅Ə曧奨㔠孱䙫䬓ᷧờ

Ṳ⍚㘖敲䙣⛿晱䙫柿⯵俬曧奨✏敲䙣䙫怵

䧲Ḕ嘼䏭�῕㭊⭰⅏⼘滅˛俳敲䙣ạⓈṆ

曧ṭ姊䛕㨀䂡ẋế䄈�%XJ�᷻柷ℯ俪憶⦌

╫昙䮫䙫䧲⻶䢣˛㭋㘩Ⱈ曧奨吤⯍⭰⅏䧲

⻶㒗⯒㕀備姺䷛Ọ总∗怀ῲ䛕㨀˛

)RUHZRUG�ℋ墾

㠠㓁併⛲⛲✆⭰⅏Ⱗ䙣ⷪ䙫媽㕮Ƌ娢犇ƌ

㋮⇡Ə廆檻⭰⅏⟡㜓ᷱ㘖廆檻⊆僤䙫┶

栳ḲᷧƏ⾬柯✏廆檻敲䙣䔆⑤⑏㜆Ḕ㛰

䳢䵘䙫䮈䏭⎱⭟侹˛

ạῸ㙕怴婴䂡⭰⅏Ὥ凑㖣廆檻ⷌ䧲

⸒ƏἭᾄ㓁�1RGH�MV��⑳�6TUHHQ�䙫䟻䩝

Ƌ娢犈ƌƏ⅔ㇷ䙫ⷌ䧲⸒⯴㖣凑ⷘ敲䙣ㆰ䔏

䳢䵘䙫⭰⅏⼞⺍㱹㛰Ὲ⾪˛怀凮�6$16�

㖣� 2016 ⹛䙫ㆰ䔏䧲⻶⭰⅏⠘␱Ƌ娢犉ƌ䙫

䴷㞃䛟䬍Ə婙⠘␱㋮⇡㛧㠟⾪䙫㋸㈗✏

㖣伡Ḷㆰ䔏䧲⻶⭰⅏Ƌ$SS6HFƌ䙫㉧

僤˚ⷌ⅞凮㖠㲼˛

⾅�&ORXG3DVVDJHƋ娢犊ƌ䙫䟻䩝⏖Ọ䙣

䏥✏併⛲�FRPSXWHU�VFLHQFH�⭟䧲Ḕ⏑

㛰ᷧ敺奨㰩⭰⅏㥩⿜媙䧲㈴僤䕉㥔˛ᾄ

㓁�6WDFN2YHUIORZ�䙫䵘姯�犌犏�犇��䙫ⷌ䧲

⸒⅝⯍㘖凑⭟俳Ὥ䙫˛怀␱娛ㇸῸ勌Ứ

㥔ⷳ㜂凑ⷘ䙫ⷌ䧲⸒ẋế⭰⅏䙫䧲⻶䢣Ə

曧奨㎷ᾂẽῸᷧ㴨䙫⭰⅏䧲⻶㒗⯒㕀備姺

䷛Ƌ6HFXUH�&RGLQJ�(GXFDWLRQ��6&(ƌ˛

怙ᷧ㭌Ὥ媑Ə勌Ứ㥔Ṇ婴⏳Əᾄ㓁�

6$16� 䙫⠘␱Ứ㥔婴䂡敲䙣ạⓈ䙫姺䷛

Ḕ㮻嵞⼘滅䙫㍪㎶�㪉㸓Ə㛛⊇曧奨⊇

⼞䙫㘖ㆰ䔏䧲⻶⭰⅏Ƌ$SS6HFƌ䙫㉧

僤˛ᷴ怵䏥⯍䔆㴢Ḕ⍚ὦỨ㥔⭰㍹ṭ⏫

⻶䙫⭰⅏㕀備姺䷛凮㖠㲼Ə㉧僤䙫吤ⷕ

Ẵ㛰㼒敞䙫ᷧ㮜巖曧奨⊑⊂˛

㜓㋮⌾ⷳ㜂僤昴ἵỨ㥔㈧曧Ḳ⭰⅏

䧲⻶凮敲䙣ạⓈ㉧僤敺䙫吤ⷕ˛⯮⻼

⯵わṭ姊曧奨䟌怺䙫㈧㛰Ṳ柬ƏỌ䢡

ῄ廆檻ⷌ䧲⸒䍙⽾㛧㛰㔯䙫�6&(�ḍ䬍

⏯⯍暂曧㰩˛

今㽸ᵾ浺㗁䷸⫏�$SS6HF�䕂ㄾ侻濨

娢犇
娢犈�
娢犉
�娢犊
�娢犋

KWWSV���ZZZ�XV�FHUW�JRY�VLWHV�GHIDXOW�ILOHV�SXEOLFDWLRQV�LQIRVKHHWB6RIWZDUH$VVXUDQFH�SGI
KWWSV���ZZZ�EXVLQHVVZLUH�FRP�QHZV�KRPH�犈犆犇犍犇犇犆犏犆犆犋犈犇犆�HQ�1RGH6RXUFH�6TUHHQ�6XUYH\�4XDUWHU�1RGH�MV�'HYHORSHUV�)RUP
KWWSV���ZZZ�VDQV�RUJ�UHDGLQJ�URRP�ZKLWHSDSHUV�DQDO\VW�犈犆犇犌�VWDWH�DSSOLFDWLRQ�VHFXULW\�VNLOOV�FRQILJXUDWLRQV�FRPSRQHQWV�犉犌犏犇犍
KWWSV���ZZZ�FORXGSDVVDJH�FRP�FRPSDQ\�SUHVV�UHOHDVHV�FORXGSDVVDJH�VWXG\�ILQGV�X�V�XQLYHUVLWLHV�IDLOLQJ�F\EHUVHFXULW\�HGXFDWLRQ�
KWWSV���LQVLJKWV�VWDFNRYHUIORZ�FRP�VXUYH\�犈犆犇犌�GHYHORSHU�SURILOH�HGXFDWLRQ

$SS6HF摉䔺⚷壑奰䣉濑&�[�&RGH%DVKLQJ濒

&RGHEDVKLQJ�敲䙣⟠姺媙䧲Ḣ奨ⷳ㜂

棱ㇷ敲䙣ạⓈ⯴㖣廆檻⭰⅏䙫妧⿜凮憴

好Ə孺敲䙣ạⓈ僤⯮⭰⅏㍳㏈✏凑庒㈲

Ḕḍ㧩㖣⟞堳˛∐䔏⍚㘩䙫⼘滅㋸㈗孺

⭟Ⓢ⏖娔庒嘼✗䙫ṭ姊⎆⛇Ọ⎱⿒怆ṭ

姊⥩Ἴ㒗⯒⭰⅏䙫䧲⻶䢣˛

'HFLSKHULQJ�'HYHORSHU�
6HFXUH��&RGLQJ�(GXFDWLRQ
⃄㙎摉䔺ᵸ⎟⩇…䣉ⷍ㍮⪩㐗佰壑䲲

㕀備姺䷛⸟奲䙫㖠⻶䂡⽘䈮˚⮁㜆媙

䧲凮䷁ᷱ媙䧲˛怀Ẃ㴢⊼⤁⌱墒⇾䂡⽬徍

㷬▕ㇽὲ堳⅓ṲƏḍ杅⯮⅝婴⮁䂡⭰⅏䧲

⻶敲䙣䙫ⷌ⅞˛⛇㭋⤁㕟㭋桅㴢⊼✏怙堳

㘩Ə敲䙣ạⓈ䙫〄䶹惤✏㖣⅝ẽⷌὃ䙫⟞

堳˛Ṇ⛇⥩㭋⎪凮䙫⭟ⓈṆ㛪Ọ廪ᷴ憴好

䙫ㄲ⺍⎪凮˛㛰搸㖣㭋Ə⥩Ἴ孺⭰⅏䧲⻶

㒗⯒㕀備姺䷛㛛⮠㗺㎏堳Ƣ⏖僤奨⾅媙䧲

䙫㨈⻶㔠孱Əㇽ娘㔠㎈䔏怱㈙⋽˚妹剙Ἓ

㻻䙫㖠⻶怙堳Ə⯮㛪㘖㛛僤⤇⻼䙣凯嶊⎱

㎷⌮⭟侹㔯䍮䙫ᷧ䨕㖠⻶˛
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,Q�FRQFOXVLRQ����䰎妔 6XPPLQJ�8S�䳻䰎

ㇸῸ⽾∗䙫䴷媽㘖ƏỌ䟔㜆˚ṹ⊼˚㛰㔬Ṳ

『⯴㖣㕀備姺䷛Ὥ媑㘖憴奨䙫K䴇˛ᷴ奨⿤好
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