
 

 

DATA SHEET 

DELL EMC DATA PROTECTION 
ADVISOR 
Unified Analytics & Insight for IT Environments  
SOLVE THE PROBLEM OF INEFFICIENT & COSTLY 
MANUAL IT & SERVICE LEVEL MANAGEMENT 
Effectively managing your data protection environment is labor intensive and complex. It 
requires knowledge of backup applications, replication technologies, and the entire supporting 
infrastructure. Adding to the complexity, there are varying service-level objectives for backup 
and recovery, replication, and virtualization, as well as audit and compliance requirements to 
consider.  And, with many IT organizations managing multiple data centers, combined with new 
hybrid computing models, data is often spread across a mix of private and public cloud 
resources, which increases the difficulty in managing data wherever it may reside. 

With Dell EMC Data Protection Advisor, you can automate and centralize the collection and 
analysis of all of this data—and get a single, comprehensive view of your data protection 
environment and activities. With automated monitoring, analysis, and reporting across your 
backup and recovery infrastructure, replication technologies, storage platforms, enterprise 
applications and virtual environment, you will be able to more effectively manage service levels 
while reducing costs and complexity. 

REDUCE COSTS 
PROACTIVE MONITORING & ALERTING OF ISSUES BEFORE 
IMPACT 
Imagine having a 24x7 watchdog for your IT environment.  Data Protection Advisor proactively 
monitors conditions and automatically tells you if a process will break a policy or service level 
objective based on current trends.  You also have insight into changes that may result in an 
unsuccessful backup, insight into how to automate processes so you can appropriately staff IT 
projects, and how to more efficiently implement resources to reduce your data protection costs. 

 

 

 

 

 

 

 

LOWER COMPLEXITY 
REAL-TIME PROTECTION ASSURANCE, SCALABILITY & 
RESOURCE OPTIMIZATION 
Data Protection Advisor’s analysis engine looks across the entire infrastructure to provide end-
to-end visibility into protection levels, performance, utilization and more.   

ESSENTIALS 
•  Built to meet the data 

protection requirements of 
cloud infrastructure 

•  Unify visibility by monitoring, 
analyzing and reporting across 
the broadest heterogeneous 
data protection infrastructure 

•  Eliminate manual effort and 
improve predictability through 
automated processes for real-
time protection assurance 

•  Reduce spending and improve 
performance by analyzing and 
optimizing under-utilized 
resources 

•  Improve service level 
compliance while reducing 
cost, risk and complexity 

•  Efficiently plan and manage 
storage growth and purchases 

“With Data Protection Advisor, I 
have a single pane of glass to 
manage backup and recovery of 
my Avamar, Data Domain and 
VMware environment.  That makes 
it very easy to validate that our 
data is properly protected.” 

Mike Crum, Sr. System 
Administrator, Trek Bicycle 

 
“For central backup monitoring, 
Nielsen relied on Dell EMC Data 
Protection Advisor.  DPA gives us 
a handle on how our backups are 
running.  It’s our core tool not only 
for administrators, but also for 
management to monitor our 
backup success rates and see 
where we may have gaps.” 

Alex Patent, Senior Director of 
Global Technology, Nielsen 
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This enables unified, cross-domain event correlation analysis – insight into the entire data 
protection path to ensure each component is working correctly.  And that provides higher-level 
decision support based on defined policies. 

Built for cloud infrastructure, Data Protection Advisor offers scalable, centralized multi-tenant 
data protection management.  This ensures service level attainment by enabling administrators 
to maintain performance as resource requirements change. 

INCREASE VISIBILITY & INSIGHT 
PROVIDE THE RIGHT INFORMATION TO THE RIGHT PEOPLE 
AT THE RIGHT TIME IN THE RIGHT FORMAT 
With a SINGLE pane of glass view into your ENTIRE infrastructure, every stakeholder has 
access to the information they need.  Via customizable dashboards with role-based access 
control or running a specific report, viewing the most important, yet environment-wide, 
information on one screen enables better operational decisions. 

 

 

 

 

 

AUTOMATE EVERYTHING 
POLICY-BASED PROTECTION REDUCES RISK & INCREASES 
OPERATIONAL EFFECTIVENESS 
Reduce reliance on ad-hoc, manual efforts to manage and protect your IT infrastructure. 

Administrators no longer have to spend hours 
troubleshooting and resolving dozens of backup 
process failures when they can be alerted, 
automatically, to a single change that resulted in 
cascading issues.  Or that a project running in a 
VM overnight was moved from one server to 
another without its associated VM protection 
policies.  Or whether your infrastructure will 
exceed existing storage capacity in 60 days 
based on historical consumption. 

Don’t guess.  Know. 

COMPLY WITH AUDITS 
SINGLE CLICK VERIFICATION OF SERVICE LEVELS & 
RECOVERABILITY 
Unexpected, or expected, audits can take IT administrators out of their primary role for many 
hours or even days to verify compliance with a regulatory guideline.  Remove this manual effort 
with rapid access to key indicators of protection.  And why limit the ability to verify protection 
and ensure recoverability to IT administrators?  Enable your IT service customers and 
stakeholders to validate status and service levels themselves.  The key is to centralize analysis 
of the entire IT environment and streamline the ability to verify protection.  

 

Fast, intuitive access 
to information when 
protecting mission-
critical applications 

“Data Protection Advisor provides us with 
reports for just about everything that we need 
for everyone – from our managers to our 
systems people.  Due to the product’s report 
filtering, everyone gets exactly, and only, 
what he or she needs.  Data Protection 
Advisor provides the information that we 
require to ensure that all backup and 
replication processes are being implemented 
correctly.” 

Re’em Hazan, Data Protection & DRP 
Manager, Cal-Israel Credit Cards LTD. 

TECHNOLOGIES 
SUPPORTED 
DATA PROTECTION 

•  Dell EMC Avamar, NetWorker 
•  Dell EMC Data Domain / DD VE 

/ Data Domain Cloud Tier 
•  Dell EMC ProtectPoint 
•  Dell EMC DD Boost for 

Enterprise Applications 
•  Dell EMC RecoverPoint, 

RecoverPoint for VMs 
•  Dell EMC VPLEX 
•  Dell EMC SRDF, TimeFinder 
•  Dell EMC MirrorView, 

SnapView, SANCopy, Clone 
•  Symantec NetBackup, Backup 

Exec 
•  IBM Tivoli Storage Manager 
•  HP Data Protector 
•  CA ArcServe 
•  Oracle RMAN 
• CommVault Simpana 
•  Physical Tape Library/VTL 
•  VMware VDP 

Virtual environments 
•  VMware 

Storage 
•  Dell EMC VMAX, VMAXe, VNX 

Enterprise applications 
•  Microsoft Exchange, SQL 

Server 
•  Oracle 
•  SAP HANA 
• PostgreSQL 

Learn more 
Dell EMC.com/DPA 
Download Trial Software 
Connect! Join the DPA Community 
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WANT TO MOVE YOUR 
ENVIRONMENT OFF-
PREMISES? 
Click here to find a Cloud Service 
Provider to meet your needs. 


