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Administrator
PAMELA-PC

User Name:

< Computer.

CLEANED

Trigger:
Triggered By,

http://www.threat-cloud.com/test/files/HighConfidenceBot html
Check Point SandBlast Agent Anti-Bot

Need an expert? Email us

INCIDENT RESPONSE TEAM

ncident ID: ee214-cBf1-442c-92a7-ad... rigger Time: 1 - /429 excr raimr
Incident ID: ~ 645ee214-cBf1-442c-92a7-ad. T Ti 2018/2/3 1-/74:29:50
o Entry Point How did it enter the system?
tonic.exe created [bot.exe] -»>
Remediation (14 files) Was an infection present and removed? ‘ Business Impact (11 events) What was the damage?
EPUTATIO FILE NAME FULL PAT STAT DAMAGE | FILE NAME FULL PAT
(-] tonicexe c\program files (x86)\r2 studios\tonic\tonic.exe £ 8 people.gif cA\program files (x86)\r2 studios\tonic\images\people.gif
(7] botexe c\program files (x86)\r2 studios\tonic\received files\bot.exe [=] L3 unknownimage.gif c\program files (x86)\r2 studios\tonic\images\unknownimage.gif
o schtasks.exe c\windows\syswow4\schtasks.exe £ e sp santa.gif program files (86)\r2 santa.gif
° schtasks exe cwindows\syswowbAschtasks exe o 3 sp principal victoria.gif c\program files (x86)\r2 studios\tonic\images\sp principal victoriagif
. 3
° sk g rtack & 8 offlinewav c\program files (x86)\r2 studios\tonic\sounds\offline.wav
schtasks.exe c\windows\syswow64\schtasks.exe e -
-3 onlinewav c\program files (x86)\r2 studios\tonic\sounds\online.wav
o powershell.exe i y 4 1 %
8 more. - 5 more. -
% Suspicious Activity (8 categories) What happened in the system? e Incident Details (10 processes) How do | analyze further?
E
®®®0 - Script Execution (1 event) °
®ee®e-  System Security Policy Change (3 events) °
ese Dropped File Deletion (1 event)
[} o o
see Persistence (6 events)
(7} L (]
oo Dangerous Execution (5 events)
oo Dropped Executable (5 events) ° ©
2 more - -
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Statistics
= 42 Gateways and 0 '] 2 Published C@ 1 3 Critical Attack - 7 Infected
Servers Sessions Types - Hosts
Software Blades Attack Prevention by Policy Critical Attacks Allowed by Policy
€ rs 17K MIT Kerberos kadmind RPC Li... e £ € rs 100
D mas 172 Backdoor.Win32.Taidoor.A — @ BifE PR 1
£33 Bk 164 [45%] — Microsoft Windows RASMAN — € rs 8
=B EEAES 152 e Exploited pdf document — Q ma 6
© Anti-Virus 109 Exploited doc document — D @ik 6
D uRL i 100 v Malicious Binarv.balmbli — i £ Anti-Virus 2
Timelines Allowed High Risk Applications
Security Incidents (by Logs) Y
[ ]
. - L] " ' ' !

167 205 170 122 240 280 398 LogMein resc. _

Applications an: d URL Filtering (by Logs) LogMeln -
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AEEAEI oMREHIIMNMANNKNEBEE 2 — - REHSBFEWSQLER
245 ( SQL Injection ) ~ BBAULIE<HE ( Cross-Site Scripting ) SIE1T
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