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Dynamic Code Loading
4.1%

System Properties Modification
x 28.1%

Audio Recording
5.5%

App Installation o\

23.3% 41(28.1%)

34(23.3%)

AT Command Executi

o 20(17.8%)

Command Execution Wireless Settings Modification
20.5% 17.8%
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PRE-PROCESSING STATIC ANALYSIS

Unpack Firmware / Class—Hierarchy Analysis

Applications

Android Framework

Native Libraries

Android Runtime

HAL via HIDL

Linux Kernel

DYNAMIC ANALYSIS

Forced Path Execution

Obtain App Reachability Analysis

Interactive Analysis

Analysis of Metadata Def-Use Analysis

On-Device Analysis

Select App for Analysis

Taint Tracking

Forward/Backward Slicing

Path—Condition Folding

Type Inference

Component Analysis

11D Kryptowire 55548 B4

Controlled Execution
Environment

e Pl leakage e App installation

e Command execution e Sending AT commands

e Record audio e | ogcat leakage

e Record audio e Factory reset

e Capture screenshot e Dynamic code loading and execution
* SMS sending * Modification of wireless setting

e Modification of system properties
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