E:l CounterTack®

ZERIABA

ENATARBI B 5 2 SR

FEH# M DNAg

CounterTack Active Defense™

88 (Active Defense™ ) BA% 8] i [E3 45 1 R B
SMEEE RANFE R E B RER RO ERH B K -

BANDELRZE Active Defense

BT AT PR BISe B R P AT B B B LG L
&9 %5 1 » Active Defense %7 04 [ M AEFS 4% % X278
FE o RRAM HHERERIBEN ALK Lk
TRERE - EmIREERE -

Active Defense #% #7123k 7] 2218 8 F R AT &2 F 45
RAT B 45400 B4 34 DNA® #4i7 o #4 DNA &
EREAE W B R B AR B AN R E R REERY
LoF £ srootkit BERXARMEXALELHIAZ
gk

— B35 &R & > Active Defense #9d % & 547 T B
BIGHRE T RN R EEERENASL
G A EARTE T AR B IR kR o B
B AL F R E A 387 > Active Defense &5 #& /8
BB E KRBl S A s A B 0 A IE ¥ iR ik
BEH+EEME -

ST M BRI EERE O BRREHIEEFHR
&

Active Defense T 2 F 1 R JE &L &AL B AE /1 >
Hbads:

BERHHEETAIHRME R ABEYES -
WB CAE R AL DNA TA W > HBREREPARE
I AR BRI F LB B A2 X S BGETI S -

o R EBERE-THAKERM T RA TR CIERHY
Fumhrk o) & BB AL ANEH) o
RIE:#HAELCERENE LB LM BAES
AT X AR —BREFSRIE -

B DNA® LB E- X0

A DNA B #ib R @4 B8 b g AR5 T4
EEZITA - ITAHBLYBRA CounterTack & FEA2 K
KRR @B EITEE FHEAT ER P
AR EUE A AR TNy £
AT BB — o -

Active Defense 2% & (154724

o TTIRE RS
.+ REREATHH
o bR IEFIE

T He & A FRHEAR AR B 1 2R F B 492405 Z $ [F] ~ B
DNA (DDNA ) 2R 1745 A2 2% 549 #5124 F 4 8] -

B AR e BT AT A 0 BH A TR M@
Wy R RIBE M > EBR TR R RCE B iR 4
& F B AT o

jacking and overwriting the address space of a new

Thes program appears to inject code into another process. Thes ia very common bo malware and
s highly maspicious.

This software may be injecting code into another process.

This proc

This program appears to be creating a thread in another proo
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McAfee ePolicy Orchestrator % ¥ X, 4¢ &4 % #2 k¥
Verdasys Digital Guardian #t4ir & 42 k54
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Threat and Risk Management Platform )
= IBM QI Labs QRadar %4 X & %y & #p¥

Active Defense % # & K

Active Defense RSB :

Windows Server 2008 R2 64 i 7T
Windows Server 2012 64 4 7T
Windows Server 2012 R2 64 i 7C
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Windows XP (32 7L & 64 47T )
Windows Vista (32 Lt & 64 £t )
Windows 7 (32 47T & 64 4L7T)
Windows 8 & 8.1 (32 47T & 64 4L7T)
Windows 10 (32 {7t & 64 47T)
Windows Server 2008 (R2)

Windows Server 2012 (R2)
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