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Cloud Security Posture Management
+ Asset inventory + Compliance Reporting « Continuous Cloud Configuration Assessment

Cloud Infrastructure Entitlement Management

« Entitlement Risk Management & Permissions Analysis « |AM Policies « IDP Integrations

Cloud Workload Protection

- \ulnerability Management - Workload Compliance - Log Inspection - Malware Analysis

Kubernetes Security Posture Management

K8s Bencnmarks and Compliance - €8s Control Plane Assessment

Shift Left Security
+ Container Image Scanning « laC Scanning « CI/CD Integrations

Data Security Posture Management
= Pil Analysis « Exposure Scanning = Data Asset Inventory

Cloud Detection & Response
- Attack Patn Analysis - Agentless Breach Detection

Network/API Security

APl Inventory « Exposure identification & Risk Analysis
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Bl R EURER 21 : Attack path
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orca-demo-01 ™3 ocme-production (506454807365)
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SEREST - MEIFAR - € GCP MESEATISERZE 2 AWS
4 m Apache Log4j Remote Code Execution Vulnerability (CVE-2021-  (orco-
44228) 1212399)

Vulnerabilities In Progress - I Actions v

“ Show Score Breakdown
8 6 o Read in Docurmentation
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Alert Score High Risk

Alert Base Score

Mitre Category =« Top CVS5 Score ss» Fix Available s« Exploit Exists ses Releose Date «
nitial Access 9.8 True True 2021-12-10
Is Trending «»« EPSS Score «=» EPSS Percentile «»+ Top CVEID

True 897.562 100 CWE-2021-44228
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Remediation by & Azure OpenAl GPT4

Generate remediation steps for

cu M5 Console % CloudFormation aws CDK " Terraform

G Pulumi | @ OPA
Suggest remediation steps for this alert via CLI

@ Remediation Steps for Custom_PW180 Alert
Il:lenhfy the |AM user or role that hos o weak password by running the following command:
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aws fam get-account-password-policy —account-id 8967123931368 (]
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Cloud Infrastructure Entitlement
Management
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Cloud Workload Protection
Platform
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Cloud Detection & Response
B RNEWRES > UELREEBEESN
TRE B R ith o] FE

Cloud Infrastructure Entitlement
Management
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Cloud Vulnerability Management
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Data Security and Posture
Management
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API Security
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Shift Left Security
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Multi-Cloud Compliance Check

EBEE 125 EEZEH CIS benchmark
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K8s & Container

121t Layer « Container ~ Cluster -~ &
Cluster WEZE2BE
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-3 Category @ Coverage @ Orca Pricing
VMs IWL:1VM
Container hosts 1WL : 1 container host
Compute Serverless functions 1 WL : 50 functions
VM images LWL : limage
Container images 1 WL : 10 container images
Managed DBs (RDS ~ SQL) 1WL:1DB
Data Warehouses (DynamoDB * Big Query) 1WL : 4DBs
Data Security MNon-0S disks 1 WL : 3 disks
Private Buckets 1WL : 10 Buckets
Public Buckets 1WL : 10 Buckets
Application Security ‘C1?I?ee ggg‘ﬁtﬁ; fsblsigig?ssh?;ieﬂ) Offering lg'r;%#(i:t?&‘egggggr: g:‘;\.rate repos, in the past 90 days)
Real-time Security Sensor 1WL : 1Sensor (active for {24} hours)

“denotes weekly scanning

Orca Security
Thrive Securely in the Cloud
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Application Vulnerability Correlatior
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